
 
Awareness Watch V16N4 April 2018 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2018 Marcus P. Zillman, M.S., A.M.H.A. 

1 

Awareness Watch™ Newsletter 
By Marcus P. Zillman, M.S., A.M.H.A. 

http://www.AwarenessWatch.com/ 
 
V16N4                                                                                                                  April 2018  
 
 
 
Welcome to the V16N4 April 2018 issue of the Awareness Watch™ Newsletter. This 
newsletter is available as a complimentary subscription and will be issued monthly. Each 
newsletter will feature the following: 
 
Awareness Watch™ Featured Report 
Awareness Watch™ Spotters 
Awareness Watch™ Book/Paper/Article Review 
Subject Tracer™ Information Blogs 
 
I am always open to feedback from readers so please feel free to email with all  
suggestions, reviews and new resources that you feel would be appropriate for inclusion 
in an upcoming issue of Awareness Watch™. This is an ongoing work of creativity and 
you will be observing constant changes, constant updates knowing that “change” is the 
only thing that will remain constant!! 
 
 
Awareness Watch™ Featured Report 
 
This month’s featured report covers Privacy Resources 2018 and is a comprehensive 
listing of privacy resources including search engines, directories, subject guides and 
index resources and sites on the Internet. The below list of sources is taken from my 
Subject Tracer™ white paper titled Privacy Resources 2018 and is constantly updated 
with Subject Tracer™ bots at the following URLs:  
 

http://www.PrivacyResources.info/ 
 

These resources and sources will help you to discover the many pathways available 
through the Internet to find the latest privacy sources, resources and sites. As this site is 
constantly updated it would be to your benefit to bookmark and return to the above URL 
frequently. The true way to search the Internet and social media for privacy resources is 
to use PrivacyResources.info and include the deep web. These resources will be your 
pathfinder to all the important and ever changing privacy resources including the New 
Economy! 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.awarenesswatch.com/
http://www.privacyresources.info/
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Privacy Resources 2018: 
 
10 Best Security and Privacy Apps for Smartphones and Tablets 
http://drippler.com/drip/10-best-security-privacy-apps-smartphones-tablets 
 
10 Minute Mail 
http://10minutemail.com/10MinuteMail/index.html 
 
10 Privacy Gadgets To Help You Keep a Secret 
http://www.popsci.com/keep-your-secrets-a-secret 
 
10 Reasons to Use a VPN for Private Web Browsing 
http://netforbeginners.about.com/od/readerpicks/tp/Reasons-to-Use-a-VPN-Service.htm 
 
10 Secure Apps To Try in 2017 
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-
articles/item/17541-10-secure-apps-to-try-in-2017 
 
12VPN - Unblock Websites and Improve Privacy 
http://12vpn.com/ 
 
20+ Free VPN's Rated Side By Side 2017 List by Paul Bischoff 
https://www.comparitech.com/blog/vpn-privacy/free-vpn/ 
 
Accountable - Secure, Cloud-Based HIPAA Compliance Management Platform 
http://accountablehq.com/ 
 
Account Killer – Delete Online Accounts or Profiles 
https://www.accountkiller.com/ 
 
Adeona - Open Source System for Tracking Location of Lost or Stolen Laptops 
http://adeona.cs.washington.edu/ 
 
AES Crypt - Advanced Open Source File Encryption 
https://www.aescrypt.com/ 
 
A Guide for Guarding Personal Information in the Workplace 
http://www.sharefile.com/datasecurity.aspx 
 
A Guide To Protecting Children's Privacy Online 
https://www.bestvpnrating.com/guide-children-privacy 
 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://drippler.com/drip/10-best-security-privacy-apps-smartphones-tablets
http://10minutemail.com/10MinuteMail/index.html
http://www.popsci.com/keep-your-secrets-a-secret
http://netforbeginners.about.com/od/readerpicks/tp/Reasons-to-Use-a-VPN-Service.htm
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-articles/item/17541-10-secure-apps-to-try-in-2017
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-articles/item/17541-10-secure-apps-to-try-in-2017
http://12vpn.com/
https://www.comparitech.com/blog/vpn-privacy/free-vpn/
http://accountablehq.com/
https://www.accountkiller.com/
http://adeona.cs.washington.edu/
https://www.aescrypt.com/
http://www.sharefile.com/datasecurity.aspx
https://www.bestvpnrating.com/guide-children-privacy
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A Hacker’s Tips for Protecting Your Digital Privacy 
https://www.fastcompany.com/3066399/work-smart/a-hackers-tips-for-protecting-your-
digital-privacy 
 
Aloha Browser - Private and Secure Mobile Browser 
https://alohabrowser.com/ 
 
Alpenhorn: Bootstrapping Secure Communication without Leaking Metadata 
https://vuvuzela.io/alpenhorn_intro.pdf 
 
A Model Regime of Privacy Protection by Daniel J. Solove and Chris Jay Hoofnagle 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294 
 
Aniscartujo VPN 
https://aniscartujo.com/vpn/ 
 
Anonabox – Original Plug and Play TOR Router 
https://www.anonabox.com/index.html 
 
Anonyme - Anonymous Blogs 
http://www.anonyme.com/ 
 
Anonymity 4 Proxy 
http://www.inetprivacy.com/ 
 
Anonymity and Privacy On the Internet 
http://www.iusmentis.com/technology/remailers/index.html 
 
Anonymizer - Anonymous Web Surfing, Anti Spyware, Anonymous Proxy, & 
Identity Protection 
http://www.anonymizer.com/ 
 
AnonyMouse.org 
http://anonymouse.org/ 
 
Anonymous Email 
http://www.anonymous.to/ 
 
Anonymous eMail 
http://www.5ymail.com/ 
 
Anonymous Remailer FAQ - Email Privacy FAQ 
http://www.andrebacard.com/remail.html 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
https://www.fastcompany.com/3066399/work-smart/a-hackers-tips-for-protecting-your-digital-privacy
https://www.fastcompany.com/3066399/work-smart/a-hackers-tips-for-protecting-your-digital-privacy
https://alohabrowser.com/
https://vuvuzela.io/alpenhorn_intro.pdf
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294
https://aniscartujo.com/vpn/
https://www.anonabox.com/index.html
http://www.anonyme.com/
http://www.inetprivacy.com/
http://www.iusmentis.com/technology/remailers/index.html
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Anonymous Voting System 
http://sourceforge.net/projects/anonymousvoting/ 
 
An Overview of Steganography for the Computer Forensics Examiner by Gary C. 
Kessler 
http://www.garykessler.net/library/fsc_stego.html 
 
AntiOnline - Maximum Security for a Connected World 
http://www.antionline.com/ 
 
Anti-Phishing Working Group 
http://www.antiphishing.org/ 
 
AntiProxy 
http://www.antiproxy.com/ 
 
AOL.com Privacy Policy 
http://privacy.aol.com/ 
 
APAS Anonymous Remailer Use [FAQ 1/8]: Overview 
http://www.faqs.org/faqs/privacy/anon-server/faq/use/part1/ 
 
Apple's commitment to privacy 
http://www.apple.com/privacy/ 
 
Aqua Project 
https://aqua.mpi-sws.org/ 
 
AT&T Privacy Bird 
http://privacybird.org/ 
 
A Taxonomy of Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622 
 
Awesome Machine Learning for Cyber Security 
https://github.com/jivoi/awesome-ml-for-cybersecurity 
 
AxCrypt File Encryption Software - Free Personal Privacy and Security for 
Windows 
http://www.axantum.com/ 
 
Basic Cryptanalysis 
http://www.umich.edu/~umich/fm-34-40-2/ 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
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http://www.apple.com/privacy/
https://aqua.mpi-sws.org/
http://privacybird.org/
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622
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Berklett Cybersecurity 
https://cyber.law.harvard.edu/research/cybersecurity# 
 
Best Secure Mobile Messaging Apps 2017 
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-
articles/item/18203-the-best-secure-mobile-messaging-apps-2017-how-to-send-
messages-privately-most-private-messaging-apps 
 
Binfer - File Transfer - eMail - Instant Messaging 
http://www.binfer.com/ 
 
Bishop Fox Cybersecurity Style Guide 
https://www.bishopfox.com/blog/2018/02/hello-world-introducing-the-bishop-fox-
cybersecurity-style-guide/ 
 
Bitmessage - P2P Communication Protocol To Send Encrypted Messages 
https://bitmessage.org/wiki/Main_Page 
 
BlackPhone - A Foundation Built for Privacy Including PrivatOS and Silent Space 
https://blackphone.ch/ 
 
BleachBit – Clean Your System and Free Disk Space 
https://www.bleachbit.org/ 
 
Blockchain – Security and Privacy Infrastructure 
https://www.Blockchain.com/ 
https://en.wikipedia.org/wiki/Blockchain 
 
Blur – Protects Your Passwords, Payments, and Privacy 
https://dnt.abine.com/#login/dashboard 
 
Boxcryptor - Highest Security for Your Files In the Cloud 
https://www.boxcryptor.com/ 
 
Brandeis Privacy Technologies 
https://www.fbo.gov/utils/view?id=922756545ce4b04915600da88d5de598 
 
Brave Web Browser 
http://www.brave.com/ 
 
BugMeNot.com 
http://www.BugMeNot.com/ 
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Building a New Tor That Can Resist Next-Generation State Surveillance 
http://arstechnica.com/security/2016/08/building-a-new-tor-that-withstands-next-
generation-state-surveillance/ 
 
Burn Note - One View Then Deleted 
https://burnnote.com/ 
 
CalECPA and the Legacy of Digital Privacy 
https://medium.com/@maassive/an-open-letter-to-gov-jerry-brown-c1f45f3b704a 
 
Call-Safely - Protect Your Privacy and Call Safely 
http://www.call-safely.com/ 
 
Can Commercial VPNs Really Protect Your Privacy? 
https://www.techdirt.com/articles/20130402/02421422545/can-commercial-vpns-really-
protect-your-privacy.shtml 
 
Cato Networks - Network Security As a Service 
http://www.catonetworks.com/ 
 
CCleaner 
http://www.ccleaner.com/ 
 
ccrypt - Secure Encryption and Decryption of Files and Streams 
http://ccrypt.sourceforge.net/ 
 
CertainStore™ - TransCertain's™ Patent Pending Secure Storage System 
http://www.transcertain.com/data-storage/ 
 
Chat.cc - Private Chat On the Web 
http://chat.cc/ 
 
ChatGrape - Communicate Efficiently 
https://chatgrape.com/ 
 
Chat Secure 
https://guardianproject.info/apps/chatsecure 
 
CLIQZ Browser - Surf and Find Ultra Safe and Ultra Fast 
https://cliqz.com/en/ 
 
Cloakmy - Secure Messages 
https://cloakmy.org/ 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
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CloudFogger - Secure File Encryption for Dropbox, SkyDrive, Google Drive and 
Others 
http://www.cloudfogger.com/ 
 
CloudSafe - Safe Harbor for Sensitive Data 
https://secure.cloudsafe.com/ 
 
Cluster - Private Spaces For You and Your Friends 
https://cluster.co/ 
 
COGIPAS.com - Complete Online Guide to Internet Privacy, Anonymity and 
Security 
http://cogipas.com/ 
 
Collusion - Discover Who Is Tracking You Online  
http://www.mozilla.org/en-US/collusion/ 
 
Conceptualizing Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=313103 
 
Confide - Your Off-The_Record Messenger 
https://GetConfide.com/ 
 
Consumer Industry Group Creates Connected Home Security Checklist by Chase 
Martin 
https://www.mediapost.com/publications/article/297751/consumer-industry-group-
creates-connected-home-sec.html 
 
Contactify - Private Contact Form 
http://www.contactify.com/ 
 
COTSE-Privacy Resources - Privacy Watch 
http://www.cotse.net/privacy/ 
 
COWL: A Confinement System for the Web 
http://cowl.ws/ 
 
Creating an Online Privacy Policy 
http://www.info-law.com/create.html 
 
Crypterium 
http://www.crypteriuminfo.com 
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Cryptocat - Open Source Encrypted Private Alternative To Other Chat Services 
https://crypto.cat/ 
 
Cryptography and Security 
http://people.csail.mit.edu/rivest/crypto-security.html 
 
CryptoHeaven - Secure and Anonymous eMail, Online Storage and File Sharing 
http://www.cryptoheaven.com/ 
 
CryptoHippie - Protect Individuality and Privacy On the Internet With Encryption 
and Anonymity 
https://secure.cryptohippie.com/products.php 
 
Cryptomator - Free Client-Side Encryption for Your Cloud Files 
https://cryptomator.org/ 
 
Crypton - Framework for Building Cryptographically Secure Cloud Applications 
https://crypton.io/ 
 
Crystal Security 
http://www.crystalsecurity.eu/ 
 
Cyber Dust – Freely Available Fully Encrypted and Self Destructing Messages 
http://www.Cyberdust.com/ 
 
CyberGhost - One of the World's Most Trusted and Secure Virtual Private 
Networks 
http://www.cyberghostvpn.com/ 
 
Cybersecurity Curriculum Resources 
https://niccs.us-cert.gov/education/curriculum-resources 
 
Darik's Boot and Nuke (Hard Drive Disk Wipe) 
http://www.dban.org/ 
 
Data & Society 
https://datasociety.net/ 
 
DarkWeb News - The Ultimate Dark Web Resource 
https://darkwebnews.com/ 
 
Decing - Decisions Through Secret and Private Votes 
http://www.decing.com/ 
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Deep Web Research and Discovery Resources 2018 
http://www.DeepWeb.us/ 
 
DemocraKey - Portable Privacy Suite 
http://www.democrakey.com/ 
 
Deseat.me – Clean Up Your Existence 
https://www.deseat.me/ 
 
Detectify - SaaS Based Website Security Scanner 
https://detectify.com/ 
 
Digital Shadows - Cyber Threat Intelligence 
http://www.digitalshadows.com/ 
 
Disconnect – Anti-Tracking Tool 
https://shop.mashable.com/search?query=Disconnect 
 
Disconnect Search - Search Privately 
https://disconnect.me/ 
 
Dissent – Accountable Anonymous Group Communication 
http://dedis.cs.yale.edu/dissent/ 
 
DNS Stuff 
http://www.dnsstuff.com/ 
 
DNS.Watch 
https://dns.watch/index 
 
docTrackr - Keep In Control of Your Digital Documents 
http://www.doctrackr.com/ 
 
Documentation of Internet Filtering Worldwide by Jonathan Zittrain and Benjamin 
Edelman 
http://cyber.law.harvard.edu/filtering/ 
 
Do Not Track Me 
https://www.abine.com/dntdetail.php 
 
Dooble Web Browser - Fast, Simple and Secure 
http://dooble.sourceforge.net/ 
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DuckDuckGo – Privacy Search Engine 
https://duckduckgo.com/ 
 
DudMail - Disposable eMail Addresses for the Masses 
http://www.dudmail.com/ 
 
Easy, Expert Setup Tips for Maximum Privacy On Your New Device by Allen St. 
John 
https://www.consumerreports.org/privacy/easy-expert-setup-tips-for-maximum-privacy-
on-your-new-device/ 
 
Economic Crime Investigation Institute 
http://www.ecii.edu/ 
 
EEXCESS - Enhancing Europe’s eXchange in Cultural Educational and Scientific 
reSources 
http://eexcess.eu/ 
 
EFF - Electronic Frontier Foundation 
http://www.eff.org/ 
 
EFF Releases - Protect Yourself From Electronic Spying with "Surveillance Self-
Defense 
https://ssd.eff.org/ 
 
Electronic Privacy Information Center 
http://www.epic.org/ 
 
eMail Privacy 
http://www.emailprivacy.info/ 
 
EMC Privacy Index - Measures Willingness to Trade Privacy for Greater 
Convenience 
http://www.emc.com/campaign/privacy-index/index.htm 
 
EncryptFree - Free Encryption For Everyone 
https://www.encryptfree.com/ 
 
Encryption Technology Could Protect the Privacy of Your DNA 
https://gizmodo.com/encryption-technology-could-protect-the-privacy-of-your-
1797986274 
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Encryptr - Free Open Source Password Manager and eWallet - Zero-Knowledge, 
Cloud-Based and Private 
https://encryptr.org/ 
 
Encrypt.to - Send Encrypted Messages By One Click 
https://encrypt.to/ 
 
End-To-End - Encrypy, Decrypt, Dogital Sign and Verify Signed Messages 
https://code.google.com/p/end-to-end/ 
 
Enigma Project - A Decentralized Computation Network With Guaranteed Privacy 
https://medium.com/@enigmaMPC 
 
Epic Browser - What You Browse and Search Should Always Be Private 
https://www.epicbrowser.com/ 
 
EPIC Online Guide to Practical Privacy Tools 
http://www.epic.org/privacy/tools.html 
 
EPIC Online Guide to Privacy Resources 
http://epic.org/privacy/privacy_resources_faq.html 
 
Eraser - Advanced Security Tool Remove Sensitive Data From Your Hard Drive 
http://eraser.heidi.ie/ 
 
etherpad - Collaborating In Really Real-Time 
http://etherpad.org/ 
 
EULAlyzer - Analyze License Agreements for Interesting Words and Phrases 
http://www.brightfort.com/eulalyzer.html 
 
EveryCloud - Spam Filtering and Email Archiving 
http://www.everycloudtech.com/ 
 
Everykey - The Master Key To Your Phone, Laptop, Website, Accounts and More 
https://everykey.com/ 
 
ExpressVPN 
http://www.ExpressVPN.com/ 
 
Faceless.me VPN - Surf the Web Anonymously and Protect Your Data 
http://faceless.me/ 
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Fake Mail Generator 
http://www.fakemailgenerator.com/ 
 
Fakena.me - Generates Random Fake Names, Addresses, Usernames, Passwords 
and eMail Address 
https://fakena.me/ 
 
Federal Privacy Council 
https://www.fpc.gov/ 
 
Figure 1 - Free, Safe Photo Sharing for Healthcare Professionals 
https://figure1.com/ 
 
FindNot - Anonymous Surfing, Anonymous Email & Anonymous Internet 
http://www.findnot.com/ 
 
Firefox Focus - Privacy Browser 
https://itunes.apple.com/us/app/firefox-focus-privacy-browser/id1055677337?mt=8 
 
Firefox Hello 
https://www.mozilla.org/en-US/firefox/hello/ 
 
Focus on the Data – Unique Insights and Practical Guidance on Privacy and Data 
Security Issues Worldwide 
http://www.focusonthedata.com/ 
 
For Your Eyes Only: Online Privacy 
https://medium.com/@AltNSA/for-your-eyes-only-online-privacy-2eecac94b85a 
 
FoxyProxy - Set of Proxy and VPN Management Tools 
https://getfoxyproxy.org/ 
 
Freedom of Information Act Electronic Reading Room 
http://www.foia.cia.gov 
 
FreedomPop - Communicate Securely and Anonymously 
http://www.freedompop.com/ 
 
Free File Shredder 4.1.2 
http://www.kakasoft.com/file-shredder/ 
 
FreeNode - Free and Open Source Communities 
http://freenode.net/ 
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FreeOTFE - Free Open Source On the Fly Transparent Disk Encryption Program 
http://www.freeotfe.org/ 
 
Free Public Proxy Servers List: WWW, FTP, IRC, SOCKS, TELNET, WINGATE 
http://tools.rosinstrument.com/proxy/ 
 
FRONTLINE: United States of Secrets 
http://www.pbs.org/wgbh/pages/frontline/united-states-of-secrets/ 
 
Frost - Freenet Client Providing Newsgroup-Like Private Encrypted Messages 
http://jtcfrost.sourceforge.net/ 
 
G Data Secure Chat for Android 
https://www.securechat.com/en 
 
Genetic Privacy 
http://epic.org/privacy/genetic/ 
 
Ghostery - Faster, Safer and Smarter Browsing 
https://www.ghostery.com/ 
 
GlassWire - Network Security Monitor and Firewall Tool 
https://www.glasswire.com/ 
 
Glitchi - Share Privately Messaging App That Protects You From Getting Hacked 
http://glitchi.me/ 
 
Global Internet Freedom Consortium - Inform, Connect and Empower the People 
http://www.internetfreedom.org/ 
 
Global Privacy Resources 
http://it.ojp.gov/default.aspx?area=globalJustice&page=2328 
 
Global Voices Online 
http://globalvoicesonline.org/ 
 
GnuPG (The GNU Privacy Guard) 
http://www.gnupg.org/ 
http://freecode.com/projects/gnupg?branch_id=10426&release_id=178151 
 
Go Anonymous: How To Delete Your Entire Social Media Presence by Megan Ellis 
https://www.makeuseof.com/tag/delete-social-media/ 
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GoldBug - Private Communication 
https://sourceforge.net/projects/goldbug/ 
 
Guardster - Your Privacy Headquarters 
http://guardster.com/ 
 
Guerrilla Mail - Disposable Temporary eMail Address 
http://www.guerrillamail.com/ 
 
Guide To Privacy Resources 2018 
http://www.StealthMode.info/ 
 
HackNotifier - Protect Yourself From Hackers 
http://www.hacknotifier.com/ 
 
Hashgraph - The Future of Decentralized Technology - Superior Distributed Ledger 
Technology 
http://hashgraph.com/ 
 
Haven: Keep Watch 
https://guardianproject.github.io/haven/ 
 
Health Privacy Project 
https://www.cdt.org/issue/health-privacy 
 
Herd: A Scalable, Traffic Analysis Resistant Anonymity Network for VoIP Systems 
https://www.mpi-sws.org/~stevens/pubs/sigcomm15.pdf 
 
Hide My Ass - Free Web Proxy 
http://hidemyass.com/ 
 
Hide The IP - Hide IP Anonymous Surfing Software 
http://hide-the-ip.com/ 
 
Hiding Your IP Address, Anonymous Internet Surfing HOWTO 
http://www.proxies.by/proxy/howto.htm 
 
HotspotShield - Internet Privacy and WiFi Security Wherever You Are 
http://www.hotspotshield.com/ 
 
How planting false digital footprints can help you regain some privacy online 
http://www.slate.com/articles/technology/future_tense/2015/09/an_interview_with_obfus
cation_co_author_finn_brunton_about_online_privacy.html 
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How To Add a Layer of Privacy To Your Conversations Using Tor Messenger by 
Jack Wallen 
https://www.techrepublic.com/article/how-to-add-a-layer-of-privacy-to-your-
conversations-using-tor-messenger/ 
 
How to Blog Safely (About Work or Anything Else) 
https://www.eff.org/wp/blog-safely 
 
How To Browse the Web As Anonymously As Possible 
https://pixelprivacy.com/resources/browse-web-anonymously/ 
 
HOWTO ByPass Internet Censorship 
http://www.zensur.freerk.com/ 
 
How To Deep Clean Your Online Activity 
http://www.bbc.com/news/technology-41735619 
 
How To Delete Yourself From the Internet by Kim Komando 
http://www.foxnews.com/tech/2017/06/25/how-to-delete-yourself-from-internet.html 
 
How to Ditch Big Brother and Disappear Forever 
http://lifehacker.com/5676149/how-to-ditch-big-brother-and-disappear-forever 
 
How To Encrypt All Your Data by Ben Dickson 
https://www.dailydot.com/layer8/encrypted-email-messaging-apps/ 
 
How To Encrypt and Protect Your eMail by Paul Bischoff 
https://www.comparitech.com/blog/vpn-privacy/how-to-encrypt-email/ 
 
How To Encrypt (almost) Anything Article 
http://www.pcworld.com/article/2025462/how-to-encrypt-almost-anything.html 
 
How To Go Invisible Online by Kevin Mitnick 
https://www.wired.com/2017/02/famed-hacker-kevin-mitnick-shows-go-invisible-
online/?mbid=social_twitter 
 
How to Hide from Machines 
http://dismagazine.com/dystopia/evolved-lifestyles/8115/anti-surveillance-how-to-hide-
from-machines/ 
 
How To Keep Your Web Browsing Private by Jennifer Golbeck, Ph.D. 
https://www.psychologytoday.com/blog/your-online-secrets/201703/how-keep-your-
web-browsing-private 
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How To Navigate the Internet Around PRISM 
http://www.salon.com/2013/06/09/can_you_use_the_internet_without_prism_partner/ 
 
How To Opt Out of Everything From Credit Card Offers to Group Texts 
http://www.vox.com/2015/3/25/8287793/how-to-opt-out 
 
How To Opt Out of Unwanted Communications 
http://www.bespacific.com/how-to-opt-out-of-unwanted-communications/ 
 
How To Pick a VPN To Keep Your Internet Browsing Secure and Private 
https://qz.com/948506/how-to-pick-a-vpn-to-keep-your-internet-browsing-secure-and-
private/ 
 
How To Stay Anonymous Online 
https://www.csail.mit.edu/how_to_stay_anonymous_online 
 
How To Stay (Mostly) Anonymous Online by Christopher Elliott 
http://www.newsweek.com/how-stay-mostly-anonymous-online-557985 
 
HTTPS-Only Standard 
https://https.cio.gov/ 
 
Hulbee - Intelligent Answer Engine 
https://hulbee.com/ 
 
Hushed - Your Private Phone App 
http://hushed.com/ 
 
Hushmail Free Encrypted Web-mail, IM and Documents 
https://www.hushmail.com/ 
 
I2P Anonymous Network 
http://www.i2p2.de/ 
 
IBM Privacy Practices on the Internet 
http://www.ibm.com/privacy/us/ 
 
IDzap & IDseal --- Secure Anonymous Web Browsing and Secure Email Service 
http://www.idzap.com/index.php 
 
Incapsula – CDN, DDoS protection, Load Balancing  
http://www.incapsula.com/ 
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Information Disorders 2018 
http://www.InformationDisorders.com/ 
 
Information Privacy Law Textbook  
http://docs.law.gwu.edu/facweb/dsolove/Information-Privacy-Law/ 
 
Information Valet Project 
http://informationvalet.wordpress.com/ 
 
International Alliance - Anonymous Professionals Offering Privacy Services 
http://www.intl-alliance.com/ 
 
International Association of Privacy Professionals 
https://www.privacyassociation.org/ 
 
International Privacy Law Library 
http://www.worldlii.org/int/special/privacy/ 
 
Internet Hoaxes 2018 
http://www.InternetHoaxes.info/ 
 
Internet Privacy and eMail Security 
http://www.privacyresources.org/ 
 
Internet Privacy and Security Resources 
http://www.internetprivacysecurity.net/ 
 
Internet Privacy and What You Need to Know by Shelly Palmer 
http://cloudcomputing.sys-con.com/node/4046715 
 
Internet Privacy: New Browser PlugIns Hide User Activity From ISPs By Creating 
Digital Noise 
http://www.ibtimes.com/internet-privacy-new-browser-plugins-hide-user-activity-isps-
creating-digital-noise-2533083 
 
iPrivacyTools 
http://www.iprivacytools.com/ 
 
IPsec - Internet Protocol Security 
http://en.wikipedia.org/wiki/IPsec 
 
IPVanish 
http://www.IPVanish.com/ 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.informationdisorders.com/
http://docs.law.gwu.edu/facweb/dsolove/Information-Privacy-Law/
http://informationvalet.wordpress.com/
http://www.intl-alliance.com/
https://www.privacyassociation.org/
http://www.worldlii.org/int/special/privacy/
http://www.internethoaxes.info/
http://www.privacyresources.org/
http://www.internetprivacysecurity.net/
http://cloudcomputing.sys-con.com/node/4046715
http://www.ibtimes.com/internet-privacy-new-browser-plugins-hide-user-activity-isps-creating-digital-noise-2533083
http://www.ibtimes.com/internet-privacy-new-browser-plugins-hide-user-activity-isps-creating-digital-noise-2533083
http://www.iprivacytools.com/
http://en.wikipedia.org/wiki/IPsec
http://www.ipvanish.com/


 
Awareness Watch V16N4 April 2018 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2018 Marcus P. Zillman, M.S., A.M.H.A. 

18 

IRL Podcast 
https://irlpodcast.org/ 
 
iSecureDocument - Send Documents To Anyone Secure and Safe 
http://www.isecuredocument.com/ 
 
Iubenda - Privacy Policy Generator 
https://www.iubenda.com/ 
 
IVPN - Protect Your Online Privacy From Anywhere 
https://www.ivpn.net/ 
 
IXmaps – Map Your Internet 
https://ixmaps.ca/ 
 
Ixquick Search Engine - Protects Your Privacy 
https://www.ixquick.com/ 
 
iZSearch - More Privacy and Less Ads 
http://izsearch.com/ 
 
JAP -- Anonymity & Privacy 
http://anon.inf.tu-dresden.de/index_en.html 
 
JASYPT - JAva Simplified EncrYPTion 
http://www.jasypt.org/ 
 
Jigsaw - Finding the Missing Pieces 
https://jigsaw.google.com/vision/ 
 
JotOnce – Password Protected, Shareable Notes  
http://jotonce.com/ 
 
JUMPTO - Trusted Name In Online Security and Identity Protection Solutions 
http://www.jumpto.com/ 
 
JustDeleteMe – Escape From the Web and Leave No Trace 
http://www.justdeleteme.com/ 
 
Kaboom Share Messages and Photos That Disappear On Any Social Network 
http://www.kaboomit.com/ 
 
KeePassX - Cross Platform Password Manager 
https://www.keepassx.org/ 
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Keeping Your Kids Safe Online by Meg Cannistra 
https://www.allconnect.com/blog/keeping-kids-safe-online/ 
 
Kleopatra - Certificate Manager and Unified Crypto GUI 
https://www.kde.org/applications/utilities/kleopatra/ 
 
LastPass ... 
https://lastpass.com/ 
 
Laverna - Note Taking Application With Privacy 
https://laverna.cc/ 
 
Let's Encrypt - Free, Automated and Open New Certificate Authority 
https://letsencrypt.org/ 
 
Locked Up Mail - The World's Most Secure eMail 
http://www.lockedupmail.com/ 
 
Lockify - Securely Send Private Information To Anyone 
https://aboutlockify.com/ 
 
LogDog - Don't Get Hacked 
https://getlogdog.com/ 
 
Lunar Messaging - Keeping you and Your Messages Safe 
https://lunarmessaging.net/ 
 
MailDrop - Save Your Inbox From Spam 
http://maildrop.cc/ 
 
Mailinator - Instant and Temporary Spam Free eMail Address 
http://www.mailinator.com/ 
 
MailMyWeb.com - Browse the Internet in a Revolutionary Way 
http://www.MailMyWeb.com/ 
 
MailTo Encoder - Encode Your eMail Address To Prevent SPAM 
http://www.mailtoencoder.com/ 
 
Mailvelope - OpenPGP Encryption for Webmail 
https://www.mailvelope.com/ 
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Mario's Brief Report About Your Internet Access Connection 
http://mprofaca.cro.net/report.html 
 
Markle Foundation - Addressing Crticial Public Needs in the Information Age 
http://www.markle.org/ 
 
Martus - The Global Social Justice Monitoring System 
http://www.martus.org/ 
 
Me and My Shadow 
https://myshadow.org/ 
 
Mega – The Privacy Company 
https://mega.co.nz/ 
 
Melt Mail - Your Temporary eMail Forwarding 
http://meltmail.com/ 
 
Memo - Anonymous App That Could Revolutionize the Workplace 
https://getthememo.com/ 
 
Mermur - Anonymous Text Messages 
http://mermur.it/ 
 
MetroPipe – Anonymous Internet Services and Privacy Weblog 
http://www.MetroPipe.net/ 
 
MiniGroup - Instant Private Groups for Work or Fun 
https://www.minigroup.com/ 
 
miniLock - File Encryption Software That Does More With Less 
https://minilock.io/ 
 
MIT Researchers Devise a Secure Anonymity Network That’s 10x Faster Than Tor 
http://www.extremetech.com/internet/231817-mit-researchers-devise-a-secure-
anonymity-network-thats-10x-faster-than-tor 
 
MixMaster 
http://mixmaster.sourceforge.net/ 
 
Moving, Securing and Storing Your Data 
http://transcertain.com/ 
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Muffin - WWW Filtering System 
http://muffin.doit.org/ 
 
M u t e M a i l - Secure and Anonymous eMail System 
http://www.mutemail.com/ 
 
myTrashMail.com - Temporary and Anonymous eMail 
http://www.mytrashmail.com/ 
 
nCrypted Cloud - Enterprise Grade Security 
https://www.encryptedcloud.com/ 
 
New Quantum-Entanglement Record Could Spur Hack-Proof Communications 
https://www.livescience.com/59502-new-quantum-entanglement-record.html 
 
Neil's Security and Privacy Resources 
http://www.jjtc.com/Security/ 
 
NordVPN 
http://www.NordVPN.com/ 
 
Notedip - Private Secure Self Destructing Messages 
http://notedip.com/ 
 
NoteShred - Send Encrypted, Password Protected Notes That Automatically Shred 
After Reading 
https://www.noteshred.com/ 
 
Novo Ordo - eMail Privacy 
http://www.novo-ordo.com/ 
 
Obin - Client Side Encrypted PasteBin 
https://0bin.net/ 
 
Off-the-Record (OTR)Messaging 
http://www.cypherpunks.ca/otr/ 

One Startup’s Vision To Reinvent the Web for Better Privacy 
https://www.technologyreview.com/s/603352/one-startups-vision-to-reinvent-the-web-
for-better-privacy/ 

Omlet - Open Messaging Platform 
http://www.omlet.me/ 
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Onion Browser - An Open-Source Privacy Enhancing Web Browser for iOS 
https://mike.tig.as/onionbrowser/ 

OnionShare - Securely and Anonymously Share Files of Any Size 
https://onionshare.org/ 

Online Information Sellers: How to Opt Out 
http://www.privacyrights.org/ar/infobrokers.htm 
 
Online Privacy Guide for Journalists 2017                   
https://www.vpnmentor.com/blog/online-privacy-journalists/ 

Online Security 101: Tips for Protecting Your Privacy from Hackers and Spies by 
Zack Whittaker                                                                    
http://www.zdnet.com/article/simple-security-step-by-step-guide/ 

On the Identity Trail: Understanding the Importance and Impact of Anonymity and 
Authentication in a Networked Society 
http://anonequity.org/ 
 
Open Data Privacy                                          
https://dash.harvard.edu/handle/1/30340010 

OpenNet Initiative 
https://opennet.net/ 

Open Observatory of Network Interference (OONI) 
https://ooni.torproject.org/ 

OpenPrivacy Initiative 
http://www.openprivacy.org/ 

OpenPuff - Professional Steganography Tool 
http://embeddedsw.net/OpenPuff_Steganography_Home.html 

OpenScape - Secure Web Collaboration 
http://www.unify.com/us/products-services/unified-communications/applications/web-
collaboration/ 
 
Open Security Foundation 
http://opensecurityfoundation.org/ 
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Open Society Institute 
http://www.osi.am/ 
 
Open Whisper Systems – Signal Private Messenger 
https://whispersystems.org/ 
 
Operation Encrypt Everything (OpE^2)  
https://www.encrypteverything.ca/index.php?title=Main_Page 
 
Orbot - Proxy with Tor 
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en 
 
Our Digital Secrets chart - in this newsitem about Ashley Madison leak 
https://www.washingtonpost.com/news/the-intersect/wp/2015/08/20/welcome-to-the-
terrifying-post-ashley-madison-internet/ 
 
Panopticlick - How Unique and Trackable Is Your Browser Test 
http://panopticlick.eff.org/ 
 
PaperKarma™ – Kill Unwanted Mail, Not Trees  
https://www.paperkarma.com/ 
 
ParanoidPaul - Track Changes to Privacy Policies, Terms, Conditions and User 
Agreements 
http://www.paranoidpaul.com/ 
 
PassPack - Free Anonymous Online Password Manager 
http://www.passpack.com/ 
 
Password Live - No More Forgotten Passwords 
https://www.passwordlive.com/ 
 
Password Safe 
http://passwordsafe.sourceforge.net/ 
 
PasteVault - Text To Encrypt and Expire - Encrypted In Your Browser, Not On the 
Server 
https://www.pastevault.com/ 
 
Patient Privacy Rights  
http://www.patientprivacyrights.org/ 
 
PauBox - Encrypted eMail and File Sharing 
https://www.paubox.com/ 
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Peerio - Secure Messaging and File Sharing Made Easy 
https://www.peerio.com/ 
 
Personalized Privacy Assistants Project by Carnegie Mellon University 
http://www.privacyassistant.org/index/ 
 
Pew Research Center: Americans and Cybersecurity 
http://www.pewinternet.org/2017/01/26/americans-and-cybersecurity 
 
PhoneDynamo - Accept Calls Anonymously Without Revealing Your Phone 
Number 
http://www.phonedynamo.com/ 
 
PirateBox - DIY Anonymous Offline File-Sharing and Communications System 
http://piratebox.cc/ 
 
PirateBrowser - No More Censorship 
http://piratebrowser.com/ 
 
Pixel Privacy – Protect Your Online Privacy 
https://pixelprivacy.com/ 
 
Places - Privacy for the Masses 
http://www.joinplaces.com/ 
 
Platform for Privacy Preferences (P3P) Project 
http://www.w3.org/P3P/ 
 
PlusPrivacy – Unified Dashborad for Privacy Protection 
https://plusprivacy.com/ 
 
Ponemon Institute 
http://www.ponemon.org/ 
 
Populr - Create and Share Secure, Trackable WebPages 
https://populr.me/ 
 
PORTIA - Privacy, Obligations, and Rights in Technologies of Information 
Assessment 
http://crypto.stanford.edu/portia/ 
 
Pretty Good Privacy (PGP) 
http://en.wikipedia.org/wiki/Pretty_Good_Privacy 
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PriBot – Chat with PriBot About Any Privacy Policy 
https://pribot.org/ 
 
Privacy and Security Portal Magazine 
https://flipboard.com/@picartsan/privacy-and-security-portal-magazine-hj09sas2y 
 
Privacy APIs for the Internet of Things 
http://iotprivacyapis.quickmvp.com/ 
 
Privacy.IO 
https://privacy.io/ 
 
Privacy.li - Privacy Tool Website for Anonymity 
http://www.privacy.li/ 
 
Privacy Agent - Reduce Your Digital Footprint 
http://friedcookie.com/product/privacy-agent 
 
Privacy Badger - Blocks Spying Ads and Invisible Trackers 
https://www.eff.org/privacybadger/ 
 
Privacy Eraser – Clean Your Tracks and Protect Your Privacy 
http://www.cybertronsoft.com/products/privacy-eraser/ 
 
Privacy Forum 
http://www.vortex.com/privacy/ 
 
Privacy Icons 
https://disconnect.me/icons 
 
Privacy International (PI) 
http://www.privacyinternational.org/ 
 
Privacy Matters! 5 Apps That Keep Your Data Safe and Private by Mihir Patkar 
https://www.makeuseof.com/tag/privacy-matters-5-apps-keep-data-safe-private/ 
 
Privacy Online: VPN Beginner’s Guide 
https://thebestvpn.com/what-is-vpn-beginners-guide/ 
 
Privacy Palette 
http://snipurl.com/2a9t28r 
 
Privacy Policy Generator for Websites and Apps 
http://www.iubenda.com/en 
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Privacy Resources 2018 
http://www.PrivacyResources.info/ 
 
Privacy Rights Clearinghouse 
http://www.privacyrights.org/ 
 
Privacy Tools for Sharing Research Data 
http://privacytools.seas.harvard.edu/ 
 
Privately - Swiss Privacy and Data Protection Solutions 
http://www.privately.eu/ 
 
Private.me - Empowers Internet Users To Keep Their Personal Data Private 
https://we.private.me/ 
 
Privatize 
http://privatize.io/ 
 
Privnote - Send Notes That Will Self Destruct After Being Read 
https://privnote.com/ 
 
Privoxy - Free Software Privacy Enhancement 
http://www.privoxy.org/ 
 
Protect Your Online Business from Legal Liability – Privacy Policy 
http://www.disclaimertemplate.com/ 
 
ProtonMail - Securing Privacy Rights for Everyone 
https://protonmail.ch/ 
 
Proxify® - Anonymous Proxy Protects Your Online Privacy Without Installing 
Software 
http://proxify.com/ 
 
Proxy Sites Listing from Tech FAQ 
http://www.megaproxylist.com/ 
 
PureVPN 
http://www.PureVPN.com/ 
 
Quad9 – Internet Security and Privacy In a Few Easy Steps 
https://www.quad9.net/ 
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Qubes OS - A Reasonably Secure Operating System 
https://www.qubes-os.org/ 
 
Reconstructing Electronic Surveillance Law by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445180 
 
Reppler – Manage Your Online Image Across Social Networks  
http://www.reppler.com/ 
 
Reputation Defender 
http://www.reputation.com/ 
 
Retroshare - Comunicate Secure with Friends 
http://retroshare.sourceforge.net/ 
 
RFDump 
http://www.rfdump.org/ 
 
Ricochet - Anonymous Instant Messaging for Real Privacy 
https://ricochet.im/ 
 
Riffle – An Efficient Communication System With Strong Anonymity 
https://people.csail.mit.edu/devadas/pubs/riffle.pdf 
 
Riposte: An Anonymous Messaging System Handling Millions of Users 
http://www.scs.stanford.edu/~dm/home/papers/corrigan-gibbs:riposte.pdf 
 
rumr - Anonymous Messaging With People You Know 
http://rumrapp.com/ 
 
SafeGov - Promoting Trusted and Responsible Cloud Computing for Government 
http://www.safegov.org/ 
 
SafeMonk - Encrypts Sensitive Data Within Dropbox 
https://www.safemonk.com/ 
 
SafeSlinger - Secure Messages Easy 
http://www.cylab.cmu.edu/safeslinger/ 
 
SafeWeb  
http://safeweb.norton.com/ 
 
Saydoc - Share, Track, and eSign Your Sales Documents 
https://www.saydoc.com/ 
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Scrambls - Take Personal Control Over Your Files and Posts Anywhere On the 
Web 
https://scrambls.com/ 
 
ScramPhoto - Safer Photo Sharing 
https://scramphoto.com/ 
 
ScrapeShield - Monitor and Track Misuse of Your Content 
https://www.cloudflare.com/apps/scrapeshield 
 
SecretInk - Create a Message That Automatically Self-Destructs After Reading 
https://secretink.co/ 
 
Secretly Meet - A Line for Your Private Encounters 
https://www.secretlymeet.me/ 
 
Secret - Speak Freely 
https://www.secret.ly/ 
 
Secured URL 
http://securedurl.org/ 
 
Secure Messaging Scorecard by the EFF Campaign for Secure and Usable Crypto 
https://www.eff.org/secure-messaging-scorecard 
 
Secure NNTP - Anonymous Web Surfing and Secure Tunneling 
http://www.securenntp.com/ 
 
Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
Security In-A Box – Tools and Tactics for Digital Security 
https://securityinabox.org/en 
 
Security Resources Internet MiniGuide by Marcus P. Zillman 
http://SecurityResources.BlogSpot.com/ 
 
Seecrypt - Privacy Smartphone App for Secure Voice Calls and Text Messages 
https://www.seecrypt.com/ 
 
Send Files Securely 
https://www.sendfilessecurely.com/ 
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SendItOnTheNet.com - Send and Receive Files Securely, Encrypted In Your 
Browser 
https://www.senditonthenet.com/ 
 
ShareFileVDR - Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
Sharing, Privacy and Trust in Our Networked World 
http://www.oclc.org/worldwide/en_us/reports/sharing.html 
 
SharpMail - Anonymous eMail and SMS 
http://sharpmail.co.uk/ 
 
Sher.ly - Private, Sharable P2P Cloud Designed For Sharing Sensitive Data 
https://sher.ly/ 
 
Signal Private Messenger 
https://whispersystems.org 
 
SimplySecure - Usably Secure Technologies 
https://simplysecure.org/ 
 
SlyDial - Connects You Directly to Someone's Mobile Voicemail 
http://www.slydial.com/ 
 
Sneakemail - the Anonymizer Anti Spam Service and Spam Filter 
http://sneakemail.com/ 
 
Sociosecure - Protecting Company Information and Employee Privacy 
http://www.sociosecure.com/ 
 
SoftPerfect WiFi Guard  
http://www.softperfect.com/products/wifiguard/ 
 
Somebody Proxy Servers and Anonymizer 
http://www.somebody.net/ 
 
Sookasa - Protect Files Across Cloud Services and Mobile Devices 
https://www.sookasa.com/ 
 
Speakle - Speak Your Mind Anonymously 
http://www.speakleapp.com/ 
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Special Key - Free Online Message Encryption 
http://www.specialkey.org/ 
 
Spectre and Meltdown: Cheat Sheet by Nick Heath 
https://www.techrepublic.com/article/spectre-and-meltdown-cheat-sheet/ 
 
SpiderOak - 100% Private Online Backup, Sync and Sharing 
https://spideroak.com/ 
 
Spikes - Security and Performance Without Sacrificing Convenience 
http://spikes.com/ 
 
Sqrrl Security - Cell-Level Security for Big Data 
http://www.sqrrl.com/ 
 
Standard Notes - A Simple and Private Notes App 
https://standardnotes.org/ 
 
StartMail - Take Back Your eMail Privacy 
https://www.startmail.com/ 
 
Stay Invisible - An Internet Anonymity Test  
http://www.stayinvisible.com/ 
 
SurfEasy - Online Privacy 
https://www.surfeasy.com/ 
 
Surf In Stealth 
http://www.surfinstealth.com/ 
 
Swirlds - The Platform for Distributed Applications 
http://www.swirlds.com/ 
 
Switzerland Network Testing Tool 
https://www.eff.org/pages/switzerland-network-testing-tool 
 
Tails - Amnesic Incognito Live System - Privacy for Anyone Anywhere 
https://tails.boum.org/ 
 
Talk.net - Do Phone Numbers Say Enough About You 
http://mtalk.net/ 
 
Teen Internet Safety Guide 
http://www.usdish.com/teen-internet-safety 
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The Privacy Panic Cycle: A Guide to Public Fears About New Technologies 
http://www2.itif.org/2015-privacy-panic.pdf 
 
Telegram - SMS on Steroids 
https://telegram.org/ 
 
Tenebril GhostSurf 
http://www.tenebril.com/products.html 
 
Terbium Labs - Matchlight Proactive Security In an Insecure World 
https://terbiumlabs.com/ 
 
Terms of Service - Didn't Read 
https://tosdr.org/ 
 
TextPort - Free Online Texting 
http://www.textport.com/ 
 
TextSecure Private SMS/MMS 
https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms 
 
The 4 Best Phones for Privacy and Security by Dallas Thomas  
http://time.com/4993095/smartphones-best-privacy/ 
 
The Anonymous Email Website 
http://www.TheAnonymousEmail.com/ 
 
The Apps To Use If You Want To Keep Your Messages Private 
https://www.recode.net/2017/4/15/15297316/apps-whatsapp-signal-imessage-hacking-
hackers-messages-privacy 
 
The Best VPN Services 
http://www.makeuseof.com/tag/best-vpn-services/ 
 
The Coming EU Privacy Regulation Will End Up Remaking the World’s Web 
https://boingboing.net/2018/02/03/race-to-the-top.html 
 
The Definitive Guide to Internet Privacy and Online Security 
https://www.premierchoiceinternet.com/online-privacy/ 
 
The Digital Journalist’s Legal Guide 
http://www.rcfp.org/browse-media-law-resources/digital-journalists-legal-guide 
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The Freenet Project 
https://freenetproject.org/ 
 
The Good To Know Campaign from Google 
http://www.google.co.uk/goodtoknow/ 
 
The Invisible Internet Project (I2P) 
https://geti2p.net/en/ 
 
The National Security Archive 
http://www2.gwu.edu/~nsarchiv/index.html 
 
The Origins and Growth of Information Privacy Law by Daniel J. Solove  
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445181 
 
The Privacy Enthusiast’s Guide to Using an iPhone                        
http://lifehacker.com/the-privacy-enthusiasts-guide-to-using-an-iphone-1792386831 
 
The Privacy Page 
http://www.privacy.org/ 
 
The Privacy Place – An Academic Privacy Research Center 
http://theprivacyplace.org/ 
 
These Are the Best VPNs We Found for iOS by Mark Kaufman 
https://mashable.com/2018/02/19/best-vpns-for-ios-devices-iphone-ipad/ 
 
The State of Online Privacy 2018 
https://watchdogreviews.com/state-online-privacy-2018/ 
 
The Surveillance Self-Defense Project 
https://ssd.eff.org/ 
 
The Surveillance-Industrial Complex - ACLU Report 
http://www.aclu.org/national-security/combatting-surveillance-industrial-complex 
 
The Ultimate Guide To Online Privacy 
http://fried.com/privacy/ 
 
The Ultimate Privacy Guide 
https://www.bestvpn.com/the-ultimate-privacy-guide/ 
 
The World Wide Web & Internet Privacy 
http://www.whoishostingthis.com/resources/world-wide-web-privacy/ 
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ThreatPost - Independent News Site for IT and Business Security 
https://threatpost.com/ 
 
Threema - Seriously Secure Mobile Messaging 
https://threema.ch/ 
 
ThrowAwayMail.com 
http://www.throwawaymail.com/ 
 
Tickle - Escape an Awkward Encounter 
http://www.usetickle.com/ 
 
TigerText – Securely Text Your Cp-Workers 
http://www.tigertext.com/ 
 
TinyCert - Simple, Free, PKI-as-a-Service 
https://www.tinycert.org/ 
 
TOR2Web - Onion.to Tor Hidden Services Gateway 
https://www.onion.to/ 
 
TOR: An Anonymous Internet Communication System 
https://www.torproject.org/ 
 
Tor Browser Bundle 
https://www.torproject.org/projects/torbrowser.html.en 
 
TorChat - Peer to Peer Anonymous Instant Messenger 
https://github.com/prof7bit/TorChat/wiki 
 
TOR For Newbies - When Should You Use It? 
http://www.makeuseof.com/tag/tor-for-newbies/ 
 
Tor Project 
https://www.torproject.org/ 
 
Tor Stack Exchange 
http://tor.stackexchange.com/ 
 
TOX - A New Kind of Secure Instant Messaging 
http://tox.im/ 
 
TrackDuck - Visual Feedback for Web Design and Development 
https://trackduck.com/ 
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TrackMeNot 
http://cs.nyu.edu/trackmenot/ 
 
Transactions on Data Privacy (TDP) 
http://www.tdp.cat/ 
 
Transcertain – Secure and Private File Sharing and Messaging 
http://www.Transcertain.com/ 
 
Tresorit - End-to-End Encrypted File Sync and Sharing 
https://tresorit.com/ 
 
TrueCrypt - Free Open-Source On-The-Fly Disk Encryption 
http://www.truecrypt.org/ 
 
TrueVault - HIPAA Compliant File Storage 
http://www.TrueVault.com/ 
 
TunnelBear - Simple, Private, Free Access to the Global Internet 
https://www.tunnelbear.com/ 
 
Two Factor Auth (2FA) 
http://twofactorauth.org/ 
 
TxtNinja - Hide eMail, Text or Domain From Search Engines 
http://www.txtninja.com/ 
 
uMark - Photo Watermark Software for Windows and Mac 
http://www.uconomix.com/Products/uMark/ 
 
UnBlk.net - Unblock Websites, Go Anonymous and Web Proxy 
http://unblk.net/ 
 
UnlistMy.Info - Your Web Privacy In Your Hands 
http://www.unlistmy.info/ 
 
Unseen - Secure Your Privacy 
https://unseen.is/ 
 
uProxy - Share Your Pathway To the Internet 
http://uproxy.org/ 
 
uSpread - The Anonymous Location-Based Social Network 
http://uspread.net/ 
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Vanish - Enhancing the Privacy of the Web with Self-Destructing Digital 
http://vanish.cs.washington.edu/ 
 
VeraCrypt - Free Disk Encryption Software 
https://veracrypt.codeplex.com/ 
 
Viber Secure Messaging 
http://www.Viber.com/ 
 
Virtru - Secure Your Emails and Attachments, Choose Who Can View Them, And 
Revoke Access At Any Time 
https://www.virtru.com/ 
 
VPN Beginner’s Guide 
https://thebestvpn.com/what-is-vpn-beginners-guide/ 
 
VPNClub - Safe and Secure Virtual and Physical Servers  
http://www.vpnclub.biz/ 
 
Vuvuzela.io - Private Chat System That Protects Metadata 
https://vuvuzela.io/ 
 
VyprVPN - The World's Fastest VPN 
http://www.goldenfrog.com/vyprvpn 
 
Walnote - Secure Notes Online 
http://www.walnote.com/ 
 
Wanna Protecy Your Online Privacy? Open A Tab and Make Some Noise by Emily 
Dreyfuss 
https://www.wired.com/2017/03/wanna-protect-online-privacy-open-tab-make-noise/ 
 
WatchDox - Control, Track and Protect Your Documents 
http://www.WatchDox.com/ 
 
Web Privacy Check 
http://ipinfo.info/html/privacy-check.php 
 
We Should All Have Something To Hide 
http://www.thoughtcrime.org/blog/we-should-all-have-something-to-hide/ 
 
What Is a VPN and Do You Need One 
https://www.vpnmentor.com/blog/what-is-a-vpn-and-do-you-need-one/ 
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What Is a VPN - Beginner's Guide to Virtual Private Networks 
https://www.vpnsrus.com/what-is-a-vpn/ 
 
What Is Encryption by Aditi Chaudhry 
https://medium.com/@aditi.chaudhry92/what-is-encryption-954b5083532d 
 
WhisperSystems - Open Source Security for Mobile Devices 
https://whispersystems.org/ 
 
WhiteOut.io - Email Encryption For the Rest Of Us 
https://whiteout.io/ 
 
Wickr – Leave No Trace 
https://www.mywickr.com/ 
 
Wickr - Protecting Your Privacy Always 
https://www.wickr.com/ 
 
Will a VPN Protect Me? Defining Your Threat Model by Mirimir 
https://www.ivpn.net/privacy-guides/will-a-vpn-protect-me 
 
Windscribe - Internet Privacy and Security As It Should Be 
https://windscribe.com/ 
 
WinMagic Data Security SecureDoc - Making It Easy To Secure Data 
http://www.winmagic.com/ 
 
WiredSafety 
http://www.wiredsafety.org/ 
 
WireOver - Send Big Files Really Securely 
http://www.wireover.com/ 
 
World Privacy Forum 
http://www.worldprivacyforum.org/ 
 
Worldwide Survey of Encryption Products by Bruce Schneier, Kathleen Seidel and 
Saranya Vijayakumar 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2731160 
 
Write.as - Easily Share Text Online 
https://write.as/ 
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YaCy - Distributed P2P Based Web Indexing and Anonmymous Search Engine 
http://www.yacy.net/ 
 
Yandex Browser - Secure and Anonymous Browser 
https://browser.yandex.com/ 
 
You Are Being Watched Online 
http://www.makeuseof.com/tag/youre-watched-online/ 
 
You Need To Encrypt All Your Data …. This Is How It’s Done by Ben Dickson 
https://thenextweb.com/contributors/2017/07/03/encrypt-data-email-files-hard-
drive/#.tnw_jYN29E7R 
 
Your Cybersecurity Self-Defense Cheat Sheet 
http://www.slate.com/articles/technology/future_tense/2017/02/your_cybersecurity_self_
defense_cheat_sheet.html 
 
Your First Privacy Tools by Kirsten Morel 
https://medium.com/@kfmorel/your-first-privacy-tools-bec2f79fc8b6 
 
Zeekly - Private and Secure Web Search 
https://zeekly.com/ 
 
Zendo – Secure and Private Mobile Messaging 
https://itunes.apple.com/us/app/zendo/id870719833?mt=8 
 
Zimperium - Mobile Security 
https://www.zimperium.com/ 
 
ZipLip 
http://www.ziplip.com/ 
 
Zfone - Secure Voice Over IP 
http://zfone.com/ 
 
Zoho eMail Service 
http://www.zoho.com/ 
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Awareness Watch™ Spotters   
 
Updated> Deep Web Research and Discovery Resources 2018 
http://www.DeepWeb.us/ 
I have just updated my white paper link dataset compilation and now titled Deep Web 
Research and Discovery Resources 2018 and it is now a 54 page 377KB PDF document 
available directly from the above URL. This update verified all links as well as reviewed 
all resources covered including adding additional links. Currently this has been 
downloaded over 5,000,000+ times! March 1, 2018 
 
Updated> Academic and Scholar Search Engines and Sources 
http://www.ScholarSearchEngines.com/ 
Internet Annotated Link Dataset Compilation titled "Academic and Scholar Search 
Engines and Sources" is now a 82 page research paper listing selected resources both new 
and existing that will help anyone who is attempting to find academic and scholarly 
information and knowledge available on the Internet. Each source is described along with 
the URL address than can be accessed. It is freely available as a .pdf file (545KB) at the 
above link from the Virtual Private Library™ and authored by Marcus P. Zillman, M.S., 
A.M.H.A. [Updated with all links validated and new URLs added: March 1, 2018]. 
Other white papers are available by clicking here. 
 
Updated> Knowledge Discovery Resources 2018 
http://www.KDResources.info/ 
Internet Annotated Link Dataset Compilation white paper titled “Knowledge Discovery 
Resources 2018” is now a 32 page research paper listing selected resources both new and 
existing that will help anyone who is attempting to find the latest information about 
knowledge discovery available on the Internet. Each source is described along with the 
URL address than can be accessed. Also included is a comprehensive listing of 
Knowledge Discovery Resources. It is freely available as a .pdf file (241KB) at the above 
link from the Virtual Private Library™ and authored by Marcus P. Zillman, M.S., 
A.M.H.A.. Other white papers are available by clicking here. Updated: March 1, 2018 
 
JournalGuide - Find the Best Journal for Your Research 
https://www.journalguide.com/ 
JournalGuide is a free tool created by a group of software developers, former researchers, 
and scholarly publishing veterans at Research Square. Their goal for JournalGuide is to 
bring all sources of data together in one place to give authors a simple way to choose the 
best journal for their research. Their data sources include major industry data sets, public 
resources, information submitted directly by journal editors, and even real-life publishing 
experiences submitted by authors like you. They are just getting started, but they will 
continually expand their database to include more areas of study and new sources of 
information. A growing journal database across all academic fields. Search, filter, sort, 
and compare journals from more than 46,000 titles. Features include: a) Search - They 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.deepweb.us/
http://www.scholarsearchengines.com/
http://www.virtualprivatelibrary.org/
http://www.zillman.info/
http://www.zillman.info/
http://whitepapers.us/
http://www.kdresources.info/
http://zillman.info/
http://zillman.info/
http://www.whitepapers.us/
https://www.journalguide.com/


 
Awareness Watch V16N4 April 2018 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2018 Marcus P. Zillman, M.S., A.M.H.A. 

39 

offer four different ways to search, with filter and sort options to help you find the best 
journal for your paper in any field; b) Compare - Select up to three journals to compare 
side-by-side on key factors like impact, publication speed, cost, and open access options; 
and c) Follow - Follow your favorite journals for easy reference. Stay up-to-date on 
recent Editor announcements and updated journal data. This will be added to Journalism 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
How to Make a Web Crawler With Selenium 
https://www.makeuseof.com/tag/make-web-crawler-selenium/ 
Web Crawling is extremely useful to automate certain tasks performed routinely on 
websites. You can write a crawler to interact with a website just as a human would do. In 
an earlier article, they covered the basics of writing a webcrawler using the python 
module, scrapy. The limitation of that approach is that the crawler does not support 
javascript. It will not work properly with those websites that make heavy use of javascript 
to manage the user interface. For such situations, you can write a crawler which uses 
Google Chrome and hence can handle javascript just like a normal user-driven Chrome 
browser. Automating Google Chrome involves use of a tool called Selenium. It is a 
software component which sits between your program and the Browser, and helps you 
drive the browser through your program. In this article, they take you through the 
complete process of automating Google Chrome. This will be added to Bot Research 
Subject Tracer™. This will be added to World Wide Web Reference Subject Tracer™. 
This will be added to Business Intelligence Resources Subject Tracer™. This will be 
added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™. 
 
Updated> International Trade Resources 2018 
http://www.InternationalTradeResources.info/ 
The above is the associated white paper link compilation of the International Trade 
Resources 2018 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., 
A.M.H.A. It is now a 28 page .pdf document 243KB. [Updated completely with all link 
validation and new links added on March 2, 2018] Other white papers are available by 
clicking here. 
 
iFixIt.org - Fix It Yourself 
https://ifixit.org/ 
The world needs fixing. Some people don’t have clean water because they don’t know 
how to repair their water pumps. Many companies don’t make parts and manuals 
available to independent repair experts. Thet are fixing that. iFixit is the free repair 
manual. Fix your things. They will teach you how. This will be added to Reference 
Resources Subject Tracer™. This will be added to World Wide Web Reference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
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will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Tracxn - Startuo Deal Discovery Made Easy 
https://tracxn.com/ 
Over 200 Venture Funds & Corporates Leverage Tracxn's Analyst Powerhouse. Powered 
by the largest team of Analysts tracking startups globally and a technology platform 
tracking over 30+ million companies. Features include: a) DEAL DISCOVERY AND 
SOURCING - Get 3000+ curated startup profiles every week, scoured from dozens of 
sources; b) COMPREHENSIVE SECTOR LANDSCAPES -  
Get one of the most comprehensive startup landscapes across 230+ sectors; and c) ON-
DEMAND DEAL DILIGENCE SUPPORT - Custom deal diligence support with a quick 
turnaround of 4-5 days. This will be added to Vetted Deals 2018. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™. 
 
Crypterium - A Cryptobank for Everyone 
http://crypteriumnews.com/ 
Crypterium is revolutionary digital mobile cryptobank. Crypterium is aiming on 
provision of comprehensive vertical integrated services, considering collaboration with 
other cryptocurrency solutions and teams of blockchain enthusiasts. Crypterium is a 
digital cryptobank that allows users to pay with cryptocurrency in 42 million stores 
worldwide. It operates without a physical card, limits or even commission. The 
underlying goal of this project is to provide an accessible blockchain-based payment 
system worldwide. Although Crypterium appears to be similar to other cryptobanks, it 
has invested heavily in contactless mobile payment technologies. Clearly, the 
organization believes that plastic cards have no place in the future. Rather than wait for a 
plastic card to arrive in the mail, users can begin transacting on the platform immediately 
after installation. The company’s business model is focused on transactions whereby 
every merchant pays Crypterium a portion of its settlement. Therefore, users are not 
required to pay to use the platform. This will be added to Financial Sources Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Findo - An Intelligent Search Assistant 
https://findo.com/ 
Your smart search assistant acrossemail,files &personal cloud. Findo finds important 
information and saves time. Findo is an intelligent search assistant which can search by 
description while searching all your personal cloud, notebook, Dropbox, Evernote, 
Gmail, Outlook, Slack, etc. from one place. Features include: a) Search Everywhere from 
One Place - Connect all of your data locations, emails, files, contacts, Google Drives, 
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DropBox, Box, Evernote, Outlook, Exchange, Gmail, Yahoo Mail, Laptops, External 
Hard Drives, iPhones, iPads, and Findo will search from one place across your locations. 
Save time. Enjoy life. Findo increases productivity by having that information at your 
finger tips; b) Search by Description - «Find the presentation from someone from Boston 
i received 3 months ago». This is what we call «search by description». When you can’t 
recall the name of that person or that company search with Findo. Findo builds a 
knowledge graph of your contacts, places, events, files, meeting recaps, invoices and 
other objects using Al and Semantic technologies. Findo understands the way you think, 
and it learns. Get more done, don’t waste hours recalling keywords; c) Collaborate 
effectively with FindoBot - You just finished a project and realized that your colleague 
has completed a similar project. Don’t waste time redoing something that has already 
been done. Collaborate effectively. Findo allows you to search through shared locations. 
And more. Findo is fully integrated inside Facebook Messenger, Slack, Telegram and 
Skype through intelligent FindoBot. Findo delivers search results right into the 
messenger, so you can concentrate on your work. Meet your deadlines to get the job 
done; d) Share Quickly - Your boss has a meeting with a client and needs to access a 
contract that is in a folder in one of your email accounts or Dropbox or Google Drive? 
You can’t afford to make a mistake. Findo will find that contract in seconds and will 
allow you to share it without having to switch between applications. Have a better 
professional image. Timing is everything; e) Search on the go - Decisions are made today 
when you are not sitting at your desk. You are walking down the street. Your phone starts 
vibrating. It’s your client who is asking for a quote that was done 2 months ago. You 
need to get that information, now! Findo allows you to «access to your information 
everywhere». Gain more clients, be confident that your data does not require excessive 
time to find it; and f) Security - Our top priority is the security of your data. We work 
diligently to protect your data starting with a secure login process, strong TLS and AES-
256 bit data encryption. Our team follows the highest standards of engineering practices 
and employs state-of-the-art methodologies, tools and cloud services to build and 
maintain Findo. You can rest assured that we have implemented multiple levels of 
security to protect your data. This will be added to Bot Research Subject Tracer™.This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Sodaphonic - Online Audio Editor for Humans 
https://sodaphonic.com/ 
Sodaphonic is the best way to record and edit audio in a web browser. Whether it be 
turning a song into a ringtone, or recordinga voiceover for your new video, Sodaphonic 
provides a simple interface for quickly making changes wherever you are. This will be 
added to World Wide Web Reference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™.   
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Update> Bots, Blogs and News Aggregators 2018 
http://www.BotsBlogs.com/ 
Research white paper link dataset compilation Bots, Blogs and News Aggregators 2018 
is now a 19 page research paper listing many resources both new and existing that will 
help anyone who is attempting to find information and knowledge research about bots, 
blogs and news aggregator tools currently available on the Internet. It is freely available 
as a .pdf file (316kb) at the above link from the Virtual Private Library™ and authored by 
Marcus P. Zillman, M.S., A.M.H.A. . It was updated and all links validated on March 5, 
2018. Other white papers are available by clicking here. 
 
Coviam - Innovate Digital 
http://www.coviam.com/ 
They focus on next generation digital technologies... They are a dynamic one stop 
technology company driven by the passion to disrupt technology today and define the 
world of tomorrow. They private label and create digital future tech platforms for you – 
using high end talent in an open culture, innovation driven environment. Their 
capabilities span the gamut from design, development, automation and devOps all under 
one roof. They are India based and work with global clients to craft custom scalable 
platforms in IoT, eCommerce, supply chain, logistics, human capital, customer 
engagement, health tech and financial tech. Their Mission: Build scalable and robust 
digital tech platforms for our partners with a focus on value and speed to market. Their 
Team: They are a 200 strong elite group of highly qualified product and technology 
professionals. We are large enough for you to trust us and small enough to get to know us 
closely. Their Approach: They are innovators and disruptors. Our belief is in our small 
talented teams aligned to build scalable, robust platforms to bring your vision of the 
future to life. This will be added to World Wide Web Reference Subject Tracer™. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Engati - Bot Innovation 
http://engati.com/ 
Engati is a chatbot platform that allows you to build, manage, integrate, train, analyse and 
publish your personalized bot in a matter of minutes. It presently supports eight major 
messaging platforms including messenger, kik, telegram, line, viber, skype, slack and 
webchat with a focus on customer engagement. Building bots was never that easy. Using 
Engati you can design your very own chat bots with a workflow and no programming 
required. This will be added to ChatterBots Subject Tracer™. This will be added to Bot 
Research Subject Tracer™. This will be added to World Wide Web Reference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
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Updated> ChatterBots Resources and Sites 2018 
http://ChatterBots.info/ 
The white paper link dataset compilation of the ChatterBots Resources and Sites 2018 
Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., A.M.H.A. has been just 
updated and is now a 26 page .pdf document 243KB listing the latest and greatest online 
resources and sites for ChatterBots! [Complete Updated on March 6, 2018,] Other 
white papers are available by clicking here. 
 
Researcher - Making Vital Research Hard To Miss 
https://www.researcher-app.com/ 
Making vital research hard to miss ... One place to browse millions of papers from more 
than 1,200 journals: a) Chemical and Physical Sciences; b) Healthcare and Medicine. c) 
Life Sciences; and d) Earth Sciences. Follow multiple journals, filter your feed with 
important keywords, bookmark papers to read later and access your saved articles on any 
device. Download Researcher on your phone or tablet to create an account and use for 
free. This will be added to World Wide Web Reference Subject Tracer™. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Meta - Understanding Global Happenings In Science 
https://meta.science/ 
Meta has joined the Chan Zuckerberg Initiative. Meta is a tool that helps researchers 
understand what is happening globally in science and shows them where science is 
headed. The Chan Zuckerberg Initiative has acquired Meta to help make this platform 
even more powerful, and bring its technologies to the entire scientific community. They 
are committed to offering our tools and features for free to all researchers. This will be 
added to World Wide Web Reference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
 
Feather - Open Source Icons Collection 
https://feathericons.com 
Feather is a collection of simply beautiful open source icons. Each icon is designed on a 
24x24 grid with an emphasis on simplicity, consistency and readability. This will be 
added to World Wide Web Reference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
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Pencil 
https://github.com/evolus/pencil 
Pencil V3 is a rewrite of Pencil that aims to fix major performance and scalability issues 
of the application. The new version is under heavy development and we are expecting 
GA builds in June. The following list summarizes important changes in the new version: 
a) Pencil V3 uses Electron instead of Mozilla XULRunner as the runtime. We expect that 
by moving into this Nodejs-based environment, the Pencil source code can be much 
easier for all fellow developers to play with. The fact that Mozilla XULRunner is 
outdated is also a reason for the movement; b) A new, zip-based file format was 
introduced to support large documents and better embedding of external 
bitmaps/resources; c) A new mechanism for page management that dramatically reduces 
memory usage for large documents; d) Document pages can now be structured into a 
tree-like model; e) Custom fonts can now be embedded into Pencil .epz documents; f) 
Printing and PDF export will be improved to support all platforms and with many 
options; and g) New UI approach. This will be added to World Wide Web Reference 
Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
ProBot - Automate and Improve Your Workflow 
https://probot.github.io/ 
itHub Apps to automate and improve your workflow ... use pre-built apps to extend 
GitHub and easily build and share your own. Check out these hosted apps that extend 
your project on GitHub. They're all open source and free to use on any project. Discover 
dozens of apps that extend GitHub and improve your workflow. Features include: 1) 
Optimized for GitHub - Receive webhooks and use the authenticated client to access the 
GitHub API. Granular permissions give each app access only to the data it needs and 
nothing more; and 2) Easily scriptable - Focus on what you want to build. A simple 
API—built on the latest ES6 JavaScript features—hides the details you don't care about. 
This will be added to World Wide Web Reference Subject Tracer™. This will be added 
to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Infographic Creator 
http://infographicreator.com/ 
Visualize your data and create your own infographic online. Features include: a) 
GENERATE INFOGRAPHICs BY ONE CLICK - You don’t have to be a professional 
designer. By pressing only one button you get the complete infographic design! Just enter 
your data, press “Generate Infographic” and get lots of options to visualize your data; b) 
EASY AND INTUITIVE DATA EDITOR - Use different infographic tools, such as 
charts, progress, step-by-step, text, maps etc. It’s so simple and intuitive that you don’t 
have to learn how to use it - you’ll get it right away; c) CREATE YOUR UNIQUE 
STYLE - Have new ideas? Would like to use your brand colours? Create your own style 
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with the help of simple Style Editor; and d) SHARE, EMBED & DOWNLOAD 
INFOGRAPHICS - Share interactive infographics in social media, email it, embed to the 
website or blog. Download PDF or PNG. Use those opportunities - people love 
infographics. This will be added to World Wide Web Reference Subject Tracer™. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Retraction Watch 
http://retractionwatch.com/ 
Tracking retractions as a window into the scientific process. This will be added to World 
Wide Web Reference Subject Tracer™. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™. 
 
Mixcloud - Re-Think Radio 
https://www.mixcloud.com/ 
Join your friends & listen to the best DJs and radio presenters in the world! Features 
include: a) Re-Discover Radio - The largest collection of radio shows, Podcasts & DJ 
mixes; b) Listen Anywhere - Get the free Mixcloud mobile app in your pocket; and c) 
Unlimited Uploads - You're free to upload and listen as much as you like. This will be 
added to World Wide Web Reference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
 
REF_N_WRITE - Lookup and Learn 
http://www.ref-n-write.com/ 
Features include: 1) Improve Your Writing By Imitative Learning - It has been 
discovered that one of the effective methods to improve writing skills is to practice 
imitative learning, where one looks up for statements of similar style, type and tone from 
previous documents and inherits some aspects into their writing. REF-N-WRITE 
provides a perfect platform for practicing imitative learning. Just drag-and-drop high 
quality documents and lookup for subject specific vocabulary and language ideas while 
you write; 2) 20,000 Academic Phrases and Templates - REF-N-WRITE has an academic 
phrase bank containing 20,000 frequently used academic/scientific phrases and templates. 
Non-native English speakers and international students will find this resource very useful 
to improve their academic writing skills. Native English speakers will find this resource 
very handy to paraphrase their text; 3) Text Recycling and Reuse - Self Plagiarism - Why 
write from scratch when you have already written something similar before? Just import 
your previous documents into REF-N-WRITE, and recycle your text and save time. 
Check for self-plagiarism in REF-N-WRITE after recycling to avoid academic 
misconduct; 4) Personal Search Engine for Microsoft Word - ust drag and drop your 
personal files from your computer, shared network drive or cloud. Search through the 
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documents within Microsoft Word and gather writing and language ideas while writing. 
Get sentence, paragraph and document level results. This will be added to Student 
Research Resources Subject Tracer™. This will be added to Education and Academic 
Resources Subject Tracer™. This will be added to World Wide Web Reference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
SciFlow - Write, Improve, and Publish Your Work On a Single Research Platform 
https://www.sciflow.net/en/home 
An easy to use text editor SciFlow was made to meet the requirements of scholarly 
writing. One place for all collaboration. All co-authors have a shared place for 
collaboration on the text. Always up to date changes are visible immediately, so everyone 
has the latest version. Import references ... Add your references from Mendeley, Endnote 
or Citavi directly to SciFlow. Add figures, tables and equations ... Any figures, tables or 
equations can be added online. Format with one click ... The document is submission-
ready with just one click. This will be added to Student Research Resources Subject 
Tracer™. This will be added to Education and Academic Resources Subject Tracer™. 
This will be added to World Wide Web Reference Subject Tracer™. This will be added 
to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Listly - Fully Automated Web Scraping Service 
http://listly.io/ 
Listly is a fully-automated Web Scraping service for retail, research, big data, and other 
data-related works. It scrapes data from web pages into an Excel spreadsheet just in 
seconds. Use a Chrome extension for instant data extraction with just one click. It is 
helpful when a website requires login or loading. Add Scheduler and experience our 
automatic data extraction service. Our e-mail notification will let you know when the 
extracted data is safely stored on your data board. Add a bulk of pages on databoard at 
once. Export data from pages into a single spreadsheet. Check out the status of pages at a 
single glance. The clean and well-organized data helps gain the insights on business 
opportunities. Focus on your real task. This will be added to Web Data Extractors white 
paper. This will be added to World Wide Web Reference Subject Tracer™. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Ariadne 
http://www.ariadne-eu.org/ 
ARIADNE is a programme funded by the European Commission. It exists since February 
2013. It is a proposal to integrate existing archeological data infrastructure across Europe, 
so researchers can use the various distributed datasets and new technologies to explore 
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research methodologies. The ARIADNE portal was officially launched in Oslo. It’s an 
extremely simple interface that has a keywords search, a browse function and so on. This 
programme combines and integrates existing archaeological research data infrastructures. 
We believe that researchers can now use different datasets in their efforts to research 
archeological discoveries with the help of a new methodology and a new and powerful 
technology. Seeing how more and more individuals and institutions are using information 
technologies, we adapted this trend to our archeological field, leading to a large 
availability of digital datasets, spanning different periods, domains and regions. More and 
more are getting created. The accumulated outcome of individuals, researchers, 
institutions and teams leads to a more effective and efficient result. We believe that this 
practice was hindered by previous methodologies and that a new practice had to be 
adopted. This non-homogenous group’s access to resources had to have fewer 
constraints. This will be added to World Wide Web Reference Subject Tracer™. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
DZone Software 
http://www.dzonesoftware.com/ 
DZone Software is a leading provider of enterprise knowledge-driven productivity and 
knowledge-driven support solutions. Our platform, AnswerHub, is the foundation of our 
products and provides organizations with the tools they need to build and manage online 
knowledge-sharing communities. DZone.com is one of the world’s largest online 
communities and leading publisher of knowledge resources for software developers. 
Every day, hundreds of thousands of developers come to DZone.com to read about the 
latest technology trends and learn about new technologies, methodologies, and best 
practices through shared knowledge. This will be added to World Wide Web Reference 
Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
Academic Karma 
http://academickarma.org/ 
Academic Karma is a peer-review network and platform for content-open preprint peer-
review. The aim of Academic Karma is to make peer-review open. See 
http://asapbio.org/open-peer-review for a discussion around why we think this is good for 
scientific progress. This will be added to Education and Academic Resources Subject 
Tracer™. This will be added to Academic and Scholar Search Engines and Sources white 
paper. 
 
UK Biobank - Improving the Health of Future Generations 
http://www.ukbiobank.ac.uk/ 
UK Biobank is a national and international health resource with unparalleled research 
opportunities, open to all bona fide health researchers. UK Biobank aims to improve the 
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prevention, diagnosis and treatment of a wide range of serious and life-threatening 
illnesses – including cancer, heart diseases, stroke, diabetes, arthritis, osteoporosis, eye 
disorders, depression and forms of dementia. It is following the health and well-being of 
500,000 volunteer participants and provides health information, which does not identify 
them, to approved researchers in the UK and overseas, from academia and industry. 
Scientists, please ensure you read the background materials before registering. To our 
participants, we say thank you for supporting this important resource to improve health. 
Without you, none of the research featured on this website would be possible. This will 
be added to Biological Informatics Subject Tracer™. This will be added to Healthcare 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
The Kepler Project 
https://kepler-project.org/ 
The Kepler Project is dedicated to furthering and supporting the capabilities, use, and 
awareness of the free and open source, scientific workflow application, Kepler. Kepler is 
designed to help scientists, analysts, and computer programmers create, execute, and 
share models and analyses across a broad range of scientific and engineering disciplines. 
Kepler can operate on data stored in a variety of formats, locally and over the internet, 
and is an effective environment for integrating disparate software components, such as 
merging "R" scripts with compiled "C" code, or facilitating remote, distributed execution 
of models. Using Kepler's graphical user interface, users simply select and then connect 
pertinent analytical components and data sources to create a "scientific workflow"—an 
executable representation of the steps required to generate results. The Kepler software 
helps users share and reuse data, workflows, and components developed by the scientific 
community to address common needs. The Kepler software is developed and maintained 
by the cross-project Kepler collaboration, which is led by a team consisting of several of 
the key institutions that originated the project: UC Davis, UC Santa Barbara, and UC San 
Diego. Primary responsibility for achieving the goals of the Kepler Project reside with the 
Leadership Team, which works to assure the long-term technical and financial viability 
of Kepler by making strategic decisions on behalf of the Kepler user community, as well 
as providing an official and durable point-of-contact to articulate and represent the 
interests of the Kepler Project and the Kepler software application. Details about how to 
get more involved with the Kepler Project can be found in the developer section of this 
website. Kepler is a java-based application that is maintained for the Windows, OSX, and 
Linux operating systems. The Kepler Project supports the official code-base for Kepler 
development, as well as provides materials and mechanisms for learning how to use 
Kepler, sharing experiences with other workflow developers, reporting bugs, suggesting 
enhancements, etc. This will be added to Biological Informatics Subject Tracer™. This 
will be added to Healthcare Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™.  
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OpenAIRE-Advance 
https://www.openaire.eu/advance 
OpenAIRE-Advance continues the mission of OpenAIRE to support the Open 
Access/Open Data mandates in Europe. By sustaining the current successful 
infrastructure, comprised of a human network and robust technical services, it 
consolidates its achievements while working to shift the momentum among its 
communities to Open Science, aiming to be a trusted e-Infrastructure within the realms of 
the European Open Science Cloud. In this next phase, OpenAIRE-Advance strives to 
empower its National Open Access Desks (NOADs) so they become a pivotal part within 
their own national data infrastructures, positioning OA and open science onto national 
agendas. The capacity building activities bring together experts on topical task groups in 
thematic areas (open policies, RDM, legal issues, TDM), promoting a train the trainer 
approach, strengthening and expanding the pan-European Helpdesk with support and 
training toolkits, training resources and workshops. It examines key elements of scholarly 
communication, i.e., co-operative OA publishing and next generation repositories, to 
develop essential building blocks of the scholarly commons. On the technical level 
OpenAIRE-Advance focuses on the operation and maintenance of the OpenAIRE 
technical TRL8/9 services, and radically improves the OpenAIRE services on offer by: a) 
optimizing their performance and scalability, b) refining their functionality based on end-
user feedback, c) repackaging them into products, taking a professional marketing 
approach with well-defined KPIs, d) consolidating the range of services/products into a 
common e-Infra catalogue to enable a wider uptake. OpenAIREAdvance steps up its 
outreach activities with concrete pilots with three major RIs, citizen science initiatives, 
and innovators via a rigorous Open Innovation programe. Finally, viaits partnership with 
COAR, OpenAIRE-Advance consolidates OpenAIRE’s global roleextending its 
collaborations with Latin America, US, Japan, Canada, and Africa. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™. 
 
Linkkle 
https://linkkle.com/ 
Using linkkle you can add up to 10 links and replace your social media profile url to your 
linkkle profile and have all your important links in one place. Most of us use social media 
in our daily lives, we all have multiple profiles and share urls almost daily. Sadly the 
majority of social media sites only offer one url per profile. linkkle is a free service with 
no ads for everyone from bloggers to major companies, basically anyone who needs a 
hub for their important links. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
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HYPHE - Web Corpus Curation Tool Featuring A Research-Driven Web Crawler 
http://hyphe.medialab.sciences-po.fr/ 
Hyphe provides users with a method to build web corpora implemented as an HTML5 
User Interface. In Hyphe, a web corpus is built as a set of web pages curated and 
organized by the user. Hyphe’s UI guides you through each step of the web corpus 
curation method and helps you monitor your collect. Hyphe behaves nicely with 
hundreds of thousands crawled web pages (and a billion more detected) grouped in tens 
of thousands of web entities for a 2 GB RAM and 5 GB filesystem footprint. This will be 
added to Bot Research Subject Tracer™. This will be added to Web Data Extractors 
Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
Coinvet - Full Time Job and High End Gig Marketplace Powered By Bitcoin and 
Wisdom of the Crowd 
https://coinvet.com/ 
Coinvet is a new full-time job and high-end gig marketplace where the crowd does the 
vetting of professionals, incentivized by Bitcoin. No other system can match the power of 
Coinvet to find the perfect professional for an employer or client's needs. Coinvet is a 
better way to connect employers with the best candidates for full-time jobs and clients 
with the best professionals for high-end project work. Coinvet's patent-pending system 
taps the collective wisdom of the crowd to find and recommend the best professionals for 
an employer or client's particular needs. This will be added to Employment Resources 
Subject Tracer™. This will be added to Internet Experts Subject Tracer™. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
DocumentCyborg - Transform Any Web Page Into a Document 
https://documentcyborg.com/ 
Document Cyborg allow you to convert a web page into an editable document. They 
extract on the page the article and convert it to an editable file in the format that you 
choose. Transform any web page into a document: a) PDF, b) WORD, c) EPUB, d) ODT, 
e) RTF, and F) TXT. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™ 
 
Distill - Dedicated To Clear Explanations of Machine Learning 
https://distill.pub/ 
Machine Learning Research Should Be Clear, Dynamic and Vivid. Distill Is Here to 
Help. Features include: a) A modern medium for presenting research - The web is a 
powerful medium to share new ways of thinking. Over the last few years we’ve seen 
many imaginative examples of such work. But traditional academic publishing remains 
focused on the PDF, which prevents this sort of communication; b) New ways of thinking 
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enable new discoveries - New notations, visualizations, and mental models can deepen 
our understanding. By nurturing the development of such new ways of thinking, Distill 
will enable new discoveries; c) Machine learning needs more transparency - Machine 
learning will fundamentally change how humans and computers interact. It’s important to 
make those techniques transparent, so we can understand and safely control how they 
work. Distill will provide a platform for vividly illustrating these ideas; d) Legitimacy for 
non-traditional research artifacts - Many researchers want to do work that is not easily 
contained within a PDF, but can’t get the support they need to pursue it. We, as the 
research community, are failing them by not treating these wonderful, non-traditional 
research artifacts as “real” academic contributions; and e) Clear writing benefits everyone 
- When we rush papers out the door to meet conference deadlines, something suffers —
 often it is the readability and clarity of our communication. This can add severe drag to 
the entire community as our readers struggle to understand our ideas. We think this 
”research debt″ can be avoided. This will be added to Artificial Intelligence Resources 
Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
CodeMentorX - Hire World-Class Freelance Developers for Your Team 
https://hire.codementor.io/ 
CodementorX: A Thriving Developer Community. Their developers are peer-approved 
mentors, thought leaders, and influencers. They’re handpicked from the world’s largest 
community for mentorship, Codementor, with 250,000+ developers and 8,000+ vetted 
experts. Their hiring consultants will help you find the developer you need within 72 hrs. 
Their AI-powered vetting and matching process ensures he/she is a perfect fit. Start your 
engagement with a risk-free trial for any top developer hired. This will be added to 
Experts Resources Subject Tracer™. This will be added to Script Resources Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Fizzl - Fetach Feedbanck Flippin' Fast and Respond In Real Time 
https://www.fizzl.io/ 
Their mission is to help designers Fetch Feedback Faster to facilitate smart decisions 
early and often. Features include: a) reate a tighter feedback loop and iterate faster with 
Fizzl - Capture your latest iteration, share it with team mates, clients and customers who 
can give you feedback in seconds! Respond in real time and digest feedback in one handy 
place, making it easy for you to iterate faster; b) Set a time frame and collect feedback 
early and often - Avoid distributing your feedback amongst multiple tools. Fizzl allows 
you to easily collate your iterations giving you a timeline of feedback. To make sure you 
get feedback fast, set a time frame for responses; c) Give blunt & honest Feedback with 
simple tools - A commenting thread is not useful for feedback. Quickly rate the iteration, 
doodle and draw on elements related to your feedback and genuinely write out blunt and 
honest feedback; and d) Respond to Feedback in Real Time - No more dilly dallying. 
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Respond in real time to feedback to find a solution sooner. Responding in real time 
makes it easy to keep a transparent workflow whilst building relationships. This will be 
added to eCommerce Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™ 
 
Zanran - Search the Web for Data and Statistics 
http://www.zanran.com/ 
Zanran helps you to find ‘semi-structured’ data on the web. This is the numerical data 
that people have presented as graphs and tables and charts. For example, the data could 
be a graph in a PDF report, or a table in an Excel spreadsheet, or a barchart shown as an 
image in an HTML page. This huge amount of information can be difficult to find using 
conventional search engines, which are focused primarily on finding text rather than 
graphs, tables and bar charts. This will be added to Statistics Resources and Big Data 
Subject Tracer™. This will be added to my white paper Searching the Internet 2018 - The 
Primer. This will be added to Business Intelligence Resources Subject Tracer™. This will 
be added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™ 
 
Axios - Delivering Vital, Trustworthy News and Analyis 
https://www.axios.com/ 
They are a new media company delivering vital, trustworthy news and analysis in the 
most efficient, illuminating and shareable ways possible. They offer a mix of original and 
smartly narrated coverage of media trends, tech, business and politics with expertise, 
voice AND smart brevity — on a new and innovative mobile platform. At Axios — the 
Greek word for worthy — we provide only content worthy of people’s time, attention and 
trust. This will be added to Business Intelligence Resources Subject Tracer™. This will 
be added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™ 
 
Inside - Real News, Curated by Real Humans 
https://inside.com/ 
Real news, curated by real humans ... Packed with the trends, news & links you need to 
be smart, informed, and ahead of the curve. They think news on the internet is broken. 
Too much writing is optimized and incentivized for traffic and virality, instead of impact 
and quality. Modern publications hardly have a relationship with their audience, because 
they focus on viral hits instead of sustained readership. Email provides an excellent 
channel to re-align those incentives. If they can convince you to subscribe to one of their 
newsletters, they have the chance to deliver something great to you on a regular basis. 
They don’t need to pay for social network traffic or optimize our headlines for virality in 
order to reach you again – they just hit publish and our stories land in your inbox. And of 
course, if they don’t deliver value, you can simply unsubscribe. They are focused on 
delivering as much value as possible to you, in every one of their newsletters. Anything 
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they publish goes through a rigorous editorial process and is a polished piece of work that 
they are proud to send to you. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™ 
 
Surf Canyon Search Engine 
http://www.surfcanyon.com/ 
As the quantity of information on the internet expands exponentially, it has become 
increasingly difficult, if not impossible, for search engines to provide all the relevant 
results on page one, while simultaneously eliminating those that are irrelevant. It is 
furthermore of little use providing millions of matched documents when few people 
bother expending the effort to dig past the first page of results. To address these 
problems, Surf Canyon has invented Dynamic Search, a real-time contextual search 
technology that observes user behavior in order to disambiguate intent "on the fly," and 
then automatically bring forward to page one relevant results that might otherwise have 
remain buried. By transforming traditional static lists of links into dynamic search pages 
where results are immediately re-ordered, users are able to more quickly and easily find 
pertinent information buried among the irrelevant results, significantly accelerating the 
search process. This patented technology is available at our search site. The company was 
founded in 2006 and is headquartered in San Francisco, CA. In 2015, Surf Canyon was 
re-branded to Rank Dynamics. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™ 
 
April 2018 Zillman Column - 2018 Directory of Directories 
http://columns.virtualprivatelibrary.net/2018DirectoryOfDirectories_April18_column.pdf 
http://www.zillmancolumns.com/ 
The April 2018 Zillman Column features 2018 Directory of Directories by Marcus P. 
Zillman, M.S., A.M.H.A.; Executive Director of the Virtual Private Library. This is a 
comprehensive listing of competent directories including subject guides subject tracers 
and index resources and sites available on the Internet. The below list of sources is taken 
from my Subject Tracer™ White Paper titled Searching the Internet 2018 - The Primer 
and is constantly updated with Subject Tracer™ bots at the following URLs: 
http://www.DirectoryResources.info/. These resources and sources will help you to 
discover the many pathways available through the Internet to find the latest competent 
directories. As this site is constantly updated it would be to your benefit to bookmark and 
return to the above URL frequently to download the latest freely available current search 
resources and sources. Download this excellent freely available 34 page 267KB pdf 
column today. This is another MUST have column to discover the latest competent 
directory resources to give you the information you need in today's ever changing and 
fast paced 2018 New Economy business and academic world!! 
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BEN Portal: BioSciEdNet 
www.biosciednet.org/portal 
Originally featured in the 01-18-2013 Scout Report, we've decided to re-feature the BEN 
Portal: a project of the American Association for the Advancement of Science (AAAS). 
For almost two decades the BEN Portal, which stands for BiosciEdNet, has sought to 
provide "seamless access to e-resources, but to also serve as a catalyst for strengthening 
teaching and learning in the biological sciences." Today, the BEN Portal (which has also 
been affiliated with the National Science Digital Library since 2005) features 
publications from over thirty organizations, including the AAAS, the American 
Physiological Society, the Biotechnology Institute, the Howard Hughes Medical Institute, 
and much more. Visitors are invited to conduct a text search in this collection or browse 
materials by subject. In addition, educators can browse teaching strategies by classroom 
level (K-12 educators; college faculty). The BEN Portal features both free resources and 
resources that require a subscription: users have the option to limit search results to free 
resources. This will be added to Biological Informatics Subject Tracer™. This will be 
added to Healthcare Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. Copyright © 2017 Internet Scout Research Group - http://scout.wisc.edu 
 
wikiHow - How To Do Anything 
https://www.wikihow.com/ 
wikiHow is a worldwide collaboration of thousands of people focused on one goal: 
teaching anyone in the world how to do anything. Everything you read on wikiHow was 
written by someone who wanted to help someone else. They are in 17 languages, 
including: Arabic, Chinese, Czech, Dutch, English, French, German, Hindi, Indonesian, 
Italian, Japanese, Korean, Portuguese, Russian, Spanish, Thai, and Vietnamese with more 
in the works. So useful that Facebook and dozens of mobile phone companies selected 
wikiHow as a free basic service in 42 countries. In those countries, you can use wikiHow 
without data charges. They freely share our open source software. Our text content is 
Creative Commons licensed. Comscore ranks wikiHow in the top 150 most visited 
publishers in the world. This will be added to Tutorial Resources Subject Tracer™. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
WatchKnowLearn - Free Organized Educational Videos 
http://www.watchknowlearn.org/ 
The Vision behind WatchKnowLearn is simple: To provide a world-class, online domain 
on which educators can store, categorize, and rate the best, K – 12 educational videos on 
the Internet today. And to make this service FREE so teachers, parents and students 
everywhere may have access to those videos. To make this a reality, they invite teachers, 
instructors and educators to suggest videos for inclusion into our directory, and then to 
review, approve, and assign those videos into appropriate categories using a wiki 
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framework and philosophy. The videos are the highest quality found on the Internet, 
cover all major educational topics from elementary to secondary schools (or age range 1 
– 18), and are Kid Safe because they are vetted by teachers. WatchKnowLearn has 
indexed approximately 50,000 educational videos, placing them into a directory of over 
5,000 categories. The videos are available without any registration or fees to teachers in 
the classroom, as well as parents and students at home 24/7. Users can dive into our 
innovative directory or search for videos by subject and age level. Video titles, 
descriptions, age level information, and ratings are all edited for usefulness. Our Web site 
invites broad participation in a new kind of wiki system, guided by teachers. 
WatchKnowLearn does not itself host videos—we serve as a library for links to excellent 
educational videos that have been selected by educators. This will be added to Student 
Research Resources Subject Tracer™. This will be added to Education and Academic 
Resources Subject Tracer™. This will be added to Tutorial Resources Subject Tracer™. 
This will be added to Business Intelligence Resources Subject Tracer™. This will be 
added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™. 
 
WannaLearn.com - Online Tutorials, Guides and Instructionally Oriented Websites 
http://www.wannalearn.com/ 
WannaLearn has been designed to provide a wide range of users with an effective and 
efficient means of accessing the best learning opportunities available on the Web, in 
books, DVDs and other instructional media. Over 350 categories of free, first-rate, 
family-safe online tutorials, guides and instructionally oriented Websites! This will be 
added to Student Research Resources Subject Tracer™. This will be added to Education 
and Academic Resources Subject Tracer™. This will be added to Tutorial Resources 
Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
University of the People - Tuition-Free Online University 
https://www.uopeople.edu/ 
University of the People (UoPeople) is the first non-profit, tuition-free, accredited online 
university. Dedicated to opening access to higher education globally, UoPeople is 
designed to help qualified high school graduates overcome financial, cultural, 
geographic, political, and personal constraints keeping them from collegiate studies. The 
university currently offers two-year associate and four-year bachelor’s degree programs 
in business administration, computer science, and health science as well as an MBA 
program. UoPeople opened its gates in 2009, was accredited in February 2014, and has 
10,199 students enrolled from over 200 countries and territories. The university is led by 
President Shai Reshef, an education entrepreneur with more than 25 years of experience, 
and by distinguished international boards of trustees and advisors. UoPeople is supported 
by several foundations, including the Bill and Melinda Gates Foundation, the William 
and Flora Hewlett Foundation, Fondation Hoffmann and more. UoPeople has more than 
1.2 million supporters on Facebook. UoPeople is able to offer tuition-free education 
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because of its use of volunteers, Open Educational Resources, open-source Technology 
and peer-to-peer learning. This will be added to Student Research Resources Subject 
Tracer™. This will be added to Education and Academic Resources Subject Tracer™. 
This will be added to Tutorial Resources Subject Tracer™. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™. 
 
Stitcher Premium - Welcome To the Spoken World  
https://www.stitcher.com/ 
Stream the latest in news, sports, talk, and entertainment radio anywhere, on demand. 
Stitcher is the easiest way to discover the best of over 65,000+ radio shows, live radio 
stations and podcasts. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
12Manage - The Executive Fast Track 
https://www.12manage.com/ 
12manage is a knowledge network for managers, specialists and academics about 
management. The members of this network are mostly senior managers (60%), as well as 
management specialists (20%) and management academics (20%). Their knowledge 
centers are referenced by ± 1,000,000 members. 12manage provides for each 
management method, model or concept: a concise description, its history, calculation, 
usage and application, process steps, strengths and benefits, limitations and 
disadvantages, assumptions and conditions, references, as well as an interactive user 
forum. Premium users have additional access to expert tips, resources, news and videos 
for each method. Their explanations focus on concepts that are both scientifically 
accepted and applicable in management practice. All management knowledge centers are 
classified into 12 management disciplines: Change & Organization, Communication & 
Skills, Decision-making & Valuation, Ethics & Responsibility, Finance & Investing, 
Human Resources, Knowledge & Intangibles, Leadership, Marketing, Program & Project 
Management, Strategy and Supply Chain & Quality. All management disciplines and 
knowledge centers are available in English, plus the following 12 languages: Arabic, 
Chinese, Dutch, French, German, Italian, Japanese, Korean, Portuguese, Russian, Spanish 
and Swedish. 12manage also provides a Management Dictionary with 2000 entries, 
Management Issues, a Management Start Page, useful Management Links and access to 
various education programs, such as Executive MBA, Executive Education, MBA 
Programs, and other Master Programs. We distribute a weekly newsletter. 12manage 
members can participate in our SIGs, allowing to network and exchange information with 
peers all over the world. There is a SIG for each management knowledge center in each 
language. This will be added to Reference Resources Subject Tracer™. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
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Business Book Summaries 
http://www.bizsum.com/ 
They provide comprehensive, concise summaries of today’s top business books. Our 
dedicated team of professionals publish more than 250 summaries every year, and our 
library includes more than 3,100 summaries. We pride ourselves on our relationships 
with our publisher partners, including Harvard Business School Publishing, John Wiley 
& Sons, McGraw-Hill, and others. Individuals use BBS in their own self-directed 
professional development to stay abreast of the latest business thinking and advance their 
careers. Corporate learning teams use our summaries in their leadership development 
programs as a valuable learning content resource, designed to close competency gaps and 
improve the overall business acumen of their staff. The summaries help users meet 
performance improvement requirements, provide paths to career advancement, and 
improve soft skills, such as leadership, people management, and communication. This 
will be added to Reference Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
 
Bytestart - The Small Business Portal 
http://www.bytestart.co.uk/ 
First established in 2004, ByteStart is now one of the most popular small business 
information sites in the UK, having been used by over 7 million people. Independently 
run and operated by small business specialists, they provide no-nonsense guides and 
practical help for start-ups and small businesses. With ByteStart, they aim to provide 
startups and business owners with practical help and advice, whilst also being readable 
and entertaining. They do hope you find ByteStart a useful resource for starting and 
running your own small business. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to Start Up Resources for the Entrepreneur white paper. 
 
Free Management Library 
https://managementhelp.org/ 
The Library provides free, easy-to-access, online articles to develop yourself, other 
individuals, groups and organizations (whether the organization is for-profit or 
nonprofit). Over the past 15 years, the Library has grown to be one of the world's largest 
well-organized collections of these types of articles and resources. The Library has been 
averaging 1,000,000 to 1,500,000 visitors (not hits) per month.. Many of its topics 
consistently rank in the top ten results from Google searches. The Library focuses 
especially on free, online and practical information that visitors can quickly apply. 
Articles are about personal, professional and organizational development. Therefore, the 
Library does not focus on topics, such as lifestyle, entertainment, politics, philosophy and 
religion. Also, the Library does not list specific companies, industry information, maps, 
investment information and listings of schools. This will be added to Reference 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.bizsum.com/
http://www.referenceresources.info/
http://www.biresources.info/
http://www.biresources.info/
http://www.entrepreneurialresources.info/
http://www.researchresources.info/
http://www.bytestart.co.uk/
http://www.biresources.info/
http://www.entrepreneurialresources.info/
https://managementhelp.org/
http://www.referenceresources.info/
http://www.referenceresources.info/
http://www.biresources.info/


 
Awareness Watch V16N4 April 2018 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2018 Marcus P. Zillman, M.S., A.M.H.A. 

58 

Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
INSEAD Knowledge - The Business School of the World 
https://knowledge.insead.edu/ 
INSEAD Knowledge is the expert opinion and management insights portal of INSEAD, 
The Business School for the World. Knowledge showcases the latest business thinking 
and views from award-winning faculty and global contributors. Updated daily, with a 
weekly top picks email from the editor and a tablet and smartphone app, it is a free 
resource for global executives and managers looking for answers to business challenges. 
Knowledge provides insights on leadership, organisations, economics and finance, 
strategy, entrepreneurship, operations management, customers, careers, family business 
and responsibility. You will find articles, blogs and video interviews that cover all of 
INSEAD's disciplines. This will be added to Education and Academic Resources Subject 
Tracer™. This will be added to Tutorial Resources Subject Tracer™. This will be added 
to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Management Tip of the Day from Harvard Business Publishing 
http://www.harvardbusiness.org/management-tip-day-hbrorg 
A management tip of the day from Harvard Business Publishing. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. 
 
On-Demand Free Online Entrepreneurial Training Resources 
https://www.kutztown.edu/about-ku/administrative-offices/small-business-development-
center/resources/free-online-learning-programs.htm 
The Kutztown SBDC offers 25 Online Learning Programs. We have one of the largest 
collections of free, on-demand entrepreneurial training resources in the United States. 
Our Online Learning is part of our "Success Network" and is sourced from the SBA, IRS, 
Small Biz U, and custom programs from the Pennsylvania SBDC Network. The benefits 
of Kutztown Small Business Development Center online courses for entrepreneurs, small 
business owners and start-up businesses include: 1) Learning or brushing up on business 
concepts; 2) Playing, pausing and rewinding videos; 3) Accessing up-to-date content; 4) 
Accessing business courses 24/7; 5) Becoming more confident in a business 
environment; 6) Increasing the marketability of you and your company; 7) Testing your 
knowledge after courses; and 8) Training on hundreds of current business issues. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. 
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KnowThis?com - Knowledge Source for Marketing Since 1998 
https://www.knowthis.com/ 
KnowThis.com is a leading information and resource website for those involved in 
marketing, market research, advertising, selling, promotion, and other marketing-related 
areas. KnowThis.com is committed to providing quality information and valuable tools 
for business professionals, academics and students of marketing and related fields. This is 
accomplished by: a) publishing highly detailed information and educational materials 
that, in most cases, are freely available to site visitor; b) being highly selective as to 
which external Internet resources are referenced; and c) providing access and analysis of 
current industry news and events. KnowThis.com ranks as one of the Internet ’s top 
marketing resources and holds the following distinctions: 1) serves as a reference site for 
hundreds of college, university and public libraries around the world; 2) was chosen by 
CERN, originators of the World Wide Web Consortium, to be the Marketing specialty 
area within the World Wide Web Virtual Library, and 3) is listed as a resource in 
numerous marketing textbooks, trade books and trade publications. This will be added to 
Reference Resources Subject Tracer™. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™. 
 
Buzzsumo Question Analyzer 
http://buzzsumo.com/solutions/question-analyzer/ 
Find the most popular questions asked across hundreds of thousands of forums, Amazon, 
Reddit, Quora and Q&A sites for any keyword. Perfect for researching customer 
questions, generating content ideas and monitoring questions about topics and brands. 
Features include: a) Create content that answers the most asked questions - Enter a topic 
or brand name and instantly see the questions that real people are asking. Results are 
automatically filtered to clearly display the most frequently asked questions first. Write 
answers with confidence, knowing they will resonate with your audience; b) Social 
listening - Find questions in the forums and subreddits your audience uses the most. 
Questions are sorted by popularity, so you will quickly identify highly relevant topics for 
targeted audience segments. Going directly to these sources let’s you gain greater 
understanding of your audience’s most pressing needs; c) Brand monitoring - Understand 
how people are talking about your brand. Increase your customers' confidence by 
responding to their questions outside of your own channels and by dispelling 
misinformation or providing context when needed. Monitor competitors' brands to 
identify key product differentiators; d) E-commerce - Provide descriptions that answer 
common product-related questions. Seeing actual questions about your own product helps 
to identify gaps in your descriptions before they lead to lost sales; and f) Product 
Development - Product developers and designers can use the Question Analyzer to 
conduct research product questions quickly and at scale. Questions reveal what customers 
like, dislike, the products they are comparing and the concerns they have. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
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Google's Year in Search: Top Queries in 2017 by Matt Southern 
https://www.searchenginejournal.com/googles-year-search-top-queries-2017/227639/ 
Google has released its annual Year in Search report, detailing the top queries of the year 
across 15 different categories. In 2017 there was a notable increase in the amount of 
“how…?” searches. Some of the most popular “how” searches were searched 10 times 
more this year than ever before. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
The AI Glossary: A Data Scientist’s No-Fluff Explanations for Key AI Concepts by 
Luke Gutzwiller 
https://mty.ai/blog/the-ai-glossary-a-data-scientists-no-fluff-explanations-for-key-ai-
concepts/ 
As a data scientist at an AI company, his colleagues are as tired of the hyperbole and 
conflicting information in the space as you are. It seems like everyone’s got their own 
definition for the AI buzzword du jour, and it’s leading to a lot of contradictions and 
confusion—and that’s not helpful for anyone. There have been a few noble attempts from 
academics, tech journalists, other AI companies, and fellow data scientists at simplifying 
industry concepts and laying some groundwork on key terms for us all to agree on. But 
he has found them either still too marketing-y or so rambling they leave your head 
spinning. This will be added to Artificial Intelligence Resources Subject Tracer™. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. We can do better. 
 
Standard Notes - A Simple and Private Notes App 
https://standardnotes.org/ 
Standard Notes is a safe place for your notes, thoughts, and life's work. Standard Notes is 
free to use on every platform, and comes standard with cross-platform sync and end-to-
end privacy. For those wanting a little more power and flexibility, we created Extended, 
which unlocks powerful editors, themes, and automated backups. Features include: 1) 
100% Private - Your notes are encrypted and secured so only you can decrypt them. No 
one but you can read your notes (not even us); 2) Simple - Keeping our app simple means 
you'll spend less time fighting and more time writing. It's faster and lighter than most 
notes apps; 3) Powerful Extensions - Compose any kind of note, from rich text, to 
Markdown and code. Change the mood and find new inspiration with custom themes; and 
4) Long-lasting - You probably don't care, so we'll care for you: our apps are built 
carefully to optimize overall lifetime and long-term survivability. Additional features 
include: a) Always Free; b) AES-256 encryption. No one but you can read your notes; c) 
Easy to use, open-source apps on Mac, Windows, iOS, Android, and Linux; d) Automatic 
Automatic sync with no limit on data capacity; e) Web access; and f) Offline access. This 
will be added to Privacy Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
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Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
 
OnionShare - Securely and Anonymously Share Files of Any Size 
https://onionshare.org/ 
OnionShare lets you securely and anonymously share files of any size. It works by 
starting a web server, making it accessible as a Tor Onion Service, and generating an 
unguessable URL to access and download the files. It does not require setting up a 
separate server or using a third party file-sharing service. You host the files on your own 
computer and use a Tor Onion Service to make it temporarily accessible over the internet. 
The receiving user just needs to open the URL in Tor Browser to download the file. This 
will be added to Privacy Resources Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
 
etherpad - Collaborating In Really Real-Time 
http://etherpad.org/ 
No more sending your stuff back and forth via email, just set up a pad, share the link and 
start collaborating! Etherpad allows you to edit documents collaboratively in real-time, 
much like a live multi-player editor that runs in your browser. Write articles, press 
releases, to-do lists, etc. together with your friends, fellow students or colleagues, all 
working on the same document at the same time. All instances provide access to all data 
through a well-documented API and supports import/export to many major data exchange 
formats. And if the built-in feature set isn't enough for you, there's tons of plugins that 
allow you to customize your instance to suit your needs. You don't need to set up a server 
and install Etherpad in order to use it. Just pick one of publicly available instances that 
friendly people from everywhere around the world have set up. Alternatively, you can set 
up your own instance by following their installation guide. This will be added to Privacy 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
EtherCalc - Web Spreadsheet 
https://ethercalc.net/ 
Your data is saved on the web, and people can edit the same document at the same time. 
Everybody's changes are instantly reflected on all screens. Work together on inventories, 
survey forms, list management, brainstorming sessions and more! This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™ 
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Obin - Client Side Encrypted PasteBin 
https://0bin.net/ 
A random key is generated and used to encrypt the paste, thanks to the sjcl JavaScript 
library. The encrypted content is then sent to the server, which returns the address of the 
newly created paste. The JavaScript code redirects to this address, but it adds the 
encryption key in the URL hash (#). When somebody wants to read the paste, they will 
usually click on a link with this URL. If the hash containing the key is a part of it, 0bin's 
JavaScript will use it to decrypt the content sent by the server. The browser never sends 
the hash to the server, so the latter does not receives the key at any time. All pastes are 
AES256 encrypted, they cannot know what you paste... This will be added to Privacy 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
KeePassX - Cross Platform Password Manager 
https://www.keepassx.org/ 
KeePassX is an application for people with extremly high demands on secure personal 
data management. It has a light interface, is cross platform and published under the terms 
of the GNU General Public License. KeePassX saves many different information e.g. 
user names, passwords, urls, attachments and comments in one single database. For a 
better management user-defined titles and icons can be specified for each single entry. 
Furthermore the entries are sorted in groups, which are customizable as well. The 
integrated search function allows to search in a single group or the complete database. 
KeePassX offers a little utility for secure password generation. The password generator is 
very customizable, fast and easy to use. Especially someone who generates passwords 
frequently will appreciate this feature. The complete database is always encrypted either 
with AES (alias Rijndael) or Twofish encryption algorithm using a 256 bit key. Therefore 
the saved information can be considered as quite safe. KeePassX uses a database format 
that is compatible with KeePass Password Safe. This makes the use of that application 
even more favourable. Originally KeePassX was called KeePass/L for Linux since it was 
a port of Windows password manager Keepass Password Safe. After KeePass/L became 
a cross platform application the name was not appropriate anymore and therefore, on 22 
March 2006 it has been changed. This will be added to Privacy Resources Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Search Tips by Category Congress.gov 
https://www.congress.gov/resources/display/content/Search+Tips+by+Category 
This combination FAQ and search tips site is a keeper – via the experts and Congress.gov 
– Thanks for the excellent fine Sabrina (http://www.beSpacific.com/). This will be added 
to Reference Resources Subject Tracer™. This will be added to Searching the Internet 
2018 - The Primer. This will be added to Business Intelligence Resources Subject 
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Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
AES Crypt - Advanced Open Source File Encryption 
https://www.aescrypt.com/ 
AES Crypt is a file encryption software available on several operating systems that uses 
the industry standard Advanced Encryption Standard (AES) to easily and securely 
encrypt files. You do not need to be an expert to use AES Crypt, nor do you need to 
understand cryptography. When using Windows, the only thing you need to do is right-
click on a file, select AES Encrypt or AES Decrypt, enter a password, and AES Crypt 
will do the rest. On a Mac, you can drag a file to the AES Crypt program and provide the 
required password. On the command line, one can execute the "aescrypt" command with 
name of the file and password to use to encrypt or decrypt. For PHP, Java, and C# 
developers, there are libraries available that can read and write AES-encrypted files from 
within your application. For Python enthusiasts, there is a command-line utility with 
source code that can be used to integrate AES Crypt functionality into your own Python 
applications. Using a powerful 256-bit encryption algorithm, AES Crypt can safely 
secure your most sensitive files. Once a file is encrypted, you do not have to worry about 
a person reading your sensitive information, as an encrypted file is completely useless 
without the password. It simply cannot be read. AES Crypt is the perfect tool for anyone 
who carries sensitive information with them while traveling, uploads sensitive files to 
servers on the Internet, or wishes to protect sensitive information from being stolen from 
the home or office. AES Crypt is also the perfect solution for those who wish to backup 
information and store that data at a bank, in a cloud-based storage service, and any place 
where sensitive files might be accessible by someone else. Best of all, AES Crypt is 
completely free open source software. This will be added to Privacy Resources Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Depsy - Value Software That Powers Science 
http://depsy.org/ 
Depsy helps build the software-intensive science of the future by promoting credit for 
software as a fundamental building block of science. Features include: 1) Credit when 
software is informally cited - Depsy text-mines papers to find fulltext mentions of 
software they use, revealing impacts invisible to citation indexes like Google Scholar; 2) 
Credit when software is reused -Citation is just part of the story—Depsy analyzes code 
from over half a million GitHub repositories to find how packages are reused by other 
software projects; and 3) Credit for all software's authors - Depsy assigns fractional credit 
to contributors based on designated authorship, number of commits, and repo 
ownership—supporting a fairer, more software-native reward system. This will be added 
to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
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Profeza - Involve, Solve and Evolve 
http://profeza.com/ 
They Build Open-Workflow Software Tools to Ensure a more Reusable and 
Reproducible science. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™. 
 
Sway - Create Striking Newsletters, Presentations and Documentation in Minutes 
https://sway.com/ 
Create visually striking newsletters, presentations, and documentation in minutes. 
Features include: a) Easily add content from anywhere - Easily drop in photos, videos, 
and other multimedia — Sway is integrated with your device and the web; b) Save time 
with effortless design - Sway's design engine brings your content together beautifully; put 
in final touches to get to the style that works for you; and c) Captivate your audience with 
your online canvas - Sway dynamically adapts so it looks great on any screen, and can be 
shared or co-edited with a simple URL. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™. 
 
UC Browser - Free Low-Powered Web Browser for PCs and Mobile Devices 
https://uc-browser.en.softonic.com/ 
The UC Browser for PC is one of the UC Browser variants that were created especially 
for use on desktop computers. It doesn't require a lot of processing power, and it offers a 
smoother internet experience for people with a slow internet connection. This free 
browser for Windows is ideally suited for people with low-powered desktop computers 
and/or people with a slower internet connection. This will be added to World Wide Web 
Reference Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
TorchBrowser - Free and Unique Powerful Browsing 
http://torchbrowser.com/ 
Torch is a free and unique software that offers you powerful browsing together with 
built-in media downloading and sharing features. Torch Browser is based on the 
Chromium technology platform, giving it fast browsing capabilities. With Torch, you can 
share sites you like, download torrents, accelerate downloads and grab online media - all 
directly from the browser. Everything you need is a just click away with Torch, so you 
don't have to use or download additional programs and tools. Their software has a user 
friendly interface, is easy to install, and safe to use. This will be added to World Wide 
Web Reference Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
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Chromium - Open-source Web Browser Project 
https://en.wikipedia.org/wiki/Chromium_(web_browser) 
Chromium is an open-source Web browser project started by Google, to provide the 
source code for the proprietary Google Chrome browser.[5] The two browsers share the 
majority of code and features, though there are some minor differences in features and 
logos, and they have different licensing. The Chromium Project takes its name from the 
element chromium, the metal from which chrome plating is made.[6] Google's intention, 
as expressed in the developer documentation, was that Chromium would be the name of 
the open-source development project and that the final product's name would be 
Chrome;[7] however, other developers have taken the Chromium code and released 
versions under the Chromium name. One of the major aims of the project is for 
Chromium to be a tabbed window manager, or shell for the Web, as opposed to it being a 
traditional browser application. The application is designed to have a minimalist user 
interface. The developers state that it "should feel lightweight (cognitively and 
physically) and fast". This will be added to World Wide Web Reference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 
 
Tech Events - Daily Aggregator of Global Events 
https://techevents.co/ 
All tech and startup events in one place. TechEvents.co is a daily aggregator of tech 
events. Right now there are more than 35,000 active events all over the world. This will 
be added to World Wide Web Reference Subject Tracer™. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™. 
 
HighCharts 
https://www.highcharts.com/ 
Highsoft is located in Vik i Sogn, Norway, a beautiful small town, surrounded by the 
splendor of mountains and fjords. Spending time enjoying outdoor activities in our 
spectacular natural environment has been an inspirational catalyst for many of our ideas 
and products. To find out more information about our hometown, Vik, please check out 
Torstein's personal website. While the bulk of our growing team is located in Norway, 
the international nature of our business has lead us to recruit talent and forge partnerships 
across every continent. Our best selling product, Highcharts, started out as Torstein’s 
humble quest for a simple charting tool for updating his homepage with snow depth 
measurements from Vikjafjellet, the local mountain where his family keeps a cabin. 
Frustrated with the common flash plug-ins, and other proprietary solutions at the time, he 
decided to build a standards-based solution of his own, and share it with the world. It 
turns out he was doing more than scratching his own itch. Since its launch in 2009, 
Highcharts has remained the premier and fastest growing charting-tool in a competitive 
market. This will be added to World Wide Web Reference Subject Tracer™. This will be 
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added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 
 
Dia - GTX+ Based Diagram Creation Program 
https://wiki.gnome.org/Apps/Dia 
Dia's new homepage. Dia is a GTK+ based diagram creation program for GNU/Linux, 
MacOS X, Unix, and Windows, and is released under the GPL license. Dia is roughly 
inspired by the commercial Windows program 'Visio,' though more geared towards 
informal diagrams for casual use. It can be used to draw many different kinds of 
diagrams. It currently has special objects to help draw entity relationship diagrams, UML 
diagrams, flowcharts, network diagrams, and many other diagrams. It is also possible to 
add support for new shapes by writing simple XML files, using a subset of SVG to draw 
the shape. It can load and save diagrams to a custom XML format (gzipped by default, to 
save space), can export diagrams to a number of formats, including EPS, SVG, XFIG, 
WMF and PNG, and can print diagrams (including ones that span multiple pages). This 
will be added to Script Resources Subject Tracer™. This will be added to World Wide 
Web Reference Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™. 
 
 
 
Awarenesswatch™ Paper Review 
 
Antirival Goods, Network Effects and the Sharing Economy by F. 
Xavier Olleros 
http://firstmonday.org/ojs/index.php/fm/article/view/8161 

Abstract:                                                                                                                   
Nothing facilitates large-scale collaboration like the prospect of inclusive, all-win games. 
Modern humans have gotten much better at large-scale collaboration because they have 
discovered, or invented, a broad range of collective goods that are easy to share and 
become more valuable the more they are shared, thus multiplying the opportunities for 
all-win outcomes. Steven Weber (2004) and Mark Cooper (2006a, 2006b) have drawn 
our attention to ‘antirival goods’ — subject to increasing returns to shared use — to 
differentiate them from ‘rival goods’ — subject to decreasing returns to shared use — 
and ‘nonrival goods’ — subject to constant returns to shared use. Unlike Weber and 
Cooper, I argue that nonrivalness and antirivalness are orthogonal properties of some 
collective goods, rather than stages along the same continuum away from rivalness. 
Collective goods, I also argue, are most inclusive when they are both nonrival and 
antirival. In an economy rich in both nonrival and antirival goods, the collaborative 
stance will often be the default collective choice, at large and small scales alike. Digital 
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technologies are ushering in a transformative age as they expand the cornucopia of 
nonrival and antirival goods available to us. This inclusiveness of many digital goods 
eliminates the free-riding problem and mobilizes large amounts of volunteer work.                                                                                                        

 

Subject Tracer™ Information Blogs 

Subject Tracer™ Information Blogs created and developed by the Virtual Private 
Library™ combine the best of the latest tools on the Internet. Using bots, blogs and news 
aggregators the Subject Tracer™ Information blogs generate RSS feeds with the latest 
resources to create a current information resource flow through niched subject tracers. I 
am proud to be the creator of the Internet’s first Subject Tracer™ Information Blogs: 
 
Virtual Private Library™ 
http://www.VirtualPrivateLibrary.com/ 
 
Accessibility Resources 
http://www.AccessibilityResources.info/ 
 
Agriculture Resources 
http://www.AgricultureResources.info/ 
 
AnswerSpot 
http://www.AnswerSpot.us/ 
 
Artificial Intelligence Resources 
http://www.AIResources.info/ 
 
Astronomy Resources 
http://www.AstronomyResources.info/ 
 
Auction Resources 
http://www.AuctionResources.info/ 
 
Biological Informatics 
http://www.BiologicalInformatics.info/ 
 
Biotechnology Resources 
http://www.BiotechnologyResources.info/ 
 
Bot Research 
http://www.BotResearch.info/ 
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Business Intelligence Resources 
http://www.BIResources.info/ 
 
ChatterBots 
http://www.ChatterBots.info/ 
 
Data Mining Resources 
http://www.DataMiningResources.info/ 
 
Deep Web Research 
http://www.DeepWebResearch.info/ 
 
Directory Resources 
http://www.DirectoryResources.info/ 
 
eCommerce Resources 
http://eCommerceResources.info/ 
 
Education and Academic Resources 
http://www.EducationResources.info/ 
 
Elder Resources 
http://www.ElderResources.info/ 
 
Employment Resources 
http://www.EmploymentResources.info/ 
 
Entrepreneurial Resources 
http://www.EntrepreneurialResources.info/ 
 
Fact Checkers Directory 
http://www.FactCherckers.us/ 
 
Financial Sources 
http://www.FinancialSources.info/ 
 
Finding People 
http://www.FindingPeople.info/ 
 
Games Resources 
http://www.GamesResources.info/ 
 
Genealogy Resources 
http://www.GenealogyResources.info/ 
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Grant Resources 
http://www.GrantResources.info/ 
 
Green Files 
http://www.GreenFiles.info/ 
 
Grid, Distributed and Cloud Computing Resources 
http://www.GridResources.info/ 
 
Healthcare Resources 
http://www.HealthcareResources.info/ 
 
Information Futures Markets 
http://www.InformationFuturesMarkets.com/ 
 
Information Quality Resources 
http://www.InformationQualityResources.info/ 
 
International Trade Resources 
http://www.InternationalTradeResources.info/ 
 
Internet Alerts 
http://www.InternetAlerts.info/ 
 
Internet Demographics 
http://www.InternetDemographics.info/ 
 
Internet Experts 
http://www.InternetExperts.info/ 
 
Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Intrapreneurial Resources 
http://www.IntrapreneurialResources.info/ 
 
Journalism Resources 
http://www.JournalismResources.info/ 
 
Knowledge Discovery  
http://www.KnowledgeDiscovery.info/ 
 
Military Resources 
http://www.MilitaryResources.info/ 
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New Economy Analytics, Resources and Alerts 
http://www.NewEconomyAnalytics.com/ 
 
Outsourcing/Offshoring Information and Resources 
http://www.OutsourcingOffshore.us/ 
 
Privacy Resources 
http://www.PrivacyResources.info/ 
 
Reference Resources 
http://www.ReferenceResources.info/ 
 
Research Resources 
http://www.ResearchResources.info/ 
 
RestStress™ 
http://www.RestStress.com/ 
 
Script Resources 
http://www.ScriptResources.info/ 
 
ShoppingBots 
http://www.ShoppingBots.info/ 
 
Social Informatics 
http://www.SocialInformatics.info/ 
 
Statistics Resources and Big Data 
http://www.StatisticsResources.info/ 
 
Student Research 
http://www.StudentResearch.info/ 
 
Theology Resources 
http://www.TheologyResources.info/ 
 
Tutorial Resources 
http://www.TutorialResources.info/ 
 
World Wide Web Reference 
http://www.WWWReference.info/ 
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Figure 1: Virtual Private Library™ 

 
Author Information: Marcus P. Zillman, M.S., A.M.H.A. Executive Director of the 
Virtual Private Library is an international Internet expert, author, keynote speaker and 
corporate consultant in the area of information retrieval, knowledge discovery, 
knowledge harvesting, artificial intelligence and bots/intelligent agents. He has created 
numerous world wide web sites including 54 Subject Tracer™ Information Portals and 
Blogs; written a number of internet miniguides, white papers, manuals and books; hosted 
over 160 weekly Internet television shows, writes a weekly and monthly column on 
Current Awareness on the Internet; writes a monthly newsletter Awareness Watch and 
delivers keynote presentations throughout the international marketplace. He also actively 
delivers one and two day workshops for key industry sectors displaying how the Internet 
can be used as a tool to maintain current awareness and professional competencies.  
 
Additional websites by Marcus P. Zillman, M.S., A.M.H.A.: 
 
Marcus P. Zillman's Blog (20,000+ Postings) 
http://www.zillman.us/ 
 
Marcus P. Zillman Abbreviated Bio 
http://www.zillman.info/ 
 
White Papers by Marcus P. Zillman 
http://www.WhitePapers.us/ 
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Internet MiniGuides™  
http://www.InternetMiniguide.com/ 
 
Awareness Watch™ Newsletter 
http://www.AwarenessWatch.com/ 
 
Marcus P. Zillman's Columns 
http://www.ZillmanColumns.com 
 
LinkSeries Publications 
http://www.LinkSeries.com/ 
 
Links By Marcus™ 
http://www.LinksByMarcus.com/ 
 
Workshops By Marcus™ 
http://www.WorkshopsByMarcus.com/ 
 
SourceSeries Internet Research Workshops 
http://www.SourceSeries.com/ 
 
Watch Marcus™ 
http://www.WatchMarcus.com/ 
 
listen to marcus™ 
http://www.ListenToMarcus.com 
 
 
Research White Papers, Articles, Lectures and Speeches by Marcus P. Zillman, 
M.S., A.M.H.A.: 
 
2018 Directory of Directories 
http://www.2018DirectoryOfDirectories.com/ 
 
Academic and Scholar Search Engines and Sources 
http://www.ScholarSearchEngines.com/ 
 
Bots, Blogs and News Aggregators 2018                                                       
http://www.BotsBlogs.com/ 
 
Business Intelligence Online Resources 2018 
http://www.BIOnlineResources.info/ 
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Cloud Computing Resources Primer 2018 
http://www.zillman.us/white-papers/grid-distributed-and-cloud-computing-resources-
primer/ 
 
Current Awareness Discovery Tools on the Internet 2018 
http://www.zillman.us/white-papers/current-awareness-discovery-tools-on-the-internet/ 
 
Deep Web Research and Discovery Resources 2018 Online White Paper 
http://DeepWeb.us/ 

eMarketing MiniGuide 2018                                   
http://www.eMarketingMiniGuide.com/ 

eReference Library Link Toolkit 2018 
http://www.eReferenceLibrary.com/ 
 
Finding Experts By Using the Internet 2018 
http://www.FindingExperts.info/ 

Finding People Resources and Sites 2018 
http://www.FindingPeople.info/ 

Healthcare Bots and Subject Directories 2018                                        
http://www.HealthcareBots.info/ 

Knowledge Discovery Resources 2018                                             
http://www.KDResources.info/ 

New Economy Resources 2018 
http://www.NewEconomyResources.com/ 
 
Online Research Browsers 2018 
http://www.zillman.us/white-papers/online-research-browsers/                             

Online Research Tools                                                        
http://www.OnlineResearchTools.info/ 

Online Social Networking 2018                                            
http://www.OnlineSocialNetworking.info/ 

Searching the Internet 2018 – The Primer                                                          
http://www.SearchingTheInternet.info/ 
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Using the Internet As a Dynamic Resource Tool for Knowledge Discovery 2018 
http://www.zillman.us/white-papers/using-the-internet-as-a-dynamic-resource-tool-for-
knowledge-discovery/ 
 
Web Data Extractors 2018 
http://www.WebDataExtractors.com/ 
 
Web Guide for the New Economy 2018 
http://www.WebGuideNewEconomy.com/ 
 
White Papers By Marcus P. Zillman, M.S., A.M.H.A. 
http://www.WhitePapers.us/ 

Internet Tutor by Marcus P. Zillman, M.S., A.M.H.A.                
http://www.InternetTutor.info/                                                                                                    
Visit this site to learn about the availability of Marcus P. Zillman to tutor you or your 
associate one on one in the privacy of your residence or office on the latest happenings of 
the Internet including Internet basics to advanced Internet searching using bots and 
creating your own personal blog .                                              

Internet Speaking by Marcus P. Zillman, M.S., A.M.H.A.         
http://www.InternetSpeaker.net                                                                                                  
Visit this site to learn about Marcus P. Zillman’s speaking engagements for your 
organization meetings and events. View and listen to his previous presentations as well as 
his weekly television shows.                                                                                     

Internet Consulting by Marcus P. Zillman, M.S., A.M.H.A.  
http://InternetConsultant.BlogSpot.com/                                                                                    
Visit this site to obtain information about obtaining the consultation services of Marcus P. 
Zillman for your company including eCommerce audits, utilization of bots, blogs and 
news aggregators or the creation of your own personal virtual private library powered by 
Subject Tracer™ Information bots!                                                                 

Current Awareness Monitors, Alerts and Information Traps                                
http://www.ecurrentAwareness.com/    
http://www.CurrentAwarenessTools.com 
 Marcus P. Zillman’s latest reports Current Awareness Monitors, Alerts and Information 
Traps and Current Awareness Tools 2018 are now available. One for purchase and one 
freely availanle online and immediate download. These reports are comprehensive 
listings of the latest resources, sources and sites for current awareness on the Internet. 
This is a must read for anyone who must stay current in their profession and/or business 
activity as the list of URLs will keep you at the leading edge of your career.  
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Market Intelligence Resources                     
http://www.MarketIntelligenceResources.com/                                                                      
Marcus P. Zillman’s just released professional Internet MiniGuide is titled Market 
Intelligence Resources and is available for purchase online and immediate download. 
This 193 page digital miniguide represents a comprehensive listing of the latest 
resources, sources and sites to discover the latest Market Intelligence sources available on 
the Internet with many of them freely available!  Designed specifically for today’s 
entrepreneur, professional and/or investor. 
 
Entrepreneurial Links 101  
http://www.EntrepreneurialLinks.com/ 
Marcus P. Zillman’s newly released  231 page eReference digital book for the up and 
coming entrepreneur. Entrepreneurial Links 101 gives an alphabetical listing of the very 
best Internet and World Wide Web sites covering Entrepreneur Resources, Business 
Intelligence Resources and an extremely comprehensive list of Online Research Tools. 
This is considered by many to be the entrepreneur’s bible for finding relevant and 
competent online resources! 
 
Internet Privacy and Security Resources 
http://www.InternetPrivacySecurity.net/ 
Marcus P. Zillman’s latest eReference digital publication is a selected comprehensive 
alphabetical listing of the latest resources and sites covering all aspects of privacy and 
security currently available over the Internet. From the board room to the family room, 
these resources and sites give you the information you need to maintain your privacy and 
security as you use the Internet in your business and personal life. 
 
Research Resources Online Guide 
http://www.ResearchResourcesOnline.net/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 340 page digital guide of a selected 
comprehensive alphabetical listing of the latest and greatest resources and sites covering 
all areas of research that is currently available over the Internet. The guide covers online 
research resources and tools for the Newbie to research as well as the Seasoned 
researcher. Contents include: a) Research Resources, b) Research Tools, c) Student 
Research Resources Toolkit, d) Knowledge Discovery/Management and Data Mining 
Resources, e) Knowledge Discovery/Retrieval and the World Wide Web Resources, and 
f) Subject Tracer™ Information Blogs. 
 
The Survivor’s Manual for The New Economy. 
http://www.NewEconomyManual.com/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 239 page digital read that gives 
excellent resources and annotated sources for the new economy analytics, alerts, 
ecommerce, financial sources, invisible and deep web resources, social and business 
networking sources along with new economy competitive and business intelligence 
resources and an extremely comprehensive listing of new economy online tools. 
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