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Awareness Watch™ Newsletter 
By Marcus P. Zillman, M.S., A.M.H.A. 

http://www.AwarenessWatch.com/ 
 
 
V18N10                                                                                                           October 2020  
 
Welcome to the V18N10 October 2020 issue of the Awareness Watch™ Newsletter. 
This newsletter is available as a complimentary subscription and will be issued monthly. 
Each newsletter will feature the following: 
 
Awareness Watch™ Featured Report 
Awareness Watch™ Spotters 
Awareness Watch™ Book/Paper/Article Review 
Subject Tracer™ Information Blogs 
 
I am always open to feedback from readers so please feel free to email with all  
suggestions, reviews and new resources that you feel would be appropriate for inclusion 
in an upcoming issue of Awareness Watch™. This is an ongoing work of creativity and 
you will be observing constant changes, constant updates knowing that “change” is the 
only thing that will remain constant especially in today’s COVID-19 New Economy and 
New Normal world!! 
 
Awareness Watch™ Featured Report 
 
This month’s featured report covers 2021 Guide to Internet Privacy Resources and 
Tools and is a comprehensive listing of world wide wide web and Internet privacy 
research resources, tools and alerts including search engines, directories, subject guides 
and index resources and sites on the Internet available for the 2020 year. The below list is 
taken partially from my Subject Tracer™ white paper titled 2021 Guide to Internet 
Privacy Resources and Tools and is constantly updated with Subject Tracer™ bots at the 
following URL:  
 

http://www.2021InternetPrivacy.com/ 
http://www.StealthMode.info/ 

 
These resources and sources will help you to discover the many new pathways available 
through the Internet to find the latest new and existing world wide web and Internet 
privacy research resources, sources, tools and sites. As this site is constantly updated it 
would be to your benefit to bookmark and return to the above URLs frequently.  is to use 
the below listed tools and resources and include the deep web. These resources will be 
your pathfinder to all the new economy privacy resources, tools and alerts!!  

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.awarenesswatch.com/
http://www.2021internetprivacy.com/
http://www.stealthmode.info/
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2021 Guide to Internet Provacy Resourcex and Tools: 
 
10 Best Security and Privacy Apps for Smartphones and Tablets 
http://drippler.com/drip/10-best-security-privacy-apps-smartphones-tablets 
 
10 Minute Mail 
http://10minutemail.com/10MinuteMail/index.html 
 
10 Privacy Gadgets To Help You Keep a Secret 
http://www.popsci.com/keep-your-secrets-a-secret 
 
10 Reasons to Use a VPN for Private Web Browsing 
http://netforbeginners.about.com/od/readerpicks/tp/Reasons-to-Use-a-VPN-Service.htm 
 
10 Secure Apps To Try 
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-
articles/item/17541-10-secure-apps-to-try-in-2017 
 
10 Tips to Avoid Leaving Tracks Around the Internet by David Pogue 
https://www.nytimes.com/2019/10/04/smarter-living/10-tips-internet-privacy-
crowdwise.html 
 
12VPN - Unblock Websites and Improve Privacy 
http://12vpn.com/ 
 
20+ Free VPN's Rated Side By Side 2018 List by Paul Bischoff 
https://www.comparitech.com/blog/vpn-privacy/free-vpn/ 
 
2019 Global Inventory of Organized Social Media Manipulation 
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-
Report19.pdf 
 
2020 Directory of Directories 
http://www.2020DirectoryOfDirectories.com/ 
 
2020 Guide to Finding Experts by Using the Internet 
http://www.FindingExperts.info/ 
 
2020 New Economy Resources 
http://www.2020NewEconomy.com/ 
 
2021 Guide to Internet Privacy Resources and Tools 
http://www.StealthMode.info/ 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://drippler.com/drip/10-best-security-privacy-apps-smartphones-tablets
http://10minutemail.com/10MinuteMail/index.html
http://www.popsci.com/keep-your-secrets-a-secret
http://netforbeginners.about.com/od/readerpicks/tp/Reasons-to-Use-a-VPN-Service.htm
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-articles/item/17541-10-secure-apps-to-try-in-2017
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-articles/item/17541-10-secure-apps-to-try-in-2017
https://www.nytimes.com/2019/10/04/smarter-living/10-tips-internet-privacy-crowdwise.html
https://www.nytimes.com/2019/10/04/smarter-living/10-tips-internet-privacy-crowdwise.html
http://12vpn.com/
https://www.comparitech.com/blog/vpn-privacy/free-vpn/
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-Report19.pdf
http://www.2020directoryofdirectories.com/
http://www.findingexperts.info/
http://www.2020neweconomy.com/
http://www.stealthmode.info/
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2021 Guide to Searching the Internet 
http://www.SearchingTheInternet.info/ 
 
Accountable - Secure, Cloud-Based HIPAA Compliance Management Platform 
http://accountablehq.com/ 
 
Account Killer – Delete Online Accounts or Profiles 
https://www.accountkiller.com/ 
 
AES Crypt - Advanced Open Source File Encryption 
https://www.aescrypt.com/ 
 
A Guide for Guarding Personal Information in the Workplace 
http://www.sharefile.com/datasecurity.aspx 
 
A Guide To Protecting Children's Privacy Online 
https://www.bestvpnrating.com/guide-children-privacy 
 
AIRS Internet and Online Privacy Resources Articles 
https://www.airsassociation.org/airs-articles/content/internet-privacy 
 
Aloha Browser - Private and Secure Mobile Browser 
https://alohabrowser.com/ 
 
A Model Regime of Privacy Protection by Daniel J. Solove and Chris Jay Hoofnagle 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294 
 
Aniscartujo VPN 
https://aniscartujo.com/vpn/ 
 
Anonabox – Original Plug and Play TOR Router 
https://www.anonabox.com/index.html 
 
Anonymity and Privacy On the Internet 
http://www.iusmentis.com/technology/remailers/index.html 
 
Anonymizer - Anonymous Web Surfing, Anti Spyware, Anonymous Proxy, & 
Identity Protection 
http://www.anonymizer.com/ 
 
AnonyMouse.org 
http://anonymouse.org/ 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.searchingtheinternet.info/
http://accountablehq.com/
https://www.accountkiller.com/
https://www.aescrypt.com/
http://www.sharefile.com/datasecurity.aspx
https://www.bestvpnrating.com/guide-children-privacy
https://www.airsassociation.org/airs-articles/content/internet-privacy
https://alohabrowser.com/
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294
https://aniscartujo.com/vpn/
https://www.anonabox.com/index.html
http://www.iusmentis.com/technology/remailers/index.html
http://www.anonymizer.com/
http://anonymouse.org/
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Anonymous eMail 
http://www.5ymail.com/ 
 
Anonymous Email Forwarding – Create Unlimited Email Aliases for Free 
https://anonaddy.com/ 
 
Anonymous Remailer FAQ - Email Privacy FAQ 
http://www.andrebacard.com/remail.html 
 
Anonymous Voting System 
http://sourceforge.net/projects/anonymousvoting/ 
 
An Overview of Steganography for the Computer Forensics Examiner by Gary C. 
Kessler 
http://www.garykessler.net/library/fsc_stego.html 
 
AntiOnline - Maximum Security for a Connected World 
http://www.antionline.com/ 
 
Anti-Phishing Working Group (APWG) 
http://www.antiphishing.org/ 
 
APAS Anonymous Remailer Use [FAQ 1/8]: Overview 
http://www.faqs.org/faqs/privacy/anon-server/faq/use/part1/ 
 
Apple's commitment to privacy 
http://www.apple.com/privacy/ 
 
Aqua Project 
https://aqua.mpi-sws.org/ 
 
AT&T Privacy Bird 
http://privacybird.org/ 
 
A Taxonomy of Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622 
 
Awesome Machine Learning for Cyber Security 
https://github.com/jivoi/awesome-ml-for-cybersecurity 

AxCrypt File Encryption Software - Free Personal Privacy and Security for 
Windows 
http://www.axantum.com/ 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.5ymail.com/
https://anonaddy.com/
http://www.andrebacard.com/remail.html
http://sourceforge.net/projects/anonymousvoting/
http://www.garykessler.net/library/fsc_stego.html
http://www.antionline.com/
http://www.antiphishing.org/
http://www.faqs.org/faqs/privacy/anon-server/faq/use/part1/
http://www.apple.com/privacy/
https://aqua.mpi-sws.org/
http://privacybird.org/
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622
https://github.com/jivoi/awesome-ml-for-cybersecurity
http://www.axantum.com/
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AZSecure-data.org – Intelligence and Security Informatics Data Sets 
https://www.azsecure-data.org/ 

Basic Cryptanalysis 
http://www.umich.edu/~umich/fm-34-40-2/ 
 
Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate 
Surveillance by Bennett Cyphers 
https://www.eff.org/wp/behind-the-one-way-mirror 
 
Berklett Cybersecurity 
https://cyber.law.harvard.edu/research/cybersecurity# 
 
Be Safe On the Internet 
https://securitycheckli.st/ 
 
Be Smart – Shop Safe 
https://foundation.mozilla.org/en/privacynotincluded/?utm_source=MIT+Technology+Re
view&utm_campaign=5ac7dd7734-
EMAIL_CAMPAIGN_2018_11_20_12_53&utm_medium=email&utm_term=0_997ed6f
472-5ac7dd7734-156510349 
 
Best Secure Mobile Messaging Apps  
https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-
articles/item/18203-the-best-secure-mobile-messaging-apps-2017-how-to-send-
messages-privately-most-private-messaging-apps 
 
Binfer - File Transfer - eMail - Instant Messaging 
http://www.binfer.com/ 
 
Bishop Fox Cybersecurity Style Guide 
https://www.bishopfox.com/blog/2018/02/hello-world-introducing-the-bishop-fox-
cybersecurity-style-guide/ 
 
BitClave - Secure and Private Online Search Experience 
https://www.bitclave.com 
 
Bitmessage - P2P Communication Protocol To Send Encrypted Messages 
https://bitmessage.org/wiki/Main_Page 
 
Blackberry Workspaces – The Most Secure Enterprise-grade File Sync & Share 
https://www.blackberry.com/us/en/products/communication/blackberry-workspaces-efss 
 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
https://www.azsecure-data.org/
http://www.umich.edu/%7Eumich/fm-34-40-2/
https://www.eff.org/wp/behind-the-one-way-mirror
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https://foundation.mozilla.org/en/privacynotincluded/?utm_source=MIT+Technology+Review&utm_campaign=5ac7dd7734-EMAIL_CAMPAIGN_2018_11_20_12_53&utm_medium=email&utm_term=0_997ed6f472-5ac7dd7734-156510349
https://foundation.mozilla.org/en/privacynotincluded/?utm_source=MIT+Technology+Review&utm_campaign=5ac7dd7734-EMAIL_CAMPAIGN_2018_11_20_12_53&utm_medium=email&utm_term=0_997ed6f472-5ac7dd7734-156510349
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https://www.airsassociation.org/services-new/airs-knowledge-network-n/airs-articles/item/18203-the-best-secure-mobile-messaging-apps-2017-how-to-send-messages-privately-most-private-messaging-apps
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BleachBit – Clean Your System and Free Disk Space 
https://www.bleachbit.org/ 
 
Blockchain – Security and Privacy Infrastructure 
https://www.Blockchain.com/ 
https://en.wikipedia.org/wiki/Blockchain 
 
Block Survey - Privacy Focused Surveys, Polls and Forms 
https://blocksurvey.org/ 
 
Blur – Protects Your Passwords, Payments, and Privacy 
https://dnt.abine.com/#login/dashboard 
 
Boxcryptor - Highest Security for Your Files In the Cloud 
https://www.boxcryptor.com/ 
 
Brave Web Browser 
http://www.brave.com/ 
 
Bridgefy – Make Your Mobile App Work Without Internet 
https://www.bridgefy.me/ 
 
BugMeNot.com 
http://www.BugMeNot.com/ 
 
Building a New Tor That Can Resist Next-Generation State Surveillance 
http://arstechnica.com/security/2016/08/building-a-new-tor-that-withstands-next-
generation-state-surveillance/ 
 
CalECPA and the Legacy of Digital Privacy 
https://medium.com/@maassive/an-open-letter-to-gov-jerry-brown-c1f45f3b704a 
 
Call-Safely - Protect Your Privacy and Call Safely 
http://www.call-safely.com/ 
 
Cato Networks - Network Security As a Service 
http://www.catonetworks.com/ 
 
Censorship Can’t Be The Only Answer To Disinformation Online 
https://www.eff.org/deeplinks/2019/05/censorship-cant-be-only-answer-disinformation-
online 
 
CCleaner 
http://www.ccleaner.com/ 

http://www.awarenesswatch.com/
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ccrypt - Secure Encryption and Decryption of Files and Streams 
http://ccrypt.sourceforge.net/ 
 
ChatGrape - Communicate Efficiently with Secure Enterprise Messenger 
https://chatgrape.com/ 

ChatSecure – Encrypted Messenger for iOS  
https://www.chatsecure.org/ 

Chot.us– Private and Privacy Focused Chatting Rooms for Free 
https://chot.us/ 
 
CLIQZ Browser - Surf and Find Ultra Safe and Ultra Fast 
https://cliqz.com/en/ 
 
Cloakmy - Secure Messages 
https://cloakmy.org/ 
 
CloudSafe - Safe Harbor for Sensitive Data 
https://cloudsafe.com/ 
 
Cluster - Private Spaces For You and Your Friends 
https://cluster.co/ 
 
Code.org: CS Principles Unit 4 - Big Data and Privacy  
http://curriculum.code.org/csp-19/unit4 
 
COGIPAS.com - Complete Online Guide to Internet Privacy, Anonymity and 
Security 
http://cogipas.com/ 
 
Conceptualizing Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=313103 
 
Confide - Your Off-The Record Messenger 
https://GetConfide.com/ 
 
Consumer Industry Group Creates Connected Home Security Checklist by Chase 
Martin 
https://www.mediapost.com/publications/article/297751/consumer-industry-group-
creates-connected-home-sec.html 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://ccrypt.sourceforge.net/
https://chatgrape.com/
https://www.chatsecure.org/
https://chot.us/
https://cliqz.com/en/
https://cloakmy.org/
https://cloudsafe.com/
https://cluster.co/
http://curriculum.code.org/csp-19/unit4
http://cogipas.com/
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=313103
https://getconfide.com/
https://www.mediapost.com/publications/article/297751/consumer-industry-group-creates-connected-home-sec.html
https://www.mediapost.com/publications/article/297751/consumer-industry-group-creates-connected-home-sec.html


 
Awareness Watch V18N10 October 2020 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2020 Marcus P. Zillman, M.S., A.M.H.A. 

8 

COTSE-Privacy Resources - Privacy Watch 
http://www.cotse.net/privacy/ 
 
COWL: A Confinement System for the Web 
http://cowl.ws/ 
 
Cryptography and Security 
http://people.csail.mit.edu/rivest/crypto-security.html 
 
CryptoHeaven - Secure and Anonymous eMail, Online Storage and File Sharing 
http://www.cryptoheaven.com/ 
 
CryptoHippie - Protect Individuality and Privacy On the Internet With Encryption 
and Anonymity 
https://secure.cryptohippie.com/products.php 
 
Cryptomator - Free Client-Side Encryption for Your Cloud Files 
https://cryptomator.org/ 
 
Crystal Security 
http://www.crystalsecurity.eu/ 
 
Cyber Dust – Freely Available Fully Encrypted and Self Destructing Messages 
http://www.Cyberdust.com/ 
 
CyberGhost VPN 
http://www.CyberGhostVPN.com/ 
 
Cybersecurity Curriculum Resources 
https://niccs.us-cert.gov/education/curriculum-resources 
 
Darik's Boot and Nuke (Hard Drive Disk Wipe) 
http://www.dban.org/ 
 
Data & Society 
https://datasociety.net/ 
 
Data Privacy: Our Current and Future Commitment 
https://www.instructure.com/canvas/blog/data-privacy-our-current-and-future-
commitment 
 
Data Selfie 
https://dataselfie.it/ 
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Decentralized AI Alliance 
https://daia.foundation/ 
 
Decing - Decisions Through Secret and Private Votes 
http://www.decing.com/ 
 
Deep Web Research and Discovery Resources 2020 
http://www.DeepWeb.us/ 
 
Deseat.me – Clean Up Your Existence 
https://www.deseat.me/ 
 
Detectify - SaaS Based Website Security Scanner 
https://detectify.com/ 
 
Digital Private Vault 
https://www.digitalprivatevault.com/ 
 
Digital Security Advice for Journalists Covering the Protests Against Police 
Violence 
https://www.eff.org/deeplinks/2020/06/digital-security-advice-journalists-covering-
protests-against-police-killings 
 
Digital Shadows - Cyber Threat Intelligence 
http://www.digitalshadows.com/ 
 
Disconnect Search – Take Back Your Privacy 
https://disconnect.me/ 
 
Dissent – Accountable Anonymous Group Communication 
http://dedis.cs.yale.edu/dissent/ 
 
DNS Stuff 
http://www.dnsstuff.com/ 
 
DNS.Watch 
https://dns.watch/index 
 
Documentation of Internet Filtering Worldwide by Jonathan Zittrain and Benjamin 
Edelman 
http://cyber.law.harvard.edu/filtering/ 
 
DocuSign 
https://www.docusign.com/ 
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Do Not Track Me 
https://www.abine.com/dntdetail.php 
 
Dooble Web Browser - Fast, Simple and Secure 
https://textbrowser.github.io/dooble/ 
 
DuckDuckGo – Privacy Search Engine 
https://duckduckgo.com/ 
 
Easy, Expert Setup Tips for Maximum Privacy On Your New Device by Allen St. 
John 
https://www.consumerreports.org/privacy/easy-expert-setup-tips-for-maximum-privacy-
on-your-new-device/ 
 
Economic Crime Investigation Institute 
http://www.ecii.edu/ 
 
EEXCESS - Enhancing Europe’s eXchange in Cultural Educational and Scientific 
reSources 
http://eexcess.eu/ 
 
EFF - Electronic Frontier Foundation 
http://www.eff.org/ 
 
EFF Releases - Protect Yourself From Electronic Spying with "Surveillance Self-
Defense 
https://ssd.eff.org/ 
 
Electronic Privacy Information Center 
http://www.epic.org/ 
 
Encrypted Messaging – What Is It, Why Should You Use It and What Are the Best 
Apps? 
https://pixelprivacy.com/resources/encrypted-messaging/ 
 
Encryption Technology Could Protect the Privacy of Your DNA 
https://gizmodo.com/encryption-technology-could-protect-the-privacy-of-your-
1797986274 
 
Encryptr - Free Open Source Password Manager and eWallet - Zero-Knowledge, 
Cloud-Based and Private 
https://encryptr.org/ 
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Encrypt.to - Send Encrypted Messages By One Click 
https://encrypt.to/ 
 
End-To-End - Encrypy, Decrypt, Dogital Sign and Verify Signed Messages 
https://code.google.com/p/end-to-end/ 
 
Enigma Project - A Decentralized Computation Network With Guaranteed Privacy 
https://medium.com/@enigmaMPC 
 
Epic Privacy Browser - What You Browse and Search Should Always Be Private 
https://www.epicbrowser.com/ 
 
EPIC Online Guide to Practical Privacy Tools 
http://www.epic.org/privacy/tools.html 
 
EPIC Online Guide to Privacy Resources 
http://epic.org/privacy/privacy_resources_faq.html 
 
Epiphany - A New Blogging Experience 
https://epiphany.pub/ 
 
Eraser - Advanced Security Tool Remove Sensitive Data From Your Hard Drive 
http://eraser.heidi.ie/ 
etherpad - Collaborating In Really Real-Time 
http://etherpad.org/ 
 
EULAlyzer - Analyze License Agreements for Interesting Words and Phrases 
http://www.brightfort.com/eulalyzer.html 
 
EveryCloud - Spam Filtering and Email Archiving 
https://www.EveryCloud.com/ 
 
Everykey - The Master Key To Your Phone, Laptop, Website, Accounts and More 
https://everykey.com/ 
 
ExpressVPN 
http://www.ExpressVPN.com/ 
 
Faceless.me VPN - Surf the Web Anonymously and Protect Your Data 
http://faceless.me/ 
 
Fake Mail Generator 
http://www.fakemailgenerator.com/ 
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Fakena.me - Generates Random Fake Names, Addresses, Usernames, Passwords 
and eMail Address 
https://fakena.me/ 
 
Fathom - Fast, Simple and Privacy-Focused Website Analytics 
https://usefathom.com/ 
 
Federal Privacy Council (FPC) 
https://www.fpc.gov/ 
 
Figure 1 - Free, Safe Photo Sharing for Healthcare Professionals 
https://figure1.com/ 
 
FireChat – Free Peer-To-Peer Messaging App With and Without Internet 
https://www.opengarden.com/firechat/ 
 
Firefox Focus - Privacy Browser 
https://support.mozilla.org/en-US/kb/focus 
 
Firefox Send - Simple, Private File Sharing 
https://send.firefox.com/ 
 
Focus on the Data – Unique Insights and Practical Guidance on Privacy and Data 
Security Issues Worldwide 
http://www.focusonthedata.com/ 
 
For Your Eyes Only: Online Privacy 
https://medium.com/@AltNSA/for-your-eyes-only-online-privacy-2eecac94b85a 
 
FoxyProxy - Set of Proxy and VPN Management Tools 
https://getfoxyproxy.org/ 
 
Freedom of Information Act Electronic Reading Room 
http://www.foia.cia.gov 
 
FreedomPop - Communicate Securely and Anonymously 
http://www.freedompop.com/ 
 
Free File Shredder 4.1.2 
http://www.kakasoft.com/file-shredder/ 
 
FreeNode - Free and Open Source Communities 
http://freenode.net/ 
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Free Public Proxy Servers List: WWW, FTP, IRC, SOCKS, TELNET, WINGATE 
http://tools.rosinstrument.com/proxy/ 
 
FRONTLINE: United States of Secrets 
http://www.pbs.org/wgbh/pages/frontline/united-states-of-secrets/ 
 
Frost - Freenet Client Providing Newsgroup-Like Private Encrypted Messages 
http://jtcfrost.sourceforge.net/ 
 
GDPR in Action – Step by Step Guide by Tanmay Deshpande 
https://medium.com/@tanmay.avinash.deshpande/gdpr-in-action-step-by-step-guide-
7eb489577425 
 
Genetic Privacy 
http://epic.org/privacy/genetic/ 
 
Ghostery - Faster, Safer and Smarter Browsing 
https://www.ghostery.com/ 
 
GhostPath – Keep Your Data Private 
https://ghostpath.com/ 
 
GhostVolt - Smart Encryption Built for Teamwork 
https://ghostvolt.com/ 
 
Gibiru - Uncensored Anonymous Search 
http://gibiru.com/ 
 
GishPuppy - Take Back Your eMail 
http://www.gishpuppy.com/ 
 
GlassWire - Network Security Monitor and Firewall Tool 
https://www.glasswire.com/ 
 
Global Internet Freedom Consortium - Inform, Connect and Empower the People 
http://www.internetfreedom.org/ 
 
Global Privacy Resources 
http://it.ojp.gov/default.aspx?area=globalJustice&page=2328 
 
Global Voices Online 
http://globalvoicesonline.org/ 
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GnuPG (The GNU Privacy Guard) 
http://www.gnupg.org/ 
 
Go Anonymous: How To Delete Your Entire Social Media Presence by Megan Ellis 
https://www.makeuseof.com/tag/delete-social-media/ 
 
GoldBug - Private Communication 
https://sourceforge.net/projects/goldbug/ 
 
Guardster - Your Privacy Headquarters 
http://guardster.com/ 
 
Guerrilla Mail - Disposable Temporary eMail Address 
http://www.guerrillamail.com/ 
 
Guide To Privacy Resources 2020 
http://www.StealthMode.info/ 
 
Hashgraph - The Future of Decentralized Technology - Superior Distributed Ledger 
Technology 
http://hashgraph.com/ 
https://www.hedera.com/ 
 
Haven: Keep Watch 
https://guardianproject.github.io/haven/ 
 
Health Privacy Project 
https://www.cdt.org/issue/health-privacy 
 
Helpy - Customer Support Software for Organizations Serious About Data Control 
https://helpy.io/ 
 
Hide My Ass - Free Web Proxy 
http://hidemyass.com/ 
 
Homomorphic Encryption 
https://searchsecurity.techtarget.com/definition/homomorphic-encryption 
 
HotspotShield - Internet Privacy and WiFi Security Wherever You Are 
http://www.hotspotshield.com/ 
 
 
 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.gnupg.org/
https://www.makeuseof.com/tag/delete-social-media/
https://sourceforge.net/projects/goldbug/
http://guardster.com/
http://www.guerrillamail.com/
http://www.stealthmode.info/
http://hashgraph.com/
https://www.hedera.com/
https://guardianproject.github.io/haven/
https://www.cdt.org/issue/health-privacy
https://helpy.io/
http://hidemyass.com/
https://searchsecurity.techtarget.com/definition/homomorphic-encryption
http://www.hotspotshield.com/


 
Awareness Watch V18N10 October 2020 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2020 Marcus P. Zillman, M.S., A.M.H.A. 

15 

How Do I Protect My Online Privacy From “Surveillance Capitalism”? by Jack 
Schofield 
https://www.theguardian.com/world/askjack/2019/dec/05/how-do-i-protect-my-online-
privacy-from-surveillance-capitalism 
 
How Planting False Digital Footprints Can Help You Regain Some Privacy Online 
http://www.slate.com/articles/technology/future_tense/2015/09/an_interview_with_obfus
cation_co_author_finn_brunton_about_online_privacy.html 
 
How Pretty Good Privacy Works, and How You Can Use It for Secure 
Communications by Radu Raicea 
https://medium.freecodecamp.org/how-does-pretty-good-privacy-work-3f5f75ecea97 
 
How To Add a Layer of Privacy To Your Conversations Using Tor Messenger by 
Jack Wallen 
https://www.techrepublic.com/article/how-to-add-a-layer-of-privacy-to-your-
conversations-using-tor-messenger/ 
 
How to Blog Safely (About Work or Anything Else) 
https://www.eff.org/wp/blog-safely 
 
How To Browse the Web As Anonymously As Possible  
https://pixelprivacy.com/resources/browse-web-anonymously/ 
 
HOWTO ByPass Internet Censorship 
http://www.zensur.freerk.com/ 
 
How To Create an Anonymous Email by Dana Jackson 
https://thebestvpn.com/anonymous-email/ 
 
How To Deep Clean Your Online Activity 
http://www.bbc.com/news/technology-41735619 
 
How To Delete Yourself From the Internet by Kim Komando 
http://www.foxnews.com/tech/2017/06/25/how-to-delete-yourself-from-internet.html 
 
How to Ditch Big Brother and Disappear Forever 
http://lifehacker.com/5676149/how-to-ditch-big-brother-and-disappear-forever 
 
How To Encrypt All Your Data by Ben Dickson 
https://www.dailydot.com/layer8/encrypted-email-messaging-apps/ 
 
How To Encrypt and Protect Your eMail by Paul Bischoff 
https://www.comparitech.com/blog/vpn-privacy/how-to-encrypt-email/ 
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How To Encrypt (almost) Anything Article 
http://www.pcworld.com/article/2025462/how-to-encrypt-almost-anything.html 
 
How To Encrypt Your Internet Traffic 
https://choosetoencrypt.com/tech/how-to-encrypt-your-internet-traffic/ 
 
How To Go Invisible Online by Kevin Mitnick 
https://www.wired.com/2017/02/famed-hacker-kevin-mitnick-shows-go-invisible-
online/?mbid=social_twitter 
 
How to Hide from Machines 
http://dismagazine.com/dystopia/evolved-lifestyles/8115/anti-surveillance-how-to-hide-
from-machines/ 
 
How To Keep Your Web Browsing Private by Jennifer Golbeck, Ph.D. 
https://www.psychologytoday.com/blog/your-online-secrets/201703/how-keep-your-
web-browsing-private 
 
How To Make A Website GDPR Compliant by Daniel Tannenbaum 
https://www.techradar.com/news/how-to-make-a-website-gdpr-compliant 
 
How To Navigate the Internet Around PRISM 
http://www.salon.com/2013/06/09/can_you_use_the_internet_without_prism_partner/ 
 
How To Opt Out of Everything From Credit Card Offers to Group Texts 
http://www.vox.com/2015/3/25/8287793/how-to-opt-out 
 
How To Opt Out of Unwanted Communications 
http://www.bespacific.com/how-to-opt-out-of-unwanted-communications/ 
 
How To Pick a VPN To Keep Your Internet Browsing Secure and Private 
https://qz.com/948506/how-to-pick-a-vpn-to-keep-your-internet-browsing-secure-and-
private/ 
 
How To Protect Your Digital Privacy 
https://www.nytimes.com/guides/privacy-project/how-to-protect-your-digital-privacy 
 
How To Set Up a Secure Phone by David Koff 
https://medium.com/@TheTechTutor/how-to-set-up-a-secure-phone-c8f3ad090871 
 
How To Stay Anonymous Online 
https://www.csail.mit.edu/how_to_stay_anonymous_online 
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How To Stay (Mostly) Anonymous Online by Christopher Elliott 
http://www.newsweek.com/how-stay-mostly-anonymous-online-557985 

How to Survive GDPR: The Essential Guide to the Web’s New Privacy Regulations 
https://getonwebs.wordpress.com/2018/04/03/how-to-survive-gdpr-the-essential-guide-
to-the-webs-new-privacy-regulations/ 

How to Use the Tor Browser’s Tools to Protect Your Privacy 
https://www.theverge.com/2020/2/21/21138403/tor-privacy-tools-private-network-
browser-settings-security 
 
HTTPS-Only Standard 
https://https.cio.gov/ 
 
Hulbee - Intelligent Answer Engine 
https://hulbee.com/ 
 
Hushed - Your Private Phone App 
http://hushed.com/ 
 
Hushmail Free Encrypted Web-mail, IM and Documents 
https://www.hushmail.com/ 
 
I2P Anonymous Network 
http://www.i2p2.de/ 
 
IBM Privacy Practices on the Internet 
http://www.ibm.com/privacy/us/ 
 
ideaChain - Discover, Share and Manage Ideas 
https://ideacha.in/ 
 
Incapsula – CDN, DDoS protection, Load Balancing  
http://www.incapsula.com/ 
 
Information Disorders 2020 
http://www.InformationDisorders.com/ 
 
Information Valet Project 
http://informationvalet.wordpress.com/ 
 
Instars – Earn Crypto for Consensual Data Exchange 
https://instars.com/ 
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International Association of Privacy Professionals 
https://www.privacyassociation.org/ 
 
International Privacy Law Library 
http://www.worldlii.org/int/special/privacy/ 
 
Internet Censorship 2020: A Global Map of Internet Restrictions 
https://www.comparitech.com/blog/vpn-privacy/internet-censorship-map/ 
 
Internet Hoaxes 2020 
http://www.InternetHoaxes.info/ 
 
Internet Privacy and eMail Security 
http://www.privacyresources.org/ 
 
Internet Privacy Guide - Keeping Your Data Safe Online by Christian Stewart 
https://hackernoon.com/internet-privacy-guide-keeping-your-data-safe-online-
be3d823f05f5 
 
Internet Privacy: New Browser PlugIns Hide User Activity From ISPs By Creating 
Digital Noise 
http://www.ibtimes.com/internet-privacy-new-browser-plugins-hide-user-activity-isps-
creating-digital-noise-2533083 
 
Introduction to Cyber Security and Data Protection 
https://online.york.ac.uk/resources/introduction-to-cyber-security-data-protection/ 
 
iPrivacyTools 
http://www.iprivacytools.com/ 
 
IPsec - Internet Protocol Security 
http://en.wikipedia.org/wiki/IPsec 
 
IPVanish 
http://www.IPVanish.com/ 
 
IRL Podcast 
https://irlpodcast.org/ 
 
Is Data Privacy Real? Don’t Bet On It 
https://knowledge.wharton.upenn.edu/article/data-privacy-real-dont-bet/ 
 
Iubenda - Privacy Policy Generator 
https://www.iubenda.com/ 
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IVPN - Protect Your Online Privacy From Anywhere 
https://www.ivpn.net/ 
 
IXmaps – Map Your Internet 
https://ixmaps.ca/ 
 
Ixquick Search Engine - Protects Your Privacy 
https://www.ixquick.com/ 
 
iZSearch - More Privacy and Less Ads 
http://izsearch.com/ 
 
Jigsaw - Finding the Missing Pieces 
https://jigsaw.google.com/vision/ 
 
JotOnce – Password Protected, Shareable Notes  
http://jotonce.com/ 
 
JUMPTO - Trusted Name In Online Security and Identity Protection Solutions 
http://www.jumpto.com/ 
 
JustDeleteMe – Escape From the Web and Leave No Trace 
http://www.justdeleteme.com/ 
 
KeePassX - Cross Platform Password Manager 
https://www.keepassx.org/ 
 
Keeping Your Kids Safe Online by Meg Cannistra 
https://www.allconnect.com/blog/keeping-kids-safe-online/ 
 
Kleopatra - Certificate Manager and Unified Crypto GUI 
https://www.kde.org/applications/utilities/kleopatra/ 
 
LastPass ... 
https://lastpass.com/ 
 
Laverna - Note Taking Application With Privacy 
https://laverna.cc/ 
 
Let's Encrypt - Free, Automated and Open New Certificate Authority 
https://letsencrypt.org/ 
 
LockDown - Take Back Your Privacy 
https://www.lockdownfiles.com/ 
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LogDog - Don't Get Hacked 
https://getlogdog.com/ 
 
MagicPad – Free and Open Source Encryption Suite for Files, Messages and More 
https://www.magicpad.io/ 
 
MailDrop - Save Your Inbox From Spam 
http://maildrop.cc/ 
 
Mailinator - Instant and Temporary Spam Free eMail Address 
http://www.mailinator.com/ 
 
Mailvelope - OpenPGP Encryption for Webmail 
https://www.mailvelope.com/ 
 
Mario's Brief Report About Your Internet Access Connection 
http://mprofaca.cro.net/report.html 
 
Markle Foundation - Addressing Crticial Public Needs in the Information Age 
http://www.markle.org/ 
 
Martus - The Global Social Justice Monitoring System 
http://www.martus.org/ 
 
Mattermost - High Trust Messaging for the Enterprise 
https://mattermost.com/ 
 
Me and My Shadow 
https://myshadow.org/ 
 
Mega – The Privacy Company 
https://mega.co.nz/ 
 
MIT Researchers Devise a Secure Anonymity Network That’s 10x Faster Than Tor 
http://www.extremetech.com/internet/231817-mit-researchers-devise-a-secure-
anonymity-network-thats-10x-faster-than-tor 
 
Mumble – Decentralized Encrypted Text and Voice Chat for Passionate and 
Thriving Communities 
https://trymumble.com/ 
 
MuteMail - Secure and Anonymous eMail System 
http://www.mutemail.com/ 
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myTrashMail.com - Temporary and Anonymous eMail 
http://www.mytrashmail.com/ 
 
nCrypted Cloud - Enterprise Grade Security e-Share 
https://www.encryptedcloud.com/ 
https://www.e-share.us/ 

New Normal Startup Resources 2020 
http://www.NewNormalStartUpResources.com/ 

New Quantum-Entanglement Record Could Spur Hack-Proof Communications 
https://www.livescience.com/59502-new-quantum-entanglement-record.html 
 
Neil's Security and Privacy Resources 
http://www.jjtc.com/Security/ 
 
No Place to Hide – A 6-Episode Podcast On the State of Privacy 
https://bobsullivan.net/cybercrime/privacy/announcing-no-place-to-hide-a-6-episode-
podcast-on-the-state-of-privacy/ 
 
NordVPN 
http://www.NordVPN.com/ 
 
NoteShred - Send Encrypted, Password Protected Notes That Automatically Shred 
After Reading 
https://www.noteshred.com/ 
 
Novo Ordo - eMail Privacy 
http://www.novo-ordo.com/ 
 
Obin - Client Side Encrypted PasteBin 
https://0bin.net/ 
 
Off-the-Record (OTR)Messaging 
http://www.cypherpunks.ca/otr/ 

One Startup’s Vision To Reinvent the Web for Better Privacy 
https://www.technologyreview.com/s/603352/one-startups-vision-to-reinvent-the-web-
for-better-privacy/ 

Omlet - Open Messaging Platform 
http://www.omlet.me/ 
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Onion Browser - An Open-Source Privacy Enhancing Web Browser for iOS 
https://mike.tig.as/onionbrowser/ 

OnionShare - Securely and Anonymously Share Files of Any Size 
https://onionshare.org/ 

Online Privacy Guide for Journalists 2020                   
https://www.vpnmentor.com/blog/online-privacy-journalists/ 

Online Security 101: Tips for Protecting Your Privacy from Hackers and Spies by 
Zack Whittaker                                                                    
http://www.zdnet.com/article/simple-security-step-by-step-guide/ 

Open Data Privacy                                          
https://dash.harvard.edu/handle/1/30340010 

OpenNet Initiative 
https://opennet.net/ 

Open Observatory of Network Interference (OONI) 
https://ooni.torproject.org/ 

OpenPrivacy Initiative 
http://www.openprivacy.org/ 

OpenPuff - Professional Steganography Tool 
http://embeddedsw.net/OpenPuff_Steganography_Home.html 

OpenScape - Secure Web Collaboration - Unify 
http://www.unify.com/us/products-services/unified-communications/applications/web-
collaboration/ 
 
Open Society Institute 
http://www.osi.am/ 
 
Open Whisper Systems – Signal Private Messenger 
https://whispersystems.org/ 
 
Orbot - Proxy with Tor 
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en 
 
Oscobo Search Engine for Privacy 
https://www.oscobo.com/ 
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Panopticlick - How Unique and Trackable Is Your Browser Test 
http://panopticlick.eff.org/ 
 
PaperKarma™ – Kill Unwanted Mail, Not Trees  
https://www.paperkarma.com/ 
 
ParanoidPaul - Track Changes to Privacy Policies, Terms, Conditions and User 
Agreements 
http://www.paranoidpaul.com/ 
 
Pass Generator 
https://passgenerator.com/ 
 
PassPack - Free Anonymous Online Password Manager 
http://www.passpack.com/ 
 
Password Safe 
https://pwsafe.org/ 
 
Patient Privacy Rights  
http://www.patientprivacyrights.org/ 
 
PauBox - Encrypted eMail for Modern Healthcare 
https://www.paubox.com/ 
 
Peekier - Privacy Oriented Search Engine 
https://peekier.com/ 
 
Pew Research Center: Americans and Cybersecurity 
http://www.pewinternet.org/2017/01/26/americans-and-cybersecurity 
 
PhoneDynamo - Accept Calls Anonymously Without Revealing Your Phone 
Number 
http://www.phonedynamo.com/ 
 
PirateBox - DIY Anonymous Offline File-Sharing and Communications System 
http://piratebox.cc/ 
 
Pixel Privacy – Protect Your Online Privacy 
https://pixelprivacy.com/ 
 
Plagiarism Checker Free 
https://www.plagiarismcheckerfree.com/ 
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Platform for Privacy Preferences (P3P) Project 
http://www.w3.org/P3P/ 
 
PlusPrivacy – Unified Dashborad for Privacy Protection 
https://plusprivacy.com/ 
 
Ponemon Institute 
http://www.ponemon.org/ 
 
Populr - Create and Share Secure, Trackable WebPages 
https://populr.me/ 
 
PORTIA - Privacy, Obligations, and Rights in Technologies of Information 
Assessment 
http://crypto.stanford.edu/portia/ 
 
Pretty Good Privacy (PGP) 
http://en.wikipedia.org/wiki/Pretty_Good_Privacy 
 
PriBot – Chat with PriBot About Any Privacy Policy – AI Powered Privacy Policies 
https://pribot.org/ 
 
Privacy and Security Portal Magazine 
https://flipboard.com/@picartsan/privacy-and-security-portal-magazine-hj09sas2y 
 
Privacy Angel – Protect Your Privacy Online 
https://privacyangel.com/ 
 
Privacy APIs for the Internet of Things 
http://iotprivacyapis.quickmvp.com/ 
 
Privacy.li - Privacy Tool Website for Anonymity 
http://www.privacy.li/ 
 
Privacy Badger - Blocks Spying Ads and Invisible Trackers 
https://www.eff.org/privacybadger/ 
 
Privacy Bill – U.S. Government 
https://usprivacybill.intel.com/legislation/ 
 
Privacy Eraser – Clean Your Tracks and Protect Your Privacy 
http://www.cybertronsoft.com/products/privacy-eraser/ 
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Privacy-Focused Surveys, Polls and Forms 
https://blocksurvey.io/ 
 
Privacy Forum 
http://www.vortex.com/privacy/ 
 
Privacy Icons 
https://disconnect.me/icons 
 
Privacy Matters! 5 Apps That Keep Your Data Safe and Private by Mihir Patkar 
https://www.makeuseof.com/tag/privacy-matters-5-apps-keep-data-safe-private/ 
 
Privacy Online: VPN Beginner’s Guide 
https://thebestvpn.com/what-is-vpn-beginners-guide/ 
 
Privacy Policy Generator for Websites and Apps 
http://www.iubenda.com/en 
 
Privacy Resources 2020 
http://www.PrivacyResources.info/ 
 
Privado Search Engine 
https://www.privado.com/ 
 
Privacy Rights Clearinghouse 
http://www.privacyrights.org/ 
 
Privacy Tools for Sharing Research Data 
http://privacytools.seas.harvard.edu/ 
 
Privately - Swiss Privacy and Data Protection Solutions 
http://www.privately.eu/ 
 
Privatize 
http://privatize.io/ 
 
Privnote - Send Notes That Will Self Destruct After Being Read 
https://privnote.com/ 
 
Privoxy - Free Software Privacy Enhancement 
http://www.privoxy.org/ 
 
Protect Your Online Business from Legal Liability – Privacy Policy 
http://www.disclaimertemplate.com/ 
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Protecting Yourself Against Identity Theft and Fraud – A Guide for Millennials 
https://www.totallymoney.com/identity-theft-protection-guide/ 
 
ProtonMail - Securing Privacy Rights for Everyone 
https://protonmail.ch/ 

ProtonVPN 
https://www.protonvpn.com 

Proxify® - Anonymous Proxy Protects Your Online Privacy Without Installing 
Software 
http://proxify.com/ 
 
PureVPN 
http://www.PureVPN.com/ 
 
Quad9 – Internet Security and Privacy In a Few Easy Steps 
https://www.quad9.net/ 
 
Qubes OS - A Reasonably Secure Operating System 
https://www.qubes-os.org/ 
 
Qwant - Search Engine That Respects Your Privacy 
https://www.qwant.com/ 
 
Reciprocity - Compliance and Risk Management Made Simple 
https://reciprocitylabs.com/ 
 
Reconstructing Electronic Surveillance Law by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445180 
 
Reputation Defender 
http://www.reputation.com/ 
 
Retroshare - Comunicate Secure with Friends 
http://retroshare.sourceforge.net/ 
 
RFDump 
http://www.rfdump.org/ 
 
Ricochet - Anonymous Instant Messaging for Real Privacy 
https://ricochet.im/ 
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Riffle – An Efficient Communication System With Strong Anonymity 
https://people.csail.mit.edu/devadas/pubs/riffle.pdf 
 
Riposte: An Anonymous Messaging System Handling Millions of Users 
http://www.scs.stanford.edu/~dm/home/papers/corrigan-gibbs:riposte.pdf 
 
Safe Share – The Right Way To Share Private Information 
https://www.safeshare.io/ 
 
SafeWeb  
http://safeweb.norton.com/ 
 
Search Encrypt - The Privacy Based Search Engine 
https://www.searchencrypt.com/ 
 
Secure Passwords 101: Why They Matter and How To Create Them 
https://vpnmash.com/privacy/secure-passwords/ 
 
Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
Security In-A Box – Tools and Tactics for Digital Security 
https://securityinabox.org/en 
 
Seecrypt - Privacy Smartphone App for Secure Voice Calls and Text Messages 
https://www.seecrypt.com/ 
 
Send Files Securely 
https://www.sendfilessecurely.com/ 
 
SendSecure.io – Send and Share Files Securely, Directly and Free 
https://sendsecure.io/ 
 
ShareFileVDR - Secure Virtual Data Room 
http://www.sharefile.com/virtual-data-room/ 
 
SharpMail - Anonymous eMail and SMS 
http://sharpmail.co.uk/ 
 
Signal Private Messenger 
https://whispersystems.org 
 
Silent Circle – Enterprise Solutions for Mobile Communications 
https://www.silentcircle.com/ 
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SimplySecure - Usably Secure Technologies 
https://simplysecure.org/ 
 
SiteLock – The Global Leader in Website Security 
https://www.sitelock.com/ 
 
SlashNext - Real-Time Phishing Threat Intelligence 
https://www.slashnext.com/real-time-phishing-threat-intelligence/ 
 
SlyDial - Connects You Directly to Someone's Mobile Voicemail 
http://www.slydial.com/ 
 
Sneakemail - the Anonymizer Anti Spam Service and Spam Filter 
http://sneakemail.com/ 
 
SoftPerfect WiFi Guard  
http://www.softperfect.com/products/wifiguard/ 
 
Somebody Proxy Servers and Anonymizer 
http://www.somebody.net/ 
 
Sookasa - Protect Files Across Cloud Services and Mobile Devices 
https://www.sookasa.com/ 
 
SpamGourmet - Anti-Spam Tool 
https://www.spamgourmet.com/ 
 
Spectre and Meltdown: Cheat Sheet by Nick Heath 
https://www.techrepublic.com/article/spectre-and-meltdown-cheat-sheet/ 
 
SpiderOak - 100% Private Online Backup, Sync and Sharing 
https://spideroak.com/ 
 
Standard Notes - A Simple and Private Notes App 
https://standardnotes.org/ 
 
StartMail - Take Back Your eMail Privacy 
https://www.startmail.com/ 
 
Startpage - World's Most Private Search Engine 
https://www.startpage.com/ 
 
Stealth Mode 
http://www.StealthMode.info/ 
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SurfEasy - Online Privacy 
https://www.surfeasy.com/ 
 
Surveillance Self-Defense – Tips, Tools and How-Tos for Safer Online 
Communications 
https://ssd.eff.org/ 
 
Swirlds - The Platform for Distributed Applications 
http://www.swirlds.com/ 
 
SwissCows - Privacy Safe Web Search 
https://swisscows.com 
 
Switzerland Network Testing Tool 
https://www.eff.org/pages/switzerland-network-testing-tool 
 
Sync.com - Everything in Sync 
https://www.sync.com/ 
 
Tails - Amnesic Incognito Live System - Privacy for Anyone Anywhere 
https://tails.boum.org/ 
 
Talk.net - Do Phone Numbers Say Enough About You 
http://mtalk.net/ 
 
Teen Essential Internet Safety Guide 
http://www.usdish.com/teen-internet-safety 
 
Telegram - SMS on Steroids 
https://telegram.org/ 
 
Telescope - Platform to Write, Publish and Distribute 
https://telescope.ac/ 
 
Temporary Private Message 
https://privatemessages.co/ 
 
Terbium Labs - Matchlight Proactive Security In an Insecure World 
https://terbiumlabs.com/ 
 
Terms of Service - Didn't Read 
https://tosdr.org/ 
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TextPort - Free Online Texting 
http://www.textport.com/ 
 
TextSecure Private SMS/MMS 
https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms 
 
The 4 Best Phones for Privacy and Security by Dallas Thomas  
http://time.com/4993095/smartphones-best-privacy/ 
 
The Apps To Use If You Want To Keep Your Messages Private 
https://www.recode.net/2017/4/15/15297316/apps-whatsapp-signal-imessage-hacking-
hackers-messages-privacy 
 
The Beginner’s Guide To Online Privacy by Iulian Gulea 
https://medium.freecodecamp.org/the-beginners-guide-to-online-privacy-7149b33c4a3e 
 
The Best VPN Services 
http://www.makeuseof.com/tag/best-vpn-services/ 
 
The Coming EU Privacy Regulation Will End Up Remaking the World’s Web 
https://boingboing.net/2018/02/03/race-to-the-top.html 
 
The Consumer-data Opportunity and the Privacy Imperative 
https://www.mckinsey.com/business-functions/risk/our-insights/the-consumer-data-
opportunity-and-the-privacy-imperative 
 
The Daily Swig - Web Security Digest 
https://portswigger.net/daily-swig/ 
 
The Definitive Guide to Internet Privacy and Online Security 
https://www.premierchoiceinternet.com/online-privacy/ 
 
The Digital Journalist’s Legal Guide 
http://www.rcfp.org/browse-media-law-resources/digital-journalists-legal-guide 
 
The Freenet Project 
https://freenetproject.org/ 
 
The Global Disinformation Order 
https://comprop.oii.ox.ac.uk/wp-content/uploads/sites/93/2019/09/CyberTroop-
Report19.pdf 
 
The Good To Know Campaign from Google 
http://www.google.co.uk/goodtoknow/ 
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The Invisible Internet Project (I2P) 
https://geti2p.net/en/ 
 
The National Security Archive 
http://www2.gwu.edu/~nsarchiv/index.html 
 
The Origins and Growth of Information Privacy Law by Daniel J. Solove  
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445181 
 
The Paranoid Person’s Guide To Online Privacy 
https://www.fastcompany.com/90316917/the-paranoid-persons-guide-to-online-privacy 
 
The Parents’ Guide to Teaching Your Teen Online Privacy 
https://www.mytutor.co.uk/blog/the-parents-guide-to-teaching-your-teen-online-safety/ 
 
The Privacy Enthusiast’s Guide to Using an iPhone                        
http://lifehacker.com/the-privacy-enthusiasts-guide-to-using-an-iphone-1792386831 
 
The Privacy Page 
http://www.privacy.org/ 
 
The Privacy Panic Cycle: A Guide to Public Fears About New Technologies 
http://www2.itif.org/2015-privacy-panic.pdf 
 
The Privacy Place – An Academic Privacy Research Center 
http://theprivacyplace.org/ 
 
The Quest for Quantum-Proof Encryption Just Made A Leap Forward 
https://www.technologyreview.com/2020/08/03/1005891/search-for-quantum-proof-
encryption-computing-nist/ 
 
These Are the Best VPNs We Found for iOS by Mark Kaufman 
https://mashable.com/2018/02/19/best-vpns-for-ios-devices-iphone-ipad/ 
 
The Secretive Company That Might End Privacy as We Know It 
http://theoreti.ca/?p=7273 
 
The State of Online Privacy  
https://watchdogreviews.com/state-online-privacy/ 
 
The Surveillance Self-Defense Project 
https://ssd.eff.org/ 
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The Surveillance-Industrial Complex - ACLU Report 
http://www.aclu.org/national-security/combatting-surveillance-industrial-complex 
 
The Ultimate Guide To Online Privacy 
http://fried.com/privacy/ 
 
The Ultimate Online Privacy Guide 
https://www.vpngeeks.com/online-privacy-guide/ 
 
The Ultimate Online Privacy Guide 
https://proprivacy.com/guides/the-ultimate-privacy-guide 
 
The Ultimate Privacy Guide 
https://www.bestvpn.com/the-ultimate-privacy-guide/ 
 
The World Wide Web & Internet Privacy 
http://www.whoishostingthis.com/resources/world-wide-web-privacy/ 
 
ThreatPost - Independent News Site for IT and Business Security 
https://threatpost.com/ 
 
Threema - Seriously Secure Mobile Messaging 
https://threema.ch/ 
 
ThrowAwayMail.com 
http://www.throwawaymail.com/ 
 
Tickle - Escape an Awkward Encounter 
http://www.usetickle.com/ 
 
TigerConnect – Where Care Teams and Patients Connect 
https://tigerconnect.com/ 
 
TinyCert - Simple, Free, PKI-as-a-Service 
https://www.tinycert.org/ 
 
Top 5 Privacy PlugIns 
https://www.techrepublic.com/article/top-5-privacy-plugins/ 
 
Top 10 Podcast Episodes About Online Privacy 
https://blog.mozilla.org/internetcitizen/2019/09/19/top-10-podcast-episodes-about-online-
privacy/?utm_medium=email&utm_source=email&utm_campaign=2019fxnews-
en&utm_content=092419 
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TOR: An Anonymous Internet Communication System 
https://www.torproject.org/ 
 
Tor Browser Bundle 
https://www.torproject.org/projects/torbrowser.html.en 
 
TorChat - Peer to Peer Anonymous Instant Messenger 
https://github.com/prof7bit/TorChat/wiki 
 
TOR For Newbies - When Should You Use It? 
http://www.makeuseof.com/tag/tor-for-newbies/ 
 
Tor Project 
https://www.torproject.org/ 
 
Tor Stack Exchange 
http://tor.stackexchange.com/ 
 
TrackMeNot 
http://cs.nyu.edu/trackmenot/ 
 
Tradespace - Buy, Sell and License Intellectual Property 
https://www.tradespace.io/ 
 
Transactions on Data Privacy (TDP) 
http://www.tdp.cat/ 
 
Tresorit - End-to-End Encrypted File Sync and Sharing 
https://tresorit.com/ 
 
Trove - Privacy-Focused Bookmark Organizer 
https://trovenow.com/ 
 
TrueCrypt - Free Open-Source On-The-Fly Disk Encryption 
http://www.truecrypt.org/ 
 
TrueVault - HIPAA Compliant File Storage 
http://www.TrueVault.com/ 
 
TunnelBear - Simple, Private, Free Access to the Global Internet 
https://www.tunnelbear.com/ 
 
Two Factor Auth (2FA) 
http://twofactorauth.org/ 
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uMark - Photo Watermark Software for Windows and Mac 
http://www.uconomix.com/Products/uMark/ 
 
Unseen - Secure Your Privacy 
https://unseen.is/ 
 
UseGuard – Discover the Hidden Secrets in Privacy Policies 
https://useguard.com/ 
 
Vanish - Enhancing the Privacy of the Web with Self-Destructing Digital 
http://vanish.cs.washington.edu/ 
 
VeraCrypt - Free Disk Encryption Software 
https://veracrypt.codeplex.com/ 
 
veruv.com - Certified Snapshot of any Site 
https://veruv.com/ 
 
Viber Secure Messaging 
http://www.Viber.com/ 
 
Virtru - Secure Your Emails and Attachments, Choose Who Can View Them, And 
Revoke Access At Any Time 
https://www.virtru.com/ 
 
VPN Beginner’s Guide 
https://thebestvpn.com/what-is-vpn-beginners-guide/ 
 
Vuvuzela.io - Private Chat System That Protects Metadata 
https://vuvuzela.io/ 
 
VyprVPN - The World's Fastest VPN 
http://www.goldenfrog.com/vyprvpn 
 
Walnote - Secure Notes Online 
http://www.walnote.com/ 
 
Wanna Protecy Your Online Privacy? Open A Tab and Make Some Noise by Emily 
Dreyfuss 
https://www.wired.com/2017/03/wanna-protect-online-privacy-open-tab-make-noise/ 
 
Web Privacy Check 
http://ipinfo.info/html/privacy-check.php 
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We Should All Have Something To Hide 
http://www.thoughtcrime.org/blog/we-should-all-have-something-to-hide/ 
 
What Is a VPN and Do You Need One 
https://www.vpnmentor.com/blog/what-is-a-vpn-and-do-you-need-one/ 
 
What Is a VPN and Why You Need One 
https://privacyangel.com/ 
 
What Is a VPN - Beginner's Guide to Virtual Private Networks 
https://www.vpnsrus.com/what-is-a-vpn/ 
 
What Is Encryption by Aditi Chaudhry 
https://medium.com/@aditi.chaudhry92/what-is-encryption-954b5083532d 
 
What the Big Tech Companies Know About You by Barry Ritholtz 
https://ritholtz.com/2018/11/what-the-big-tech-companies-know-about-you/ 
 
Where Does the U.S. Rank in the Global Data Privacy Landscape? By Samer Kamal 
https://www.cpomagazine.com/data-privacy/where-does-the-u-s-rank-in-the-global-data-
privacy-landscape 
 
WhisperSystems - Open Source Security for Mobile Devices 
https://whispersystems.org/ 
 
WhiteOut.io - Email Encryption For the Rest Of Us 
https://whiteout.io/ 
 
Wickr – Most Secure and Private Collaboration Platform 
https://www.wickr.com/ 
 
WikiPedia – Privacy 
https://en.wikipedia.org/wiki/Privacy 
 
WikiPedia – SMS 
https://en.wikipedia.org/wiki/SMS 
 
WikiPedia – Text Messaging 
https://en.wikipedia.org/wiki/Text_messaging 
 
Will a VPN Protect Me? Defining Your Threat Model by Mirimir 
https://www.ivpn.net/privacy-guides/will-a-vpn-protect-me 
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Windscribe - Internet Privacy and Security As It Should Be 
https://windscribe.com/ 
 
WinMagic Data Security SecureDoc - Making It Easy To Secure Data 
http://www.winmagic.com/ 
 
WiredSafety 
http://www.wiredsafety.org/ 
 
World Privacy Forum 
http://www.worldprivacyforum.org/ 
 
Worldwide Survey of Encryption Products by Bruce Schneier, Kathleen Seidel and 
Saranya Vijayakumar 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2731160 
 
Write.as - Easily Share Text Online 
https://write.as/ 
 
YaCy - Distributed P2P Based Web Indexing and Anonmymous Search Engine 
http://www.yacy.net/ 
 
Yandex Browser - Secure and Anonymous Browser 
https://browser.yandex.com/ 
 
Yippy - Welcome To Your Data 
http://www.yippyinc.com/ 
 
You Are Being Watched Online 
http://www.makeuseof.com/tag/youre-watched-online/ 
 
You Need To Encrypt All Your Data …. This Is How It’s Done by Ben Dickson 
https://thenextweb.com/contributors/2017/07/03/encrypt-data-email-files-hard-
drive/#.tnw_jYN29E7R 
 
Your Cybersecurity Self-Defense Cheat Sheet 
http://www.slate.com/articles/technology/future_tense/2017/02/your_cybersecurity_self_
defense_cheat_sheet.html 
 
Your First Privacy Tools by Kirsten Morel 
https://medium.com/@kfmorel/your-first-privacy-tools-bec2f79fc8b6 
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ZeroNet – Open, Free and Uncensorable Websites Using Bitcoin Cryptography and 
BitTorrent Network 
https://zeronet.io/ 
 
Zimperium – Advanced Mobile Security 
https://www.zimperium.com/ 
 
ZipLip 
http://www.ziplip.com/ 
 
Zfone - Secure Voice Over IP 
http://zfone.com/ 
 
Zoho eMail Service 
http://www.zoho.com/ 
 
 
 
Awareness Watch™ Spotters 

Updated> Deep Web Research and Discovery Resources 2020 
http://www.DeepWeb.us/                                                                                                I 
have just updated my white paper link dataset compilation and now titled Deep Web 
Research and Discovery Resources 2020 and it is now a 73 page 864KB PDF document 
freely available directly from the above URL. This update verified all links as well as 
reviewed all resources covered including adding additional links. Currently this has been 
downloaded over 8,000,000+ times! September 1, 2020 

Updated> Open Educational Resources (OER) Sources 2020 
http://www.OERSources.com/                                                                                     
“Open Educational Resources (OER) are freely accessible, openly licensed text, media, 
and other digital assets that are useful for teaching, learning, and assessing as well as for 
research purposes.” [Wikipedia] Costs continue to rise for students who are pursing 
college and post graduate degree programs. By leveraging best practice sites, services and 
non-traditional options to expand knowledge, skills and abilities in many disciplines, 
students can choose from a wide range of options to complete their respective goals. This 
freely available guide, Open Educational Resources (OER) Sources 2020, is a 
comprehensive listing of useful open educational resources, sources and sites on the 
Internet that can assist you in optimizing your learning opportunities. This will be added 
to OERSearchEngine.com/. This will be added to Education and Academic Resources 
Subject Tracer™. This will be added to Student Research Resources Subject Tracer™. 
Complete Update Including All Links Validated on September 1, 2020, [47 pages, 
858KB PDF] 
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Updated> Academic and Scholar Search Engines and Sources 2020 
http://www.ScholarSearchEngines.com/                                                                        
Internet Annotated Link Dataset Compilation titled “Academic and Scholar Search 
Engines and Sources 2020” is now a 82 page research paper listing selected resources 
both new and existing that will help anyone who is attempting to find academic and 
scholarly information and knowledge available on the Internet. Each source is described 
along with the URL address than can be accessed. It is freely available as a .pdf file 
(970KB) at the above link from the Virtual Private Library™ and authored by Marcus P. 
Zillman, M.S., A.M.H.A. [Completely Updated with all links validated and new 
URLs added: September 1, 2020]. Other white papers are available by clicking here. 

Updated> Statistics Resources and Big Data 2020 
http://www.StatisticsResources.com/                                                                                    
I have just updated my white paper dataset link compilation for Statistics Resources and 
Big Data 2020 Subject Tracer™ by Marcus P. Zillman, M.S., A.M.H.A. It is now a 34 
page .pdf document 799KB. [Completely updated with all links validated and new 
URLs added on September 1, 2020] Other white papers are available by clicking here. 

Coda – Cloud-Based Document Editor 
https://coda.io/                                                                                                                
Coda is a cloud-based document editor founded by Shishir Mehrotra and Alex DeNeui. 
Offices are located in Seattle, San Francisco, and Mountain View. The first software 
version 1.0 was launched in May 2019. Previously, for more than four years it had been 
in a closed beta version. The software provides word-processing, spreadsheet, and 
database functions. It’s a canvas that blends spreadsheets, presentations, apps, and 
documents together. The software can integrate with third-party services like Slack and 
Gmail. In 2017 Coda raised $60 million. Greylock Partners, Khosla Ventures, and 
General Catalyst participated in the financing, with LinkedIn co-founder Reid Hoffman 
and General Catalyst’s Hemant Taneja joining the board of directors. This will be added 
to Script Resources Subject Tracer™. This will be added to Artificial Intelligence 
Resources Subject Tracer™. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™ . 

Updated> New Normal Startup Resources 2020 
http://www.NewNormalStartUpResources.com/                                                               
The white paper link dataset compilation of the New Normal Startup Resources 2020 
Subject Tracer™ Information Resource by Marcus P. Zillman, M.S., A.M.H.A. has just 
been updated September 1, 2020 and is now a freely available 34 page .pdf document 
626KB listing the latest and greatest online resources and sites for the new normal startup 
resources!. Other white papers are available by clicking here. This is a MUST publication 
for every business in today’s COVID-19 world!! 
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2021 Guide to Searching the Internet                                                        
http://www.zillman.us/white-papers/searching-the-internet/ 
http://www.2021SearchingTheInternet.com/                                                                 
Searching the Internet is now as common place as driving the car and most people 
consider the use of just one search engine to obtain results that they are looking for. This 
paper is designed to open your eyes to the many excellent resources on the Internet to 
search for information and/or to discover new knowledge in 2021! This paper will 
explain to you a number of ways to search for information on the Internet and methods to 
continue your searches and knowledge discovery without depending upon Bing or 
Google!!. This paper is also designed for the “newbie” to the Internet or for the person 
who only uses one source to search for information on the Internet. Of course there are 
many hidden jewels for the seasoned searcher!! 2021 Guide to Searching the Internet: 
Created: September 1, 2020; 20 Pages PDF (1.36MB). 

TonyDoorAI – The Smarter AI Assistant for Meetings 
https://tonydoor.tech/                                                                                                        
Record, Transcribe and Summarize a meeting without any effort. Features include: a) 
Record – TonyDoorAI extension is connected to your meetings. Now, Tony knows your 
UNBELIEVABLE VOICE; b) Transcribe – TonyDoorAI understands 120 languages and 
catches nearly 100% of the pieces of information. TonyDoorAI transcribes the meeting 
instantly according to your voice and your tons. But sadly, Tony cannot cook; c) Time-
stamped notes – Even better, TonyDoorAI summarizes the meeting for you – 
highlighting the key points and getting future brief ready. Thanks to this untapped system 
of record, the communication between your customers or employees and you will be 
smooth and transparent – exactly like Tony presence; and d) Analyze – With its strong 
analytic skills, TonyDoorAI tracks your conversation theme and structure. In only 5 min, 
TonyDoorAI will review an hour-long meeting into your CRM – allowing plenty of time 
to cook yourself. Simple, transparent pricing. Plans tailored for all businesses, built to 
scale with your needs. This will be added to Artificial Intelligence Resources Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™ . 

Octopus.do – A Lightning Fast Visual Sitemap Builder 
https://octopus.do/                                                                                                                
Create your website or application structure, add notes, specify page content, and use 
color schemes to improve your site map design or implement website development or 
content planning. Features include: 1) Create Visual Sitemap using Super Fast 
Prototyping Tool – Site mapping has never been easy and fun. Within minutes you can 
start website planning, create colorful visual sitemaps that are pleasant to look at and 
share them with your team and clients; 2) Visualize website structure with low fidelity 
wireframe kit – Using low fidelity wireframes can help you visualize the contents of 
every sitemap block, so that it’s easy to understand the page layout and create content for 
your future website project; 3) Export site map to hi-quality vector PDF and PRINT – 
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Have your sitemaps exported as PDF or PNG. Prepare your material for printing, 
publishing, or offline meetings; and 4) Use free visual sitemap generator for any XML 
sitemap – Generate beautiful and clean website diagrams fast and easy by importing the 
xml sitemap from any website. Use it to rework hierarchy and improve UX. Now website 
planning is fast, easy and fun they promise! This will be added to World Wide Web 
Reference Subject Tracer™. This will be added to Script Resources Subject Tracer™. 
This will be added to Artificial Intelligence Resources Subject Tracer™. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™ . 

RespondFlow – The MailChimp of SMS 
https://www.respondflow.com/                                                                                 
Respond Flow empowers people to be brilliant at building relationships with their 
customers through text message conversations. They are building a sustainable company 
and platform that puts the value of real human connection and interactions first among all 
else. This will be added to Ecommerce Resources Subject Tracer™. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™ . 

Updated> Web Data Extractors 2020 
http://WhitePapers.VirtualPrivateLibrary.net/Web Data Extractors.pdf                 
Research white paper link compilation titled “Web Data Extractors 2020” is a 23 page 
research paper listing many resources both new and  existing that will help anyone who is 
attempting to find information and  knowledge research about web data extraction on the 
Internet. It is freely available as a .pdf file (715KB) at the above link from the Virtual 
Private Library™ and authored by Marcus P. Zillman, M.S., A.M.H.A. Updated: 
September 4, 2020. Other white  papers are available by clicking here. Bookmark: 
http://www.WebDataExtractors.com/ 

Roam – A Note-Taking Tool for Networked Thought 
https://roamresearch.com/                                                                                                    
A note-taking tool for networked thought. As easy to use as a document. As powerful as a 
graph database. Roam helps you organize your research for the long haul. They believe 
that writing is a tool for thinking. If they can build a tool for helping people write and 
organize their ideas more effectively, they can help them have better thoughts and solve 
otherwise intractable problems. This will be added to Business Intelligence Resources 
Subject Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This 
will be added to the tools section of Research Resources Subject Tracer™ . 
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Updated> Crowd Funding Resources 2020 
http://whitepapers.virtualprivatelibrary.net/Crowd_Funding_Resources_2020.pdf 
http://www.CrowdFundingResources.info/                                                                      
The above white paper link dataset compilation of the Crowd Funding Resources 2020 
Subject Tracer™ by Marcus P. Zillman, M.S., A.M.H.A. is a freely available 20 page 
.pdf document (527KB) listing the latest and greatest online resources and sites for crowd 
funding! Complete Update Including All Links Validated on September 5, 2020 . Other 
white papers are available by clicking here. 

Updated> Online Research Browsers and Data Visualization Tools 2020 
https://www.zillman.us/white-papers/online-research-browsers/                                
Internet MiniGuide Annotated Link Dataset Compilation white paper recently released 
and titled “Online Research Browsers and Data Visualization Tools 2020” a 26 page 
research paper listing many resources both new and existing that will help anyone who is 
attempting to find information and knowledge research about online research browsers 
and data visualization tools available on the Internet. These research browsers and data 
visualization tools allow you to visualize information to find new relationships and 
associations to create knowledge discovery and obtain new and highly relevant research 
data. It is freely available as a .pdf file (578KB) at the above link from the Virtual Private 
Library™ and authored by Marcus P. Zillman, M.S., A.M.H.A. It was updated with all 
links validated on September 7, 2020. Other white papers are available by clicking here. 

OpenElement 
https://www.openelement.com                                                                         
OpenElement is a What You See Is What You Get (WYSIWYG) web authoring 
platform. It presents an interface similar to desktop publishing platforms such as Adobe 
InDesign and Microsoft Publisher. Using modern web standards (e.g. HTML5 and 
CSS3), OpenElement generates responsive, mobile-friendly sites that work consistently 
across all major browsers. If necessary, users can edit the generated HTML and CSS 
directly to fine-tune and customize the look of their generated pages. OpenElement 
includes a local web server and embedded copy of PHP for working and locally testing 
dynamically generated websites. On the OpenElement Wiki, visitors will find detailed 
usage documentation and video tutorials. OpenElement is available for Windows 
computers. This will be added to WWWReference Subject Tracer™. This will be added 
to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™ . Copyright © 2017 Internet Scout Research Group 
– http://scout.wisc.edu 

Updated> Agriculture Resources 2020 White Paper Link Dataset Compilation 
http://www.AgricultureResources.info/                                                                            
The above is the associated white paper link dataset compilation of the Agriculture 
Resources 2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., 
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A.M.H.A. It is a 20 page .pdf document 676KB. [Completely Updated Including All 
Links Validated On March 4, 2020] Other white papers are available by clicking here. 

Sellfy – Sell Your Products Hassle-Free                                                     
https://sellfy.com/                                                                                                                 
A simple, yet powerful e-commerce platform for creators. Sell digital products, physical 
goods and subscriptions all from one place. For creators and online businesses who hate 
complexity but want results.  Sell anything you create – physical goods, digital products 
or subscriptions. Powered by one, easy-to-use platform made for creators. Sell on your 
YouTube channel, Instagram page or Soundcloud with a simple link, or on your own 
website with our integrated “Buy Now” buttons. Use email marketing, discount codes 
and upselling feature to increase your sales. No additional integrations needed. This will 
be added to eCommerce Resources Subject Tracer™ . This will be added to 
WWWReference Subject Tracer™. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™  

Updated> World Wide Web Reference 2020 White Paper Link Dataset Compilation 
http://www.WWWReference.info/                                                                                   
The above is the associated white paper link dataset compilation of the World Wide Web 
Reference 2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., 
A.M.H.A.. It is now a 64 page .pdf document 902KB.[Updated with all links validated 
and new links added on September 9, 2020 ]. Other white papers are available by 
clicking here. 

SketchBoard Online Collaborative WhiteBoard                                  
https://sketchboard.io/                                                                                         
Sketchboard’s virtual whiteboard solution helps you to innovate ideas and solve complex 
problems together.  Sketchboard works great with the product teams, consultants and 
bigger organizations. Work remotely with your teammates at the same time on a web 
whiteboard, get immediate feedback and track their movements. Forget the email back 
and forth and the time-consuming meetings. Get free to work and collaborate from 
anywhere at any time. Some thoughts develop only when you transplant them into 
another mind. Sketchboard provides a productive digital workspace that makes it easy to 
share ideas. You can visually collaborate on its infinite canvas to get feedback and 
brainstorm with your team. Sketchboard revolves around ideas, not looks. We believe an 
organic feel encourages collaboration and feedback. Choose from over 400 sketch shapes 
with automated connections and note down your thoughts to bring your vision to life in 
no time. Sketchboard provides smooth integrations with Slack, GitHub and Google 
Drive. Use Sketchboard to make your favorite tools a part of your visual collaboration 
process. Don’t miss out on this chance to work smarter, not harder. This will be added to 
eCommerce Resources Subject Tracer™ . This will be added to WWWReference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
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will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™ . 

Updated> Information Quality Resources 2020 White Paper Link Dataset 
Compilation 
http://www.zillman.us/subject-tracers/information-quality-resources/ 
http://www.InformationQualityResources.info/                                                                 
The above is the associated white paper link dataset compilation of the Information 
Quality Resources 2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., 
A.M.H.A.. It is a freely available 22 page .pdf document (833KB) listing the latest and 
greatest online resources and sites for quality information resources! Completed 
updated including all link validation and new links added on September 10, 2020. 
Other white papers are available by clicking here. In today’s fake news and 
misinformation environment this is a must needed resource to keep you on the correct 
path for all your information needs in the upcoming elections and the 2020 New 
Economy 

Outplanr – Turn To-Do Lists Into Daily Work Plans                      
https://www.outplanr.com/                                                                                             
Finally, resource and task management together! Outplanr turns your to-do lists into real, 
feasible work plans, that also include time spent on meetings. You can now visualize 
each person’s workload and assign them new tasks across all projects in one go. Outplanr 
was designed to turn your to-do list into a clear work plan without effort, making your 
life easier. Keep projects on track and easily check how much time was spent on each 
task against your estimates. Outplanr will help you balance your team work, making sure 
everyone is busy but not overworked. Work smarter, live better. This will be added to 
eCommerce Resources Subject Tracer™ . This will be added to WWWReference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™ . 

Updated> Games Resources 2020 White Paper Link Dataset Compilation 
http://www.GamesResources.info/                                                                                        
I have just updated the associated white paper link dataset compilation of the Games 
Resources 2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., 
A.M.H.A. It is a 19 page .pdf document 692KB. [Completely updated on September 11, 
2020]. Other white papers are available by clicking here. 

Any.do – Stay Organized and Get More Done                                       
https://www.any.do/                                                                                                      
Any.do is an award-winning app used by millions of people to stay organized and get 
more done.  Organize your tasks, lists and reminders in one easy to-do app. Any.do syncs 
seamlessly across all of your devices, making your to-do list accessible everywhere. Keep 
track of your progress. Add smart reminders so you never forget a thing. With beautiful 
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themes and turbo-charged features, you’re guaranteed to save time and achieve great 
things. Wherever you are, take your to do list with you. Access Any.do on mobile, laptop, 
desktop, tablet and even your watch! Your tasks are automatically synced across all of 
your devices, giving you ultimate control. Set reminders to make sure important things 
don’t slip away. With powerful one-time, recurring and location based reminders, you 
can be sure critical things don’t get forgotten. Streamline your grocery shopping 
experience thanks to Any.do’s smart grocery list. Get your grocery items automatically 
sorted, easily import online recipes and share your list with your family. It works with 
Siri and Alexa too! Any.do Moment helps busy people like you focus on what’s 
important. It helps millions of people save time for the things that really matter. This will 
be added to eCommerce Resources Subject Tracer™ . This will be added to 
WWWReference Subject Tracer™. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™ 

Updated> Finding Experts By Using the Internet 2020 
https://www.zillman.us/subject-tracers/internet-experts/                                                      
I have just updated my white paper link compilation on Finding Experts By Using the 
Internet 2020. This is now a 23 page .pdf file (687KB) and freely available from the 
above URL. Finding Experts By Using the Internet is dedicated to giving you internet 
sources to discover that needed expert(s) that you have been looking for. The Internet is a 
vast global resource of knowledge created by experts and the ability to find and contact 
these experts is extremely important for both academic activities as well as business and 
special interest needs. Completely updated including all links validated and new links 
added on September 12, 2020; [23 pages 687KB .pdf]. Additional white papers available 
by clicking here. 

BIGCOMMERCE – ECommerce for a Era                               
https://www.bigcommerce.com                                                                                          
Build a business that’s ready for anything with the flexibility of Open SaaS. Meet the 
flexible, open SaaS platform leading a new era of ecommerce. Explore limitless 
possibilities to Build, Innovate and Grow. Start with the rock-solid foundation of a 
powerful ecommerce platform. Spark creativity and craft beautiful store experiences with 
design tools that know no bounds. Tame operational complexity with an easy-to-use, 
secure platform that’s up when you need it most. Deliver lightning-fast commerce 
experiences that keep your customers coming back for more. Turn impossible commerce 
experiences into reality with the flexibility of open SaaS. Seize market opportunities and 
unleash new experiences at the speed of your business. Craft content-rich experiences 
anywhere your audience takes you. Make unifying your backend or powering up with 
third-party apps a breeze. Scale and grow smarter without complexity holding you back. 
Surpass industry benchmarks by converting higher-value orders. Reach new audiences 
with omnichannel commerce anywhere in the world. Act with confidence by unlocking 
valuable customer data and insights. This will be added to eCommerce Resources Subject 
Tracer™ . This will be added to WWWReference Subject Tracer™. This will be added to 
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Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™ . 

Updated> Start Up Resources for Entrepreneurs 2020 
http://www.StartUpResources.us/                                                                                   
Start Up Resources is a publication from the Virtual Private Library and freely available 
from the above URL. Sections include: a) Idea Validation – How To Validate Your 
Startup Idea; b) Bootstrapping; c) Pitching; d) Lean Startup; e) Customer Development 
(CustDev); f) Minimum Viable Product (MVP); g) Launching; h) Funding/Venture 
Capital/Seed Capital/Angel Investing;  i) Landing Page Optimization; j) 
PR/Press/Marketing; k) Conversion Rate Optimization; l) Tools, Resources and Videos; 
and m) Subject Tracer™ Information Blogs. This is now a 25 page pdf document 
(558KB) and updated on September 14, 2020. This has been added to to Entrepreneurial 
Resources Subject Tracer™. 

Twist                                                                                                          
https://twistapp.com/                                                                                                            
A communication app for teams who want a calmer, more organized, more productive 
workplace. No more chaotic group chat. No more messy email threads. Twist keeps all 
your team’s conversations on topic and in one place so everyone can calmly catch up on 
their own schedule. This will be added to eCommerce Resources Subject Tracer™ . This 
will be added to WWWReference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™ . 

Updated> Bot and Intelligent Agent Research Resources 2020 
http://www.BotResearch.info/                                                                                               
The above is the associated white paper link dataset compilation of the Bot Research 
Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., A.M.H.A. It is a 26 page 
.pdf document 686KB. [All Links Validated and New Links added on September 15, 
2020] Other white papers are available by clicking here. 

Carrd – Simple, Free, Fully Responsive One-page Sites for Pretty Much Anything 
https://carrd.co                                                                                                                   
Simple, free, fully responsive one-page sites for pretty much anything. Whether it’s a 
personal profile, a landing page to capture emails, or something a bit more elaborate, 
Carrd has you covered. Simple, responsive, and yup — totally free.  Start with one of 
dozens of templates (or a blank canvas) and make it your own. Look great at every screen 
size right out of the box, from phones to tablets to desktops. Build up to three sites per 
account and use all of Carrd’s core features – for free! Upgrade your Carrd experience! 
Go Pro from just $19 / year (yup, per year). This will be added to eCommerce Resources 
Subject Tracer™ . This will be added to WWWReference Subject Tracer™. This will be 
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added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™ . 

Update> ChatterBots Resources on the Internet 2020 
https://www.zillman.us/subject-tracers/chatterbots-resources-on-the-internet-2020/ 
http://ChatterBots.info/                                                                                                       
The white paper link dataset compilation of the ChatterBots Resources on the Internet 
2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., A.M.H.A. has 
been just updated and is now a 26 page .pdf document 728KB listing the latest and 
greatest online resources and sites for ChatterBots! [Complete Updated on September 
16, 2020,] Other white papers are available by clicking here. 

MuchSkills – Your Strengths Visualized                                       
https://www.muchskills.com/                                                                                           
Discover all the available skills within your team and organization beyond just the 
obvious ones. Visualized data tells better stories about individuals, teams and 
organizations. Use MuchSkills to get a clearer picture of your skill set in three categories: 
1) job focus, 2) soft skills, and 3) technical competence. Your skills are unique and you 
should feel proud to share them if you choose. Keep your profile private or share it with 
the world, the decision is yours. This will be added to eCommerce Resources Subject 
Tracer™ . This will be added to WWWReference Subject Tracer™. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subje 

Updated> 2020 Directory of Directories 
http://www.2020DirectoryOfDirectories.com/                                                                    
The above is a white paper link dataset compilation of the 2020 Directory of Directories 
Subject Tracer™ Information Blog by Internet Expert Marcus P. Zillman, M.S., 
A.M.H.A. This 2020 Directory of Directories covers all the competent and well 
maintained directories available from the Internet and makes for an excellent alternative 
search resource! It is now a 33 page .pdf document 743KB. [Completely updated 
including all links validated on September 17, 2020] Other white papers are available 
by clicking here. 

EducationBug – Educational Resources                                         
http://www.educationbug.org/                                                                                            
They are a small internet company located in southern Utah near Las Vegas, NV.  They 
have a few employees and many independent contractors who work on various projects.  
EducationBug.org is the “mothership” of our education related sites. They have other 
directories, but felt that we needed to bring them together under one name. This will 
enable them to brand ourselves more effectively. At their small company, they have 
grand ideas for the future of EducationBug. They are constantly adding new features, 
articles, categories, data, and more to their portal. This will be added to WWWReference 
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Subject Tracer™. This will be added to Business Intelligence Resources Subject 
Tracer™. This will be added to Entrepreneurial Resources Subject Tracer™. This will be 
added to the tools section of Research Resources Subject Tracer™ . This will be added to 
Education and Academic Resources Subject Tracer™. 

Updated> Directory Resources On the Internet 2020 
http://www.DirectoryResources.info/                                                                                      
The above is a white paper link dataset compilation of the Directory Resources On the 
Internet 2020 Subject Tracer™ Information Blog by Internet Expert Marcus P. Zillman, 
M.S., A.M.H.A. This Directory of Directories covers all the competent and well 
maintained directories available from the Internet and makes for an excellent alternative 
search resource! It is now a 31 page .pdf document 749KB. [Completely updated 
including all links validated on September 18, 2020] Other white papers are available 
by clicking here. 

MINGLR – Experimental Software System                                          
https://minglr.info/                                                                                                          
MINGLR is an experimental software system developed to explore ways of supporting ad 
hoc, private videoconferences. We expect it to be useful for virtual conferences and many 
other kinds of online events, both business and social. An MIT working paper about the 
MINGLR system and its use at the ACM Collective Intelligence virtual conference (CI 
2020) in June 2020 is available here. Please note: MINGLR supports all widely used 
browsers including Chrome, Safari, Firefox, and Edge. On iOS, they recommend Safari. 
This will be added to Privacy Resources Subject Tracer™. This will be added to 
WWWReference Subject Tracer™. This will be added to Business Intelligence 
Resources Subject Tracer™. This will be added to Entrepreneurial Resources Subject 
Tracer™. This will be added to the tools section of Research Resources Subject Tracer™ 

Updated> Employment Resources on the Internet 2020 White Paper Link Dataset 
Compilation 
http://www.EmploymentResources.info/                                                                              
I have just updated my white paper link dataset compilation titled Employment 
Resources on the Internet 2020 and is now a 25 page .pdf document (703KB) freely 
available from the above URL. Other white papers are available by clicking here. 
[Complete update including all links validated and new links added on September 
19, 2020] 
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October 2020 Zillman Column: Employment Resources on the Internet 2020 – 2021 
                                              
http://columns.virtualprivatelibrary.net/Employment_Resources_2021_Oct20_Column.p
df 
http://www.ZillmanColumns.com/                                                                                   
The October 2020 Zillman Column features Employment Resources on the Internet 
2020 – 2021 by Marcus P. Zillman, M.S., A.M.H.A.; Executive Director of the Virtual 
Private Library. This is a comprehensive listing of competent online employment 
resources including subject guides, subject tracers and index resources and sites available 
on the Internet. The list of sources is taken partially from my Subject Tracer™ White 
Paper Employment Resources 2020 and is constantly updated with Subject Tracer™ bots 
at the following URL  http://www.EmploymentResources.info/. These resources will help 
you to discover the many pathways available to you through the Internet to find the very 
latest employment sources and sites. Download this excellent freely available 24 page 
703KB pdf column today. This is another MUST have column to discover the latest 2020 
competent online employment search and discovery resources to give you the 
information you need in today’s ever changing and fast paced 2020 New Economy 
business and academic research world and the New Normal. 

Milanote – Get Organized – Stay Creative                                            
https://milanote.com/                                                                                                 
Milanote is an easy-to-use tool to organize your ideas and projects into visual boards. 
Milanote supports all common file types including JPGs, PDFs, Word, Excel, common 
design files and many more. Simple text editing and task management make it easy to 
add your thoughts to a board. The Milanote Web Clipper lets you save inspiration and 
ideas from any website with a single click. Anything you save in the Milanote app will be 
ready to organize as soon as you’re back at your computer. Milanote’s flexible drag and 
drop interface lets you arrange things in whatever way makes sense for your project. 
Milanote boards can be a private place to think, or a shared workspace for 
collaboration—you’re in total control of who sees what. Instantly see your team’s 
changes, leave comments, and never miss a thing with smart notifications and alerts. 
When you’re ready, you can invite anyone to view and edit your boards or download a 
high quality printable PDF. This will be added to WWWReference Subject Tracer™. 
This will be added to Business Intelligence Resources Subject Tracer™. This will be 
added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™ 

Updated> Biological Informatics 2020 
http://www.BiologicalInformatics.info/                                                                          I 
have just updated my Subject Tracer™ Information Blog white paper link dataset 
compilation titled Biological Informatics 2020 which is now a 37 page paper listing 
selected resources both new and existing that will help anyone who is attempting to find 
the latest information about biological informatics that are available over the Internet. It 
is freely available as a .pdf file (834KB) at the above link from the Virtual Private 
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Library™ and authored by Marcus P. Zillman, M.S., A.M.H.A. It was completely 
updated including link validation and new links added on September 21, 2020. Other 
white papers are available by clicking here. 

AI-Based SEO and Web Analysis Tool                                                
https://screpy.com/                                                                                                            
Screpy is a web analysis tool that can analyze all pages of your websites in one dashboard 
and monitor them with your team. This will be added to WWWReference Subject 
Tracer™. This will be added to Business Intelligence Resources Subject Tracer™. This 
will be added to Entrepreneurial Resources Subject Tracer™. This will be added to the 
tools section of Research Resources Subject Tracer™. 

Updated> Current Awareness Tools 2020 
http://www.CurrentAwarenessTools.com/                                                                 
Research white paper titled “Current Awareness Tools 2020” is an 18 page research 
paper listing many resources both new and existing that will help anyone who is 
attempting to find information and knowledge research about current awareness tools 
available on the Internet. It is freely available as a .pdf file (201KB) at the above link 
from the Virtual Private Library™ and authored by Marcus P. Zillman, M.S., A.M.H.A. 
It was created on January 1, 2020 and Updated September 22, 2020. Other white 
papers are available by clicking here. 

Walling – Capture and Organize Ideas in One Place                          
https://walling.app/                                                                                                             
“Daily Desk” is your empty space on Walling to spill over your thoughts on a daily basis 
without worrying about creating a structure, folders or pages. Unlike linear documents, 
with Walling you can throw out your ideas into Bricks and worry later about organizing 
and revising them. With your ideas side by side, Walling empowers you to step back and 
get a high level understanding of what you’re working on. Invite your team to a Wall or 
create a Workspace to manage your team’s Walls in one place with members roles and 
centralized billing. Reduce eye strain, extend battery life or just because dark mode looks 
cool! Walling was built to be used by everyone with an easy and delightful experience, 
whether you are a designer, a developer, a project manager, a writer or a non-tech. This 
will be added to WWWReference Subject Tracer™. This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 

Updated> Prediction Markets 2020 
http://www.PredictionMarkets.com/                                                                                    
The above is the associated white paper link dataset compilation of Prediction Markets 
2020 Subject Tracer™ Information Blog by Marcus P. Zillman, M.S., A.M.H.A. It is a 
22 page .pdf document 708KB covering sources, sites and tools required for market 

http://www.awarenesswatch.com/
mailto:zillman@VirtualPrivateLibrary.com
http://www.zillman.info/
http://www.whitepapers.us/
https://screpy.com/
http://www.wwwreference.info/
http://www.biresources.info/
http://www.entrepreneurialresources.info/
http://www.researchresources.info/
http://www.currentawarenesstools.com/
http://zillman.info/
http://www.whitepapers.us/
https://walling.app/
http://www.wwwreference.info/
http://www.biresources.info/
http://www.biresources.info/
http://www.entrepreneurialresources.info/
http://www.entrepreneurialresources.info/
http://www.researchresources.info/
http://www.predictionmarkets.com/
http://www.predictionmarkets.com/
http://www.predictionmarkets.com/
http://www.zillman.info/


 
Awareness Watch V18N10 October 2020 Newsletter 

http://www.AwarenessWatch.com/ 
zillman@VirtualPrivateLibrary.com 

eVoice: 800-858-1462 
© 2020 Marcus P. Zillman, M.S., A.M.H.A. 

50 

prediction [Updated including all links validated and new links added on September 
23, 2020]. Other white papers are available by clicking here. 

Census Business Builder (CBB)                                                      
https://www.census.gov/data/data-tools/cbb.html                                                                 
The Census Business Builder (CBB) is a suite of services that provide selected 
demographic and economic data from the Census Bureau tailored to specific types of 
users in a simple to access and use format. Small Business Edition is primarily for small 
business owners who need key data for their business plan or to better understand their 
potential market. It presents data for a single type of business at a time.  Regional 
Analyst Edition is primarily for chambers of commerce and regional planning staff who 
need a broad portrait of the people and businesses in their service area. It presents data 
for all sectors of the economy and for a user-defined region made up of one or more 
areas. This will be added to Business Intelligence Resources Subject Tracer™. This will 
be added to Entrepreneurial Resources Subject Tracer™. This will be added to the tools 
section of Research Resources Subject Tracer™ 

Updated> Privacy Resources 2020 
http://www.PrivacyResources.info/                                                                                    
The white paper link dataset compilation of Privacy Resources 2020 Subject Tracer™ by 
Marcus P. Zillman, M.S., A.M.H.A. is now a 53 page .pdf document 856KB. Privacy 
Resources and Sites on the Internet is a comprehensive listing of privacy resources 
currently available on the Internet. These include associations, indexes, search engines as 
well as individual websites and sources that supply the latest technology and information 
about privacy and how it relates to you and the Internet. This is a MUST reference for 
today’s New Economy where privacy and security have become major issues!! Keep 
your privacy and security with this excellent Subject Tracer™. This white paper (.pdf) 
has been completely updated including all links validated and new links added as of 
September 24, 2020. 

Treendly – Discover Rising Trends                                                           
https://treendly.com/                                                                                                     
Treendly scours the web, analyze thousands of data points and finds proven topics before 
they take off. Before it’s too late for you to act on. Additionally, you can also search 
topics and monitor how they perform over time, so that you can build your own private 
library of trending topics. Treendly is your exposure to the unknown unknowns. Get out 
of your bubble today. Read, at your own pace, about rising trends we have discovered 
across different industries. Basically, pre-curated Google Trends on steroids. Understand 
trends in specific industries by reading occasional in-depth blog posts we write. Search a 
topic or keyword in any region and immediately get an understanding of the type of trend 
and its seasonality. Track how a keyword/topic performs over time and be alerted when it 
begins trending. As often as weekly. For any topic, explore related keywords that people 
are searching on popular websites. There’s always a new trend around the corner!  Do 
your own research and manage your keywords in your own dashboard. Trends you 
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discover are exclusively available to you. See which industries are growing and which 
declining. See how a trend will likely perform in the next 6 months. This will be added to 
Business Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial 
Resources Subject Tracer™. This will be added to the tools section of Research 
Resources Subject Tracer™. 

MyGovWatch – RFPs For Free                                                 
https://www.mygovwatch.com/                                                                            
MyGovWatch will do for you what no other government lead site does today. Start with 
their Basic Edition plan to get leads for free, because they believe there should be ZERO 
barriers to entry for anyone to know about government contract leads. Create an account, 
and purchase data and services later—or not. They aggregate leads from thousands of 
Federal, state & local government agencies and send you a daily email. Unlike other 
notification services, they offer a TOTALLY FREE Basic Edition, and your account is a 
personal one that follows you throughout your career. That way, opportunities you want 
to track follow you wherever you go. MyGovWatch.com has been in production as a 
niche provider of comprehensive government intelligence in select industries since 2007. 
The current site enables users in those industries to access the same data, while allowing 
users in any industry to tap into the same proven process in an on-demand fashion. This 
will be added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™. 

DATA USA                                                                                                    
https://datausa.io/                                                                                                                   
Data USA puts public US Government data in your hands. Instead of searching through 
multiple data sources that are often incomplete and difficult to access, you can simply 
point to Data USA to answer your questions. Data USA provides an open, easy-to-use 
platform that turns data into knowledge. It allows millions of people to conduct their own 
analyses and create their own stories about America – its people, places, industries, skill 
sets and educational institutions. Ultimately, accelerating society’s ability to learn and 
better understand itself. How can Data USA be useful? If you are an executive, it can 
help you better understand your customers and talent pool. It can inform decisions on 
where to open or relocate your business or plant. You may also want to build on the Data 
USA platform using the API and integrate additional data. If you are a recent college 
graduate, Data USA can help you find locations with the greatest opportunities for the job 
you want and the major you have. If you are a policymaker, Data USA can be a powerful 
input to economic and workforce development programs. Or, you may be a public health 
professional and want to dive into behavioral disease patterns across the country. These 
are just a few examples of how an open data platform like Data USA can benefit 
everyday citizens, business and government. With over 2.5 million visualizations, Data 
USA is the largest, most comprehensive website of US government data focused on 
industries, jobs, higher education, health, government spending, regional demographics 
and more. This will be added to Statistics Resources and Big Data 2020 Subject 
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Tracer&trade;. This will be added to Business Intelligence Resources Subject Tracer™. 
This will be added to Entrepreneurial Resources Subject Tracer™. This will be added to 
the tools section of Research Resources Subject Tracer™. 

ReportLinker                                                                         
https://www.reportlinker.com/                                                                                  
ReportLinker is a technology company that simplifies how analysts and decision makers 
get industry data for their business thanks to: a)latest reports & slideshows with insights 
from top research analysts that provide full understanding of how 5,000+ industry sectors 
work (industry overview, key players, market drivers…); b) 150+ Million easily 
actionable statistics with tables, figures & datasets (sales forecasts, market shares, 
production data…) and c) More than 25,000 trusted sources such as government 
agencies, international organizations, consultancies, industry associations… This will be 
added to Statistics Resources and Big Data 2020 Subject Tracer&trade;. This will be 
added to Business Intelligence Resources Subject Tracer™. This will be added to 
Entrepreneurial Resources Subject Tracer™. This will be added to the tools section of 
Research Resources Subject Tracer™ 

Knoema – Data Made Accessible                                                         
https://knoema.com/                                                                                                          
Knoema is the most comprehensive source of global decision-making data in the world. 
Their tools allow individuals and organizations to discover, visualize, model, and present 
their data and the world’s data to facilitate better decisions and better outcomes. Knoema 
delivers rapid-build, personalized data platforms that address your entire workflow from 
data management to data content and finally data-insight delivery — internally and to 
external audiences. Knoema has also helped data vendors modernize data management to 
create simplified user experiences and new revenue opportunities. This will be added to 
Knowledge Discovery Resources Subject Tracer™. This will be added to Statistics 
Resources and Big Data 2020 Subject Tracer™ This will be added to Business 
Intelligence Resources Subject Tracer™. This will be added to Entrepreneurial Resources 
Subject Tracer™. This will be added to the tools section of Research Resources Subject 
Tracer™. 
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Awarenesswatch™ Paper Review 
 
Blockchain In Education: Opportunities, Applications and Challenges by 
Mara=Florina Steiu  
https://firstmonday.org/ojs/index.php/fm/article/view/10654 
 
Abstract: 
This paper discusses the opportunities and challenges of applying blockchain 
technologies in the education sector. The key blockchain-in-education applications 
discussed are the digitalization and decentralization of educational certifications and the 
enhancement and motivation for lifelong learning. Some of the key challenges explored 
are data protection laws such as the General Data Protection Regulation and the 
California Consumer Protection Act, which pose impediments for application developers 
and scalability challenges that arise because of slow-speed blockchain transactions and 
the Scaling Trilemma. Additionally, market adoption and innovation challenges highlight 
that blockchain-in-education is a relatively immature innovation that governance bodies 
within educational institutions often disregard or perceive cautiously. 
 
 
 
Subject Tracer™ Information Blogs 
 
Subject Tracer™ Information Blogs created and developed by the Virtual Private 
Library™ combine the best of the latest tools on the Internet. Using bots, blogs and news 
aggregators the Subject Tracer™ Information blogs generate RSS feeds with the latest 
resources to create a current information resource flow through niched subject tracers. I 
am proud to be the creator of the Internet’s first Subject Tracer™ Information Blogs: 
 
Virtual Private Library™ 
http://www.VirtualPrivateLibrary.com/ 
 
Accessibility Resources 
http://www.AccessibilityResources.info/ 
 
Agriculture Resources 
http://www.AgricultureResources.info/ 
 
AnswerSpot 
http://www.AnswerSpot.us/ 
 
Artificial Intelligence Resources 
http://www.AIResources.info/ 
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Astronomy Resources 
http://www.AstronomyResources.info/ 
 
Auction Resources 
http://www.AuctionResources.info/ 
 
Biological Informatics 
http://www.BiologicalInformatics.info/ 
 
Biotechnology Resources 
http://www.BiotechnologyResources.info/ 
 
Bot Research 
http://www.BotResearch.info/ 
Business Intelligence Resources 
http://www.BIResources.info/ 
 
ChatterBots 
http://www.ChatterBots.info/ 
 
Data Mining Resources 
http://www.DataMiningResources.info/ 
 
Deep Web Research 
http://www.DeepWebResearch.info/ 
 
Directory Resources 
http://www.DirectoryResources.info/ 
 
eCommerce Resources 
http://eCommerceResources.info/ 
 
Education and Academic Resources 
http://www.EducationResources.info/ 
 
Elder Resources 
http://www.ElderResources.info/ 
 
Employment Resources 
http://www.EmploymentResources.info/ 
 
Entrepreneurial Resources 
http://www.EntrepreneurialResources.info/ 
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Fact Checkers Directory  
http://www.FactCheckers.us/ 
 
Financial Sources 
http://www.FinancialSources.info/ 
 
Finding People 
http://www.FindingPeople.info/ 
 
Games Resources 
http://www.GamesResources.info/ 
 
Genealogy Resources 
http://www.GenealogyResources.info/ 
Grant Resources 
http://www.GrantResources.info/ 
 
Green Files 
http://www.GreenFiles.info/ 
 
Grid, Distributed and Cloud Computing Resources 
http://www.GridResources.info/ 
 
Healthcare Resources 
http://www.HealthcareResources.info/ 
 
Information Futures Markets 
http://www.InformationFuturesMarkets.com/ 
 
Information Quality Resources 
http://www.InformationQualityResources.info/ 
 
International Trade Resources 
http://www.InternationalTradeResources.info/ 
 
Internet Alerts 
http://www.InternetAlerts.info/ 
 
Internet Demographics 
http://www.InternetDemographics.info/ 
 
Internet Experts 
http://www.InternetExperts.info/ 
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Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Intrapreneurial Resources 
http://www.IntrapreneurialResources.info/ 
 
Journalism Resources 
http://www.JournalismResources.info/ 
 
Knowledge Discovery  
http://www.KnowledgeDiscovery.info/ 
 
Military Resources 
http://www.MilitaryResources.info/ 
New Economy Analytics, Resources and Alerts 
http://www.NewEconomyAnalytics.com/ 
 
Outsourcing/Offshoring Information and Resources 
http://www.OutsourcingOffshore.us/ 
 
Privacy Resources 
http://www.PrivacyResources.info/ 
 
Reference Resources 
http://www.ReferenceResources.info/ 
 
Research Resources 
http://www.ResearchResources.info/ 
 
RestStress™ 
http://www.RestStress.com/ 
 
Script Resources 
http://www.ScriptResources.info/ 
 
ShoppingBots 
http://www.ShoppingBots.info/ 
 
Social Informatics 
http://www.SocialInformatics.info/ 
 
Statistics Resources and Big Data 
http://www.StatisticsResources.info/ 
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Student Research 
http://www.StudentResearch.info/ 
 
Theology Resources 
http://www.TheologyResources.info/ 
 
Tutorial Resources 
http://www.TutorialResources.info/ 
 
World Wide Web Reference 
http://www.WWWReference.info/ 
 
 

 
Figure 1: Virtual Private Library™ 

 
Author Information: Marcus P. Zillman, M.S., A.M.H.A. Executive Director of the 
Virtual Private Library is an international Internet expert, author, keynote speaker and 
corporate consultant in the area of information retrieval, knowledge discovery, 
knowledge harvesting, artificial intelligence and bots/intelligent agents. He has created 
numerous world wide web sites including 54 Subject Tracer™ Information Portals and 
Blogs; written a number of internet miniguides, white papers, manuals and books; hosted 
over 160 weekly Internet television shows, writes a weekly and monthly column on 
Current Awareness on the Internet; writes a monthly newsletter Awareness Watch and 
delivers keynote presentations throughout the international marketplace. He also actively 
delivers one and two day workshops for key industry sectors displaying how the Internet 
can be used as a tool to maintain current awareness and professional competencies.  
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Additional websites by Marcus P. Zillman, M.S., A.M.H.A.: 
 
Marcus P. Zillman's Blog (26,000+ Postings) 
http://www.zillman.us/ 
 
Marcus P. Zillman Abbreviated Bio 
http://www.zillman.info/ 
 
White Papers by Marcus P. Zillman 
http://www.WhitePapers.us/ 
 
Internet MiniGuides™  
http://www.InternetMiniguide.com/ 
Awareness Watch™ Newsletter 
http://www.AwarenessWatch.com/ 
 
Marcus P. Zillman's Columns 
http://www.ZillmanColumns.com 
 
LinkSeries Publications 
http://www.LinkSeries.com/ 
 
Links By Marcus™ 
http://www.LinksByMarcus.com/ 
 
Workshops By Marcus™ 
http://www.WorkshopsByMarcus.com/ 
 
SourceSeries Internet Research Workshops 
http://www.SourceSeries.com/ 
 
Watch Marcus™ 
http://www.WatchMarcus.com/ 
 
listen to marcus™ 
http://www.ListenToMarcus.com 
 
 
Research White Papers, Articles, Lectures and Speeches by Marcus P. Zillman, 
M.S., A.M.H.A.: 
 
2020 Directory of Directories 
http://www.2020DirectoryOfDirectories.com/ 
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Academic and Scholar Search Engines and Sources 2020 
http://www.ScholarSearchEngines.com/ 
 
Bots, Blogs and News Aggregators 2020                                                      
http://www.BotsBlogs.com/ 
 
Business Intelligence Online Resources 2020 
http://www.BIOnlineResources.info/ 
 
Cloud Computing Resources Primer 2020 
http://www.zillman.us/white-papers/grid-distributed-and-cloud-computing-resources-
primer/ 
 
Current Awareness Discovery Tools on the Internet 2020 
http://www.zillman.us/white-papers/current-awareness-discovery-tools-on-the-internet/ 
 
Deep Web Research and Discovery Resources 2020 Online White Paper 
http://DeepWeb.us/ 

eMarketing MiniGuide 2020                                  
http://www.eMarketingMiniGuide.com/ 

eReference Library Link Toolkit 2020 
http://www.eReferenceLibrary.com/ 
 
Finding Experts By Using the Internet 2020 
http://www.FindingExperts.info/ 

Finding People Resources and Sites 2020 
http://www.FindingPeople.info/ 

Healthcare Bots and Subject Directories 2020                                        
http://www.HealthcareBots.info/ 

Knowledge Discovery Resources 2020                                             
http://www.KDResources.info/ 

New Economy Resources 2020 
http://www.NewEconomyResources.com/ 
 
Online Research Browsers and Data Visualization Tools 2020 
http://www.zillman.us/white-papers/online-research-browsers/                             
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Online Research Tools                                                        
http://www.OnlineResearchTools.info/ 

Online Social Networking 2020                                           
http://www.OnlineSocialNetworking.info/ 

Searching the Internet 2020                                                     
http://www.SearchingTheInternet.info/ 
 
Using the Internet As a Dynamic Resource Tool for Knowledge Discovery 2020 
http://www.zillman.us/white-papers/using-the-internet-as-a-dynamic-resource-tool-for-
knowledge-discovery/ 
 
Web Data Extractors 2020 
http://www.WebDataExtractors.com/ 
 
Web Guide for the New Economy 2020 
http://www.WebGuideNewEconomy.com/ 
 
White Papers By Marcus P. Zillman, M.S., A.M.H.A. 
http://www.WhitePapers.us/ 

Internet Tutor by Marcus P. Zillman, M.S., A.M.H.A.                
http://www.InternetTutor.info/                                                                                                    
Visit this site to learn about the availability of Marcus P. Zillman to tutor you or your 
associate one on one in the privacy of your residence or office on the latest happenings of 
the Internet including Internet basics to advanced Internet searching using bots and 
creating your own personal blog .                                              

Internet Speaking by Marcus P. Zillman, M.S., A.M.H.A.         
http://www.InternetSpeaker.net                                                                                                  
Visit this site to learn about Marcus P. Zillman’s speaking engagements for your 
organization meetings and events. View and listen to his previous presentations as well as 
his weekly television shows.                                                                                     

Internet Consulting by Marcus P. Zillman, M.S., A.M.H.A.  
http://InternetConsultant.BlogSpot.com/                                                                                    
Visit this site to obtain information about obtaining the consultation services of Marcus P. 
Zillman for your company including eCommerce audits, utilization of bots, blogs and 
news aggregators or the creation of your own personal virtual private library powered by 
Subject Tracer™ Information bots!                                                                 
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Current Awareness Monitors, Alerts and Information Traps                                
http://www.ecurrentAwareness.com/    
http://www.CurrentAwarenessTools.com 
 Marcus P. Zillman’s latest reports Current Awareness Monitors, Alerts and Information 
Traps and Current Awareness Tools 2020 are now available. One for purchase and one 
freely availanle online and immediate download. These reports are comprehensive 
listings of the latest resources, sources and sites for current awareness on the Internet. 
This is a must read for anyone who must stay current in their profession and/or business 
activity as the list of URLs will keep you at the leading edge of your career.  
 
Market Intelligence Resources                     
http://www.MarketIntelligenceResources.com/                                                                      
Marcus P. Zillman’s just released professional Internet MiniGuide is titled Market 
Intelligence Resources and is available for purchase online and immediate download. 
This 193 page digital miniguide represents a comprehensive listing of the latest 
resources, sources and sites to discover the latest Market Intelligence sources available on 
the Internet with many of them freely available!  Designed specifically for today’s 
entrepreneur, professional and/or investor. 
 
Entrepreneurial Links 101  
http://www.EntrepreneurialLinks.com/ 
Marcus P. Zillman’s newly released  231 page eReference digital book for the up and 
coming entrepreneur. Entrepreneurial Links 101 gives an alphabetical listing of the very 
best Internet and World Wide Web sites covering Entrepreneur Resources, Business 
Intelligence Resources and an extremely comprehensive list of Online Research Tools. 
This is considered by many to be the entrepreneur’s bible for finding relevant and 
competent online resources! 
 
Internet Privacy and Security Resources 
http://www.InternetPrivacySecurity.net/ 
Marcus P. Zillman’s latest eReference digital publication is a selected comprehensive 
alphabetical listing of the latest resources and sites covering all aspects of privacy and 
security currently available over the Internet. From the board room to the family room, 
these resources and sites give you the information you need to maintain your privacy and 
security as you use the Internet in your business and personal life. 
 
Research Resources Online Guide 
http://www.ResearchResourcesOnline.net/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 340 page digital guide of a selected 
comprehensive alphabetical listing of the latest and greatest resources and sites covering 
all areas of research that is currently available over the Internet. The guide covers online 
research resources and tools for the Newbie to research as well as the Seasoned 
researcher. Contents include: a) Research Resources, b) Research Tools, c) Student 
Research Resources Toolkit, d) Knowledge Discovery/Management and Data Mining 
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Resources, e) Knowledge Discovery/Retrieval and the World Wide Web Resources, and 
f) Subject Tracer™ Information Blogs. 
 
The Survivor’s Manual for The New Economy. 
http://www.NewEconomyManual.com/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 239 page digital read that gives 
excellent resources and annotated sources for the new economy analytics, alerts, 
ecommerce, financial sources, invisible and deep web resources, social and business 
networking sources along with new economy competitive and business intelligence 
resources and an extremely comprehensive listing of new economy online tools.                                                                                
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